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Message from Under-Secretary-General Mr. Wu Hongbo

The 10t annual Internet Governance Forum in 2015 once again demonstrated the key role of the
IGF and its growing community of stakeholders in facilitating discussion on crucial themes and
issues related to Internet governance. Indeed, the success and utility of the IGF was re-affirmed
when its mandate was extended for another 10 years as part of the UN General Assembly’s
WSIS+10

The annual global multistakeholder Internet Governance gathering took place from the 10th to the
13th of November 2015 in Jodo Pessoa, Brazil. It was hosted for the 2 time by the government of
Brazil, who have been an active player in the IGF and the multistakeholder Internet Governance
model since its inception in 2006. More than 2,400 registered participants from over 116 countries
attended the meeting, with thousands more actively participating online. The overarching theme for
IGF 2015 was: ‘Evolution of Internet Governance: Empowering Sustainable Development’. This
theme was timely, as the United Nations General Assembly (UNGA) adopted the 2030 Agenda for
Sustainable Development in September 2015, and reviewed the implementation of the WSIS
outcomes at its 70th Session soon after the IGF. Output-oriented debates and discussions during the
four-day meeting addressed both opportunities and challenges under the following sub-themes:
Cybersecurity and Trust; Internet Economy; Inclusiveness and Diversity; Openness; Enhancing
Multistakeholder Cooperation; Internet and Human Rights; Critical Internet Resources; and
Emerging Issues.

Through preparatory activities and during the 4-day meeting the IGF once again demonstrated its
capacity to produce tangible outcomes within a multistakeholder collaborative framework.
Mobilizing the inherent benefits of solving problems through a diversity of perspectives, and
building on a busy and compelling agenda, the IGF community was united in its willingness to
address complex issues and work towards concrete solutions. The IGF 2015 was also successful in
facilitating greater participation among stakeholders from developing countries and enhancing
linkages between the growing number of national and regional IGF initiatives, the global IGF and
the rest of the Internet governance ecosystem.

The entire IGF 2015 was webcast and interactive online participation enriched sessions throughout
the week, allowing many additional participants from all over the world to engage with those present
in Jodo Pessoa. Real-time transcription was also available to enhance the overall participatory
experience for delegates both there in the meeting rooms and those following around the globe. 50
remote hubs connected participants from countries such as Mexico, Argentina, Zimbabwe, Nigeria,
Egypt, Iran, Cuba and New Zealand, to name a few. Thousands of interested individuals followed
the proceedings on Twitter (#IGF2015), so that virtual discussions took off even before the meeting
started, continued throughout the week, and lasted long after delegates left Brazil to return home.
This two-part publication contains a summary and the proceedings of the 2015 IGF.

UNDESA has helped foster the growth of the IGF in the past ten years and we look forward to
continuing to do so, together with you, in the next decade.
Thank You.

WU Hongbo
Under-Secretary-General for Economic and Social Affairs
United Nations Department of Economic and Social Affairs



Editor’s Introduction: The 2015 IGF Report

This is the 10th edition of the annual Internet Governance Forum (IGF) proceedings
produced by the IGF Secretariat since the first meeting in Athens in 2006. By collecting and
organizing the outputs, reports, transcripts, webcasts and other proceedings here in this 2-
part report, the IGF Secretariat hopes that this content helps capture the historically
important institutional memory of the discussions and debates during the now thousands of
sessions that have taken place within the IGF in its first ten years.

The 2015 proceedings are presented in two parts. Part I: Summary of IGF 2015 — Reports
and Outputs of the 11" IGF intends to provide a comprehensive overall summary of the
annual meeting and includes all of the main session, workshop, open forum and other
reports (together with links to their transcripts and webcasts if available) produced from the
meeting as well as the Chair’s Summary, tangible outputs from the 2015 IGF Best Practice
Forums (BPFs) and Policy Options for Connecting the Next Billion work and reflections on
the meeting including the stock-taking synthesis report, the gender report card and
attendance statistics.

Part II: Transcripts of the Proceedings contains edited transcripts from all of the high-
level main sessions that took place during the 4-day meeting, as have been traditionally
presented by the Secretariat since the first edition of the IGF proceedings. Transcripts of the
High-Level Opening Ceremony, Opening Session and Closing Ceremony are also included.
Transcripts contain both verbatim records of participants who spoke in English as well as
English translations of those who spoke in one of the other UN official languages and
Portuguese. Therefore, just as in the previous publications, some statements may be easier to
understand and more clearly written than others. But we hope what is captured most
significantly are the constructive debates and exchanges of opinions and ideas that make the
IGF deliberations so unique. Links to the IGF website which contain full un-edited
transcripts produced immediately after the meeting are also included in the Part I Table of
Contents.



Ten-Year Review of the World Summit on the Information
Society: Developing Messages from the IGF Community

The following are the outputs of the real-time captioning taken during the Tenth Annual Meeting of
the Internet Governance Forum (IGF) in Jodo Pessoa, Brazil, from 10 to 13 November 2015. Although
it is largely accurate, in some cases it may be incomplete or inaccurate due to inaudible passages or
transcription errors. It is posted as an aid to understanding the proceedings at the event, but should
not be treated as an authoritative record.

*kkk

ANDRE FIGUEIREDO: Good morning to everyone present.

I would like to welcome all of you again at the 10th IGF meeting. Particularly I would like to mention with
affection the presence of the WSIS Co-facilitators, Lana Zaki Nusseibeh from the United Arab Emirates and
His Excellency Janic Majeiks from Latvia, and the work of the debate of the 10 years of the Information
Society work in New York and their meeting on the 15th of December.

The participation of the Ambassadors, this will provide a unique opportunity for the results of the session to
be immediately transmitted to the main responsible people of the drafting of the final document of the
December meeting. In Brazil we are NETmundial, here we are represented by its multistakeholder Committee
with the CGI. It is very pleased to have this debate, people, where we can experience a participative debate of

building consensus.

It is worth mentioning that Brazil is enthusiastic of the multistakeholder model. It is the second time we host
IGF: The first was in 2007 in Rio, and then in 2013 we had a WorldNet which was a pioneer example to have
the concrete sessions for the development of the Internet ecosystem by a multistakeholder process. Brazil is a
pioneer in the Marco da Civil drafting with a collaborative contribution at WorldNet. We base ourselves on
the definition of global principles for the governance of the Internet and on the definition of a root for a future
evolution of Internet Governance. Today in 2015 this debate has become more important and urgent as we

approach the conclusion of the process of revision of the 10 years of the WSIS World Summit.

This morning we'll have the opportunity of listening to the different players on the successes and failures of
the World Summit and maintaining the accomplishments and now we'll have the chance of identifying the
challenges we have ahead that should be addressed from the decision to be taken at the meeting that's a
high-level meeting of the UN to be held in New York on the 15th and 16th of December. Thus, we should
recognize and greet the international efforts of WSIS+10 with the priorities and challenges related to this and
the advance of the new needs in social demands in our viewpoint, the important discussions to be held
regarding Internet Governance, I mention the need to redebate the current governance arrangements and the
importance of evolving in a debate on the definition and implementation of enhanced communication in

Tunis.

In this context, Brazil has defined the importance of the mandate of IGF following the governance structure
and working methods. On the other hand, especially under the viewpoint of developing countries, we believe
it is necessary for the process to advance the concrete mentions for the overcoming of the digital gap
considering the technological development and the challenges faced by society. This morning we have the
possibility of exchanging impressions and visions on this process. That certainly will contribute to the
enriching of the final version of the document to be appreciated in December.

Thus, I conclude this brief intervention with my expectation that via this collective exercise we can gather
visions and reach consensus that may be formally incorporated to the process of revision of the 10 years of the
WSIS World Summit.
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I'm sure with consultation meetings with governmental sectors in New York in July and October the debate
we'll have this morning will contribute greatly so that the Ambassadors can receive suggestions and assess the
areas of greater concern of Civil Society, private sector and academic and technical communities in the world

regarding the themes being discussed and the process WSIS+10.

In this, I would like to thank everyone for your time, and I would like to give the floor to the co-moderators of
the session, Ambassador Benedicto Fonseca Filho and Lynn St. Amour to proceed with the words.

>> H.E. AMB. BENEDICTO FONSECA FILHA: As indicated by the administrator, we have the privilege

of counting the presence of the Ambassadors and Permanent Representatives from Latvia, Ambassador Janis

Mazeiks and from the United Arab Emirates Lana Zaki Nusseibeh, that represent their countries in the UN in
New York and are Co-Chairing the preparatory works for the high-level meeting in December in New

York. Itis a great privilege for us to have their presence here.

As you know, the General Assembly is having a session from September to December, the General Assembly
has its annual session and they're considering the fact that they're heading their missions in New York, they
have several attributions, topics that deserve their attention. I would like to mention that it is a great privilege

for us to have their presence here.
>> ANDRE FIGUEIREDO: I'm grateful for your participation.

We know at this time at the General Assembly it is a very intense, demanding time for the Permanent

Representatives. We're grateful for you for coming here to discuss this with us.

With these words of introduction, I would just like to give the floor to Ambassadors so that they can make a
presentation and update the situation in New York so that they can comment on the process and that should

result in the meeting -- the high-level meeting of December.
>> H.E. JANIS MAZIEKS: Thank you.

Dear participants, it is my privilege to participate in this IGF meeting and address you as a Co-facilitator of the
overall review of the WSIS, the process of which the IGF itself has started.

I would like to begin by thanking the Host Country Brazil for the tremendous efforts in making this meeting a

Success.

To me, the number and diversity of participants present at this yeat's meeting is a good reminder that the idea

behind the IGF is very relevant and there is a high demand to have such discussion platform.

My intention here today is to give you a brief account of ongoing preparations for the high-level meeting that
will take place on 15th through 16th of December, UN General Assembly and then, I hope, that we'll engage
in rich exchanging of views especially given that present set of participants is different from the New York

meetings.

As you may well know, it was decided duting the second phase of WSIS to request the United Nations General
Assembly to conduct its overall review of the implementation of WSIS outcomes in 2015. After the intensive
and extensive negotiations in 2014 the UN General Assembly in the so-called resolution agreed to organize a
2-day high-level meeting in December of 2015 marking the end of the 2015 review process. This resolution
prescribes the roles of governments and other stakeholders in the review process.

December meeting is expecting to produce a negotiated outcome document which will take stock of the
progress made in the implementation of the outcomes of WSIS, addressing existing challenges and indicating
areas of continued focus, including the focus of taking in consideration the contribution of all of the relevant
stakeholders.



It is an honor to serve as one of the Co-facilitators along with my colleague Permanent Representative of the
United Arab Emirates to UN, Lana Nusseibeh.

In the first informal meeting of the plenary, as part of this intergovernmental preparatory process for the
WSIS+10 review took place on 1st of July, 2015 following an initial stocktaking meeting on the 10th and 11th
of June of 2015. The aim of the first meeting was to provide an opportunity for Member and Observer States
and Observers to share inputs on the expectations of the elements to be captured in the December outcome

document.

In the first informal meetings we received many written contributions which prepared the non-paper to discuss
the objectives and later develop a Zero draft of the document to be developed in Decembert.

The Zero draft document was discussed in another meeting providing detailed content to the structure and
overall review and reaffirming the WSIS vision established.

In parallel preparatory meetings, two rounds of consultations with stakeholders were held by the President of
The General Assembly on 2nd of July and 19th of October respectively. These consultations provided an

interaction with the multistakeholder during the process.

We're carefully studying all contributions and keeping closely involved with all in the process. We made an
effort to create a balanced basis for further negotiations, and a few days ago we circulated draft outcome

document.

Currently we're just days away from starting intensive textual negotiation on the document. We would

appreciate to hear your views in general and on specific aspects and themes of the WSIS review.

Before that, I would like to pass the floor to my colleague Lana Zaki Nusseibeh who will provide a more

detailed explanation on the ongoing debate including Internet Governance within the WSIS review.

Let me conclude that written contributions make one part of the review process and there is nothing more
valuable than face-to-face meetings with all interested parties. I'm very much looking forward to fruitful

exchange during our stay here in Joao Pessoa.
Thank you.
>> H.E. LANA ZAKI NUSSEIBEH: Thank you, Andre Figueiredo.

We're delighted, we'te honored to be here. We would like to thank the Government of Brazil for their
generous arrangements for us to be here today and for their careful stewardship of the IGF this year. Itisa

phenomenal experience so far.

It is our first IGF. We're excited to be here, and we're listening to your views on the process so far and what
you would like to see happen next. We have been grateful for the opportunity to meet with many of you on

the sidelines of the formal meetings and take that input forward.

Throughout the UN's review of the WSIS outcomes we heard about the IGF from all corners of the
government, private, certain, academic communities as the world's foremost platform for governance and
multisectorial multistakeholder to carry out the vision of a people centered, inclusive development-oriented

society.

It is exciting and instructive to participate. We have encountered firsthand the frank, incredibly diverse,
well-informed discussions proving the reality of how valuable this forum is. The ideas debated and refined
here are precisely the inputs that we and all stakeholders need to take back to New York, especially now

entering the critical stages of negotiations. This process is too important to get wrong.



As Ambassador Janis Mazeiks explained, this is a timely opportunity to look back over the last 10 years of
Internet development, evaluate progress made and the challenges that remain and identify the priorities for the
future. Frankly, ten years in ICT time is like five decades in another sector. If there is one point that the UN
review has made clear, it is that the value of the Internet has increased beyond almost any expectation in

2005. ICT is so firmly embedded in our lives and the economy that any conversation about its future is in fact
also a conversation about development, about values, culture, about security.

I think it is worth repeating statistics to underscore the scale of change, and these statistics we as Co-facilitators
take in every negotiation so that people remember the substance of what we're discussing as they enter

negotiations on text.

From 2005 to 2015 the number of mobile phone subscriptions went from 2.2 to 7.1 billion. 2.5 billion are
expected to be online by the end of 2015, over 40% of the world's population by the end of 2015. Of these

2 billion are in developing counttries.

Additionally, mobile Broadband is the fastest growing market segment in the world. 2014, 32% global
penetration, four times higher than in 2009.

It is accordingly not surprising that the governance of the Internet assumed such a large place in WSIS
discussions, and that these are equal parts optimism and trepidation over how negotiations around the
governance play out. It is telling that 2.5 thousand people came to Joao Pessoa with many more participating

remotely to hear and to be heard about this topic.

I would like to try to contextualize the governance debate within the WSIS review, starting with the frame of

ICTs for development, and then going into the New York-based conversation on Internet Governance.
So a taste of that discussion in New York:

Many think of the UN as largely focused on security, an important pillar of the work is on Sustainable
Development. This is, moreover, an intensifying focus, as both moral outrage and understanding of the
security connection grow in response to the fact that 836 million people still live in extreme

poverty. Environmental health continues to be threatened. Let alone the fact that today there are more
refugees globally than at any time since World War II with a number that's almost at 60 million. This problem

is only intensifying as conflicts in all parts of the world fail to find solutions.

To address this amongst other issue, all 193 Member States and thousands of non-government delegates
gathered and agreed to mobilize partnerships to eradicate poverty, protect the planet, achieve peace, and you
will recall the Millennium Development Goals adopted which largely focused on less developed countries, we
have come a long way since then. The Sustainable Development Goals demonstrate a significant shift and
approach of the international community as they apply to every country of the world recognizing we can all

benefit from the global commitment to social, environmental and economic betterment.

Of greatest relevance to our gathering today, the 2030 Agenda explicitly recognizes that ICT's are both a driver
and an indicator for development and economic growth. Having a mobile phone, for instance, is now
common aspiration. At the same time, we're moving past correlation to cause with connectivity, income,

education, health, many other underpinning aspects of development.

In the context of development, ICTs brought life-changing impacts. Mobile banking has transformed financial
access for the poor, especially for rural populations. Being able to receive realtime weather forecasts or market
price data helped farmers to raise yields and grow incomes. Social media platforms revolutionized everything

from disaster response to citizen-government interaction.

We no longer talk about whether ICT should be a part of development, but rather how they should be
leveraged to their maximum potential for everybody.
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Harnessing the potential of ICTs for social and economic progress is at the core of the WSIS, the mandate of
the UN more broadly.

The many success stories of the last ten years as well as the impressive data regarding increased global
connectivity lead many to ask the question why fix the system if it isn't broken? The answer lies in the other
side of these statistics, the digital divide. Today 80% of online content is only available in one language. 60%
of the world lacks Internet access, and only 37% of the world's women have Internet access, which is a statistic

that I think is unacceptable to many.

So while there are enormous leaps in advancement and impact of ICT in parts of the world and for some
groups of people, the gaps between those with Internet access and those without is still too large.

Looking at the reasons behind the digital divide and how to tap into the potential of ICT's has been a priority
of the WSIS since its inception in Geneva. Globally, narrowing the divide requires capacity-building initiatives
and technology transfers, and creation of an enabling environment, better public-private partnerships and more

investment.

Within countries, advancing the discussions around enhancing women's education and participation in ICT's as
users and entrepreneurs and leaders are important. Ensuring the Internet is accessible for people with

disabilities, particularly the vision impaired, is key and may require explicit policy action.

Another trend we're seeing over the last 10 yeats is the focus on the need for equitable access. Just having
access to ICT's and the Internet is no longer enough. The quality of access, relevance of content is also
critical. Moreover, technologies and services must be affordable, and information must be available in

different languages.

Finally, for true access to be achieved, everyone around the world needs to have the ability to create and
develop their own content and to contribute to the richness of the Information Society. How then do we get
greater penetration of ICTs, raise the quality and affordability of access and ensure the relevance of content,
enabling ICTs to drive achievements of the SDGs?

On Internet Governance, this is a question that's perhaps one of the more contentious ones in the WSIS
review at the UN. While nobody disputes the role of education and good domestic policy, there are groups of
countries that see reform of Internet Governance as being central to harnessing the ICT for development and

groups of countries that adamantly disagree with this view.

The growing use of ICT for crime, terrorism, other illicit purposes has further exacerbated the tension, further
mixing concerns on security and Human Rights with concerns of governance. For instance, if terrorism
undermines the development, many countries and stakeholders say that the use is in the interest of
development. On the other hand, many others see such intervention as a slippery slope to strangling the

creative spitit that made the Internet so successful in the first place.

In a similar vein, there are many divergent views on who has the decision-making on the governance issues and
what the impacts on the development would be. We have seen calls from many different configurations of
governments and non-government actors each with their own understanding of the contribution to further the

deployment and innovation, and therefore development.

In fact, there may not be a one-size-fits-all approach. There are many different layers to Internet Governance
and not all of the decisions involved in the operation of the Internet will need all stakeholders at all times.

There is deeply political and technical aspects that are under consideration. We should be aware of all this and

how they affect one another.

I would emphasize a strongest point of consensus in the UN WSIS review is that governments and

non-government stakeholders should both have a voice and input into the process. This is by no means a
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common view in intergovernmental processes, and this is a direct result of the IGF in many ways. While there

is a call for greater participation, the reason it is working, everybody is richer from the inclusiveness.

Ultimately, ensuring the achievement of a people-centered inclusive, development-oriented Information
Society requires the broadest sense of ownership, and the best ideas from every part of the world and there is
resounding acknowledgment that the IGF enables both elements.

Before I close, we would like to take advantage of this feature of the IGF and put three questions to the room

that could inform our ongoing negotiations back in New York:

One, what concrete measures and policy and financing can accelerate achievement of affordable, relevant,
high-quality access in order to bridge the digital divide?

Two, what are the specific measures that can address the gender dimension of the divide, and how do we make

sure that our global Internet Governance system reflects the global nature of the Internet?

Again, I would like to thank you for having us here, for the opportunity to work together for an outcome in
December that we can all rally behind and, we're really here this week in listening mode to heat your

views. Thank you for the opportunity to do so.
[Applause].
>> H.E. BENEDICTO FONSECA FILHO: I thank you both for your comments. Your valuable insights as

Co-Facilitators of the process provides us with a good basis for the discussions.

I would say no better introduction could be made, and thank you for posing the questions that should also

guide and be a parameter for interventions that will follow.
I would like to turn now to my co-moderator, Lynn St. Amour.

Lynn St. Amour is the President and CEO of Internet Matters, and she will explain and guide the rules for our

discussions that will follow.
You have the floor, please.
>> LYNN St. AMOUR: Thank you, Ambassador.

I'm pleased to be back in Brazil again and vety pleased and fortunate to have the two UNGA WSIS+10

Co-Facilitators with us.

We were the co-moderators for the session or perhaps put another way, the timekeepers. As the two
Co-Facilitators indicates, they're here in an active listening mode. It is to say that this is not a typical panel
session you may find at the IGF. They're here to hear from all of you. It is not a debate -- though they may
have some clarifying questions and if so, they should indicate to Benedicto Fonseca Filho and I and we'll give

you the floor.

Now to the more specific administrative details, we just completed part 1, which was setting the scene and
we're moving to a fairly lengthy session, a little over two hours in total, which is going to be dedicated to
developing messages from the IGEF community and ending with a summary of key messages. The consultation
is based on the updated Zero draft, it is called the draft outcome document and was published

November 4th. That should be scrolling here in the background as well in order to aid the process here.

We did pass out some sheets, the URL is there for the document if you need it. In this case, the search engines

are also your friends.

We have over two hours for this session, and we'll walk through the major sections in turn. We would like to

ask you to place your comments in the appropriate sections. We have four identified: One is ICT for
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development covering the preamble and sections 1 through 3 of the document; section two, Internet
Governance and enhanced cooperation and that will cover section 4; the third section is implementation and
follow-up, section 5, and then we have another section at the very end which is called other or additional

messages or an open mike and some other forums.

Following the process used in the WSIS+10 preparatory process in New York we suggested some guiding
questions. Those are on the reverse side of the sheets that you were handed as you walked in. You're free to
comment on any of the sections of the draft you wish, but those were meant to just help direct the discussion a

bit and we have the three excellent questions put to the floor as well.

There are four separate microphones here in the room and a fifth one for online participation. We indicated
when people were coming in the room, we hope successfully, that the mikes were organized with business,
private sector on this side, my left, Civil Society is in the middle on the left and government is over here on the
right and then technical government and IGO and then technical and academia is there on my far right. We're
going to rotate across those five groups. Participants will be allocated a maximum of 2-minute statements to
make their time slots, to make their statements. We may reduce the time for participants at the end if, in fact,

the size of the queue demands that.

It is not a debate. We really want to hear from you. Please make your comment as cleatly and as much to the
point as possible. This will enable as many voices to be heard and you can take the microphone in multiple

sessions. Think of this as enabling a neighbor's voice to be heard through your own judicious use of air time.

For those that aren't able to keep their comments to 2 minutes we have a timekeepert, it is a thankless job for
any of us, but she will be indicating when people have hit the 1 minute, the 30-minute mark as long as we're in

a 2-minute discussion section.

With that, I want to open the floor up. I think it makes sense to statt left to right. We'll ask people to start
queuing at the mikes. If you're familiar with Netmundial, you are familiar with it.

This is a session, ICT4D, we'll spend 40 minutes there. I will moderate that section and then Benedicto
Fonseca Filho will moderate the second. I will give you a moment to get to the mikes and I can read out the

questions that we had indicated.
The first is how can ICT's be harnessed for Sustainable Development?
What insights and experiences from the last 10 years should be highlighted by the review?

What concrete measures can help bridge the digital divide, including between and within countries, and

between women and men?
How can the IGF community contribute to the implementation of the SDGs in achieving ICT4D for all?
What could be the role of the IGF in these efforts?

And finally, Human Rights issue, we have included two other section: How should Human Rights issues
related to ICT's be addressed in the outcome document and finally how should the outcome document handle

present and emerging concerns about cybersecurity?

Please go to the mike. This is not a panel. This is an opportunity to share your thoughts, question, opinions to
everybody here.

I will go left to right and if one of the mikes is open, obviously we'll move to the next.
Please, introduce yourself and your affiliation.

And we'll need active mike control here from the audiovisual team.
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>> JOE ALHADEFF: Thank you. I'm Joe Alhadeff with Oracle and ICC.

We think that the current draft has struck a very good balance related to the ICT for development. We would
highlight some of the comments made by the could facilitator, related to the breadth of technologies that are
helpful here from the idea of whether rainfall historical data, big data analytics to move these things together,
this is available to be done in development countries as well, the technology is transferable and applicable and
we also think the breadth of the technological applications goes across all of the development goals, not just
the few that call them out. This is a useful tool to formulate a very integrated and approach. In particular, we
suggest the SDG target 16.10 which ensures the public access to information and fundamental freedoms could
be precisely cited in this chapter on ICT for development.

And my two point is related to the Human Rights section. We would like to complement the improvement in
this version. In the Zero version we have suggested to have a stand-alone, more prominent section on the
Human Rights. At that time it was just a subsector and the Internet Governance, now we have it. Itis
sufficiently elaborated.

We would like to reconfirm the Geneva Declaration and the Tunis complement and as UNESCO, and also the
universality concept, we reaffirm the commitment to the universality to the interdependence and the relation of
all Human Rights including rights to free expression, right to privacy, right to education, right to culture
patticipation and the secutity of person and also to the development and the gender equality. That's the

second point.

Number three, we have noticed vocabulary inconsistency in the text. For example, the multilateral, it is used to
describe the multistakeholder approach. We think there are two concepts which should be more consistent in
using multistakeholder approach.

And another vocabulaty is about the management of Internet and the Governance of Internet. They'te two
different things. We would like the vocabulary to be fixed in the new text.

That's it. Thank you very much. If you need, I can provide our inputs in writing by UNESCO.
>> LYNN St. AMOUR: Thank you. That would be helpful.

>> RAUL ECHEBERRIA: Good morning. I'm Raul Echeberria, the Vice President for Global Engagement
of the Internet Society.

First of all, I would like to thank the organizers of the session, that's really, really important, and I would like to
thank especially the Co-Facilitators for the process for coming to the IGF. It is not a minor thing. Itisa

strong sign of the importance of the multistakeholder process on the Internet Governance.

Limiting my comments to the part of ICT and development and Human Rights, I would like to say that we're
very glad to see that the focus on the development on this document. This is a big change. Itis nota
coincidence that this focus is coming up at the same time that we have on the table the new Sustainable
Development Goals. We like very much the idea of seeing the ICTSs, not just one more chapter of goals in
development but a cross-cutting thing, this is ICTs should be seen as an instrument for achieving all of the

development goals and I see that this focus on the document.

Besides that, I was very, very glad to see in the discussions, in the last WSIS review meeting in New York that
many governments are embracing this view so I think that's -- we think this is the document that's very

balanced in that sense.

In terms of Human Rights, we'te very pleased to see the importance of Human Rights in the document. We're
sensitive of Human Rights being in the center of the discussion. We say and we have -- we say many times
during this process it is impossible to think in a people-centered Information Society if Human Rights are not
one of the foundations of that society. So it is closing the two issues. We think that the Human Rights and
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development is the central issues on the post-2015 Agenda on WSIS and should be reflected well in the
document. WSIS can continue to discuss many things, high-level things, and after this year, after the
December meeting, but we think that it is really Human Rights and development, it should be the center of all
discussions after 2015.

Thank you.

>> LYNN St. AMOUR: Thank you.

Do we have a comment from the remote ot online participation?
>> REMOTE MODERATOR: Not currently. Thank you.

>> LYNN St. AMOUR: Business, private sector.

Hello.

>> JIMSON OLUFUYE: Thank you. Your Excellency, distinguished ladies and gentlemen. I'm Jimson
Olufuye, the Chair of the Africa ICT Alliance.

First of all, I would like to underscore what you are speaking about earlier. ICT has been critical to business in
developing and least-developed countries, it is the greatest beneficiaries in a way. With regard to take away, yes,
it needs to be sustained, we need to sustain the process of embedding ICT in the various development
processes and for us, what we need to do, we need to focus more on policy development processes in the
developing countries. We believe that it will have another openness in governance. More transparency and

more accountability which is key for businesses and for peoples in developing and least-developed nations.

Talking about concrete measures, universal service phones, we would like to see that this phone is more
transparently used in developing countries and to provide access to many more people, reduce cost, make it
more affordable, this is quite key for us and we believe that getting to understanding more the multistakeholder

approach as well.

Talking about the role of IGF, more IGF needs to be established in country because we need to get more
people to understand the subject matter and recently in Nigeria we started to have IGF, we need to encourage

IGF not even national but also intersector in the country so more people have an understanding on the issue.

On Human Rights, we believe everybody has a right to be informed. Every one of us has a right to be
informed and we think that ICT can make that happen in the outcome document.

The last point I would like to address at this time is regard to cybersecurity. Cybersecurities are collective

security, it is a concern to all of us and all stakeholders need to play an important role in all of this.
Thank you.

>> LYNN St. AMOUR: Thank you.

Civil Society.

>> DONNY B.U.: Thank you for giving me the opportunity. I'm from ICT in Indonesia. I have two

suggestions regarding the section of the development and the second, it is for another section.

The number one, I propose to include the technology approach at the end of paragraph number 15 of ICT
sections so at the end of the paragraph more or less it will say now understood to be foundational country to
enable the development with recognizing the principle and importance of technology and neutrality. Be sure
that technology neutrality is different than net neutrality, the one means the same regulatory rules apply
regardless of the technology used. The regulations should not be drafted in the technology in silos. It very
much is relevant to the SDG number 10.3 that to ensure equal opportunity and reduce inequalities including

15



discriminatory law, policy and practices and promoting appropriate legislations, policies and action in this
regard.

I believe technology, net neutrality can ensure any alternative communication technology, may and will have
approptiate opportunities to be acknowledged and developed, as to those that are developed by global, that's

number two.

And another, getting to the next section: With the number of proper deliberations, of course, I strongly
suggest to prioritize, at the beginning of paragraph 50 in the intergovernance section. At the beginning of the
paragraph, more or less we'll say we affirm that the governance of the Internet should be multistakeholder
transparent, so on. I believe that development of future Internets should be a process reflected from the rights,
obligations and the people, not from any particular states or global player. I also recall that the WSIS+10
review should reaffirm the principle agreed in the World Summit including continuously promote and
encourage more holistic approach. Due to this approach on a national level, it has began conducted by a
number of democratic countries such as Indonesia, and therefore the comprehension and implementation of
the multistakeholder should be upheld strongly and reflected in the regional and global effort.

Thank you.
>> LYNN St. AMOUR: Thank you.

I just would like to remind everybody that we would like to concentrate on the ICT4D, the preamble in
sections 1 through 3, and we'll come to the Internet Governance and enhanced collaboration in the next

session.

The timing went beyond 2 minutes because the queues at the mike, they were sparse. As they fill, we'll be on

that more.

We'll go to the government mike.

>> Thank you.

I'm from Minister of Communication and telecommunication in Indonesia.
I think my inputs will be straightaway to number 14 on the screen.

We have to -- the number 9, number 10, reduce within and among countries, so the complete sentence will be
we commit to have lessen the potential of ICTs to achieve the 2030 Agenda for Sustainable Development and
other internationally agreed development goals noting that ICTs can accelerate progress across all sustainable
goals in addition to the specific refetence in SDGs 4b in brackets, education and scholarships, 5b, women's
empowerment, 9¢c, infrastructure and access, and 10, produce equality within countries and then we have the
technology bank and capacity building will call on all governments and all other stakeholders to integrate ICT's
in their implementation approaches to the SDGs and for UN entities facilitating the WSIS action lines to
contextualize their reporting and work within the 2030 Agenda.

That's all.

Thank you.

>> LYNN St. AMOUR: Thank you.

I think that technical and academic queue is empty.

Again, online participation?

>> REMOTE MODERATOR: We still have no comments.

>> LYNN St. AMOUR: Thank you.
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Business.
>> Thank you.
I am from Egypt. I'm a board member in the Africa ICT Alliance.

I just want to echo my colleagues on the same that it is very important and we appreciate very much the
availability of the wording regarding ICT across all Sustainable Development Goals. At the same time, it is
very important to emphasize the role of SMEs from development countries and to highlight some examples of
ICT for development like localized solution for eHealth in Africa or eLearning, serving remote,
underdeveloped areas that would certainly bring richness to this and would certainly serve the rest of the
developing world.

Thank you.

>> LYNN St. AMOUR: Thank you.
Civil Society.

>> PETER MASAK: Thank you.
I'm Peter Masak from Access Now.

I would like to draw attention to the positive language on privacy and mass surveillance and other forms of
surveillance and paragraph 42. We support this language asthmas surveillance violates Human Rights turning
all citizens and users into suspects. We feel that privacy must be protected online as it is off line and this
section draws attention to the important role that Human Rights law plays in ensuring that all interception of
communications and other types of surveillance is with other international laws and norms. In addition, mass

surveillance threatens trust in the use of ICT's and must be considered as an obstacle to development.

In this way, we also suggest language ensuring that enctyption tools are protected online as they're enablers to
the freedom of expression and privacy in the digital age. The encryption tools access is the best way many
vulnerable ICT users have to protect themselves from malicious attacks on the Internet. The Special
Rapporteur on Freedom of Expression David Kay recently found that blanket prohibitions on encryption
violated international Human Rights. In addition, encryption is essential to banking systems, eHealth, any

technical system where security, authentication, integrity of communications is paramount.

In this way protecting encryption both enables access to Human Rights online but also ensures the benefits of

the development of society, and how it is spread.
Thank you.

>> LYNN St. AMOUR: Thank you.

Government queue.

>> MICHAEL WALMA: Thank you. Good morning.

I'm Michael Walma, I'm the Cyber Coordinator for the Department of Foreign Affairs in Canada. I would like
to start by thanking the Co-Facilitators for being here and for the Chair in Brazil for making this session
possible. I think that this is a critically important initiative if we're to maintain the multistakeholder approach

and the involvement of all stakeholders in the process. 1 very much welcome this initiative here today.

In keeping with that sentiment, I would like to note that it would be our approach that we're taking careful
note of this conversation as I know the Co-facilitators are and we would hope to be able to reflect enough of

what we hear today in the discussions in New York to ensure that all voices are heard.

17



For Canada, the section that we're talking about here is, of course, of key relevance, the ICT for development
is central to the vision of the world's Information Society and we believe this is very propetly the focus of the
report and we find the language here much improved over previous drafts. The linkages to Agenda 2030 are
critical because, of course, that's the overall approach to development issues and these must be mutually

reinforcing and compatible.

With respect to some of the other elements that you're asking for comments on here, I can be relatively brief
because as a government we'll have other opportunities to make our views known, but with respect to the
Human Rights language, we find that the language here to be very forward looking, very balanced, important
for thaws we recognize that Human Rights obligations apply online just as they do offline and that this is
recognized by this group.

With respect to the final point on security, the language there is I think -- it needs some work frankly. It tends
to focus pretty much, as do other sections of the report, in some places on governmental rules and I think
doesn't adequately talk about some of the other activities that are being -- that are undertaken, some by Civil
Society, some by private industry, but I think it also is a bit of a UN focus, not necessarily recognizing some of
the other efforts that are being -- that are taking place talking about the recent conference hosted by the Dutch
in the Hague where there was a global cyber expertise set up which has as its goal sharing of information on
cybersecurity practices and a clearinghouse for capacity building efforts. Other regional organizations, the
OHS for example, where Canada is particularly active, they do a great deal on cybersecurity. I think we need to
look more broadly at the question of cybersecurity and not see this as strictly a UN and strictly a state to state

issue.
Thank you.
>> LYNN St. AMOUR: Thank you.

Technical and academic queue, still empty? There was somebody up there earlier? Not normally known for

being shy.
Back to Civil Society. I think we owe you a thanks.
>> MATTHER SHEERS: Thank you.

I would like to highlight the unique opportunity we have before us with regards to ICTs in development. We
see in the text and thank you to the Co-Facilitators for producing an excellent text. We see in there a number
of references to the SDGs and the importance of those links, we see it in paragraph 14 and then we see it

dotted around elsewhere, what's missing in this document is the importance of this commitment to the SDGs

in the follow-up and final section of the document.

We really do have an opportunity back in 2003 we talked about the millennium development goals, but we
seem to have missed that boat, the ICT's harnessing ICT's for development and the MDGs from knotting
sufficiently linked up and it is a crying shame if we don't have that -- a greater sense of linkages between the
SDGs and the WSIS going forward. The only way to make substantive progress on the SDGs if we realize that
this is a fundamental enabler, it is wonderful to list them but it is more important to come up with an Agenda,
plan, for ensuring that the ICTSs are harnessed for the SDGs.

Thank you.
>> LYNN St. AMOUR: Thank you.
Going to the government mike.

>> My name is Muhammad and I'm Chairman of the Telecom Regulatory Authority of Afghanistan.
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I understand one of the major messages is in the document is that not a single player can handle the situation
and the multistakeholder approach is of immense importance for us. We do understand that the alignment of
the international ICT policy and SDGs, they're of critical importance and that's why we very much endorse the
suggestion that the ICT policies and the Sustainable Development Goals should be aligned together.

However important it is also to make sure that through the IGF and all other stakeholders, how we could
ensure the development of infrastructure, in particular in the countries where the ICT sector is not very much

developed.

Likewise, governmental levels it is very important that we move the barriers that are challenging the investment
by the private sector. There is further need and elaboration is required to make it clear of how we can
encourage the private sector so that they could have their initiatives and how the governments could grow
towards more liberalization of the policies. It is important that the IGF involves governments at different
levels to make sure that the technology awareness, it is raised on one hand and then on the other hand, it is
important to encourage the government officials at the highest levels so that they could include all these

recommendations while they're developing the initial policies.
Thank you.

>> LYNN St. AMOUR: Thank you.

Technical mike.

>> BYRON HOLLAND: Hi. I'm Byron Holland. I'm the president and CEO of CIRA, the Canadian
operator of the dotca country code. I'm also Chair of the CCNSO at ICANN which represents all country
code operators in the world. We have 153 members currently. I would like to speak in my capacity as CEO of
CIRA.

I would like to draw attention to how well -- how much I appreciate the opportunity to participate in this event,
and how well organized it appears to have been. My colleagues and friends at CGlL.br, a key participant there, 1

would like to call them out, recognize them and say thank you for a job well done.

I would echo many of the comments we have heard thus far this morning, there is much to recommend in the

document thus far.

However, I'm going to speak to some of the things that concern me and in particular one theme that runs
throughout the document. It starts in the preamble. It is set up in the preamble in Article 12 and then weaves
its way throughout the entire document. That's the role of the multistakeholder model and how it is
diminished throughout the document. In favor of wording around multilateralism. I would suggest that the
multistakeholder model has successfully brought almost 3 billion people online in little more than 15 years and

it is poised to connect the rest of the wotld's citizens in short order.

Throughout the current draft, the term multistakeholder is only used in the past tense. Typically referring to
events that happened in the past. Multilateralism is used for all forward looking activities and is presented in a

manner that assumes it has always been thus. It simply does not reflect the practical reality.

The multistakeholder model has been in place to govern the Internet's technical resources from the very

beginning of the modern Internet. The evidence proves that it has been tremendously successful.

I would say going forward, you know, for example, the multistakeholder Internet community has been engaged
in the stewardship transition process in the past 18 months, this is one of the most important undertakings of
the global multistakeholder community, it is a process that's taken some time but it is critical we get it

right. Internationalizing the technical Internet functions involves balancing a wide variety of interests from
governance, private sector, non-governments, certainly from the technical community who make the whole

thing work.
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I believe we will do this. We will be delivering a proposal on enhancing ICANN accountability in a couple of
months paired with the already completed transition proposal, the package that will result in a truly
international regime for the management of the core technical functions. Once completed, it will be another

excellent example of how the multistakeholder model works in the context of magic Internet resources.

Yet, I believe its role is certainly not adequately represented in the outcome document today. The text of this
document I believe should be modified to recognize this practical reality.

Thank you for the opportunity to make these comments.
>> LYNN St. AMOUR: Thank you.

I'm going to start moving to a push signal from online participation rather than -- if there is a comment, maybe

you can signal me directly.

I move to the private sector and, again, would ask everybody to keep comments to 2 minutes. We're getting to
the end of this first session and we want to make sure we can get to everybody currently in the queue which is
probably a signal that the queues are just about full in terms of the time remaining to us.

>> ELIZABETH THOMAS RENO: Thank you.

I'm Elizabeth Thomas Reno, and I represent the ICIS basis initiative and the global business that participates
in that.

I am not going to repeat the remarks of my colleagues relating to the ICT for development Sustainable
Development Goals but we certainly support them and will issue remarks to the current draft that will

elaborate our concerns and questions and support for the text in that regard.

I would like to pick up on the point made by our colleague from the Government of Canada about
cybersecurity, about the cybersecurity section, in that I would like to support the call to include greater
references of other activities that are going on in Civil Society, private sector, other non--- other
intergovernmental organizations beyond the UN, for example there is some work going on at the OACD in
this regard, ICIC has done work and was able to launch it this year at the global conference on cyberspace held
and hosted by the Dutch in the Hague. We would welcome and support the invitation to add more

information on those activities.

We would also like to support the inclusion of the Budapest Convention in the document.
Thank you.

>> LYNN St. AMOUR: Thank you.

Civil Society.

The queues are now closed with the folks standing in line.

We'll move to the next section shortly.

>> STUART HAMILTON: Thank you.

I'm Stuart Hamilton representing IFLA.

We like a lot in the new version of the text, I would like to draw out a few things. We like the references to the
multifaceted approach to the digital divide in paragraph 22, the nuance and awareness there. Perhaps there
could be a couple more tweaks to reference the importance of community-led solutions and we'll be

submitting written comments on that.
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Libraries are not just about helping people access information, it is about helping people understand, share,
create information so that we like the references to supporting the media and information, literacy skills in
paragraph 23.

In the enabling environment section we're absolutely convinced that Connecting the Next Billion is not just
happening through mobile or private connections alone. Public access will play a big role, millions of people
already rely on this so the reference to public access in paragraph 27 is welcomed. If we had a preference it

would be that there was more language on supporting the public access rather than just acknowledging it.

We were extremely pleased to see reference to culture in the new draft, it was completely missing from earlier
drafts, a bit worrying seeing that there is an entire action line devoted to culture but we're happy that people

have been listening and it is good to see that in the text and the language must be retained.

Finally echoing the comments of Matthew sheet's eatlier on regarding the opportunity here to really link WSIS

with the SDG, nice to see some a bit more concrete in the text.
Thank you.

>> LYNN St. AMOUR: Thank you.

Government.

>> Good morning.

I'm from Brazilian Minister of Planning. I recognize the emphasis that the document brings on bridging the
digital divide. That's important.

I would suggest to add stronger recommendation for governments to increase the delivery of public services

online, adopting as long as possible the digital first approach.
Thank you.

>> LYNN St. AMOUR: Thank you.

Technical, academic queue.

>> AHMAD SHAHEED: Hello. I'm from the Center of Communication Governance in International
University of Essex, and I would like to specifically thank the organizers and the Co-Facilitators for this
opportunity and it is heartening to see that at each draft there's been received -- I mean, improvements that
reflect the inputs and voice from the various stakeholders specifically under the section for ICT for
development, the languages -- the language on the digital divide can be for the strengthened in a sense that
there is a specific need to articulate the fact that sometimes digital divide is amplified by manifestations of
existing socioeconomic and inequalities and it is reflected in certain parts of the text on cultural and economic,
social difficulties, there is a specific reference needed for this. We would be submitting specific text inputs,
written text inputs for this. Also, importance of new financial mechanisms is very important and we
completely support the idea that there should be a further mechanism that's separate from usual development
assistance and we also appreciate the section on Human Rights and we appreciate the inclusion in this draft.

Thank you.
>> LYNN St. AMOUR: Thank you.
Civil Society.

>> BENOIT THIEULIN: I'm the President of The Digital National from France, I'll speak in French to be

more precise.

(No English translation).
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>> [ would like to really talk about the basic ideas.

First of all, we really insist on this in terms of not only to go and see Internet as a right, but that's been
discussed, and through many debates, but to actually take on the whole idea of Internet as a common good and
information, you need a link part 21 in -- that you'll have that in a few months, we're in a digital and ecological
transition, both articulate together and together with this, we have common goods, natural ones, informational
ones, and behind that, you have the whole idea of open source movement, the idea that you have basic

information that are free. That's the first idea.

The second idea, it is actually that we talk about the digital divide in terms of infrastructure. We talked many
times about this idea in terms of what we call the numerical literacy, talking about the divide, we're talking
about the divide of the control of the uses. It is important this is written in all public policies, the fact that
we're just not talking about access to Internet but actually to educate citizens in this plan, to actually use the
Internet and that is digital literacy. The third point, innovation, behind the neutrality which is written on the
European, French, legal term, we're talking about here the whole idea of innovation. We're talking about being
able to bring on innovation and to emphasize innovation over and over again. Not only from a point of view
that we're just seeing the technology, but in terms of use, services, business models and also in terms of not
necessarily business and neutrality, a principle for the lower tiers of infrastructure, we have to think as
researchers and think as what is actually the high-tier principles and that way we can take on the whole idea of
loyalty to the platforms. It is very important because we need to have the principles there in the lower tier and
then neutrality. We need to take that into consideration so that we have that. This is an essential topic here,
and behind the loyalty to the platforms there are challenges like the interoperability, portability of data, of

platforms and that seems to me very important.

And to conclude, I would say that I believe that all of these statements here have to take into consideration
that we must show that there are many digital worlds, it is a huge leverage for transformation in the world and
we can't have just one thinking there, there is leverages, but we need to make this digital revolution guided and

to sum up I'll say there are many digital worlds possible out there. Thank you.

>> This is a very important opportunity to listen to non-government voices and we hope that the views
expressed here today can be taken into account as the conversation moves back to New York. We think much
of the draft document is already consensus text and we thank you for the work that was done, there was clear
consensus on the development, and we have seen the specific goals mentioned in the text in paragraph 14. We
would like to see references to Sustainable Development Goals on economic growth, on climate change, as

UNESCO said, goal 16, protecting fundamental freedoms and access to information.

There is one area of the text which does need further development as others have said, that's section 3 on
building competence in security. We have to reflect the roles of all stakeholders and reflect the role of the
technical community in building security, the contribution of Civil Society for example in raising awareness, the
responsibilities of the private sector in looking after the data of its customers. Section 3 currently neglects
these critical roles. WSIS should be about development. Instead of emphasizing repeated references to
national security we need to reflect other developmental issues around education, around skills, around
awareness raising, around capacity building and building confidence in security in our view it is not enough
only to emphasize the roles of governments, we need to fully reflect the contribution of all stakeholders if

we're to build confidence in security in the use of ICTs.
Thank you.
>> LYNN St. AMOUR: Thank you.

Technical and academic.
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And really, I need to encourage everybody to stay at 2 minutes so we don't have to short the folks that are
standing at the mike.

>> Thank you very much.
I'm with the Human Rights Center. Thank you for allowing me to comment.

We are happy that the draft is a lot stronger on Human Rights elements of the targets in it now but it should
go beyond issues of privacy to include issues of discrimination. For example, analytics, the high-risk
individuals in particulatly, the high-cost individuals, therefore they find it difficult to access certain basic
services, healthcare for example, insurance may be too strict for them. There are aspects that are beyond
privacy that impacts Human Rights and there is anti-discrimination as well, you could have that because
policies could identify certain social backgrounds which may change the look of it proportionately. There is a
case of looking at importing practices such as language on mainstreaming Human Rights and the Human
Rights approach to ICTs which could link up with the broader impact of Human Rights -- on Human Rights
on ICTs. I would be happy to submit language to that effect.

Thank you.

>> ANYA POVISH: I work with the Internet Democracy Project in India. Thank you for this opportunity

to comment.

We are pleased to see the direction in which the current draft is developing. We have been very happy to see
that many of the comments we have made earlier were included. We think that there is still space for
improvement, including on Human Rights, and I support many of the comments that my colleague made from

academia.

We're very happy with the strong recognition of the need to protect Civil Society space in paragraph 38, and
also with the language on free speech and privacy and surveillance in separate paragraphs and strongly hope
that this will stand. There is space for improvement though. I support comments my colleague from Access

made earlier on including anonymity and the encryption in the texts.

In 18, there is an emphasis on the importance of knowledge. We think there could be a more explicit reference
to accessing information in this paragraph which is crucial to make sure that the benefits of ICT's reach

everybody.

Perhaps more importantly though, at a higher level, we think that -- we continue to think it is important to
include reference to Human Rights governance in the text specifically in paragraph 5 and paragraph 47. We
find this is not balanced since they reference the charter including specific paragraphs of the UN charter, and
when it comes to Human Rights I do not refer any instruments at all or refer to instruments that are not
binding. We think to strengthen the balance between different roles and rights and responsibilities that this
should be corrected. Similarly on paragraph 43 there was language on the duty -- duties of Human Rights and
the importance of all restrictions to be legitimate which we fully support. It also says these rights may in all
case be exercised contrary to the purposes and principles of the United Nations, seeing that there is reference

to legitimate restrictions we don't think it is necessary to include this reference.

Finally, briefly, on the SDGs, we think that there needs to be stronger recognition of the fact that not having
access to the means -- digital exclusion leads to harm. It is not just a maintenance of the state or school. This
is really important to recognize in the context of the SDGs because it is the importance of bridging the digital
divide and the fact that if we do not bridge the digital divide putting ICTs at a service -- the SDGs, it means
that for those people that do not have access to ICTs, things will be worse and not better.

Thank you.

>> CHRIS PAINTER: Chris Painter. I'm with Cyber Issue in the U.S. State Department.
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I thank you for the hard work that you have done thus far.

I want to raise one issue in paragraph 49 which currently states that we acknowledge the call for a convention
on international cybercrime suggesting that this is a consensus when indeed having done this for many years
myself there is no consensus on this issue. In fact, this is interesting doing this in this Netmundial setting, this
is one of the many issues that was debated. That text reflected not a call for a global convention but the need
for greater cooperation between countries and other stakeholders in addressing the problem which this draft
also talks about.

There is a good reason that that wasn't reflected there and in fact in the UN bodies that looked at this and the
UNDOC for many years, debated many years, the only consensus that emerged was an important consensus is
one around capacity building and the need to bring countries up to speed. As we have more and more
countries that are indeed modernizing laws to call for a global convention which would take many years and
would not really help those countries who need to modernize their laws, even in the short-term or long-term,
we think that that should not be reflected in the document as a scone sector specific initiatives item and we

should emphasize as the document does in other places the need and importance of capacity building.

T also want to agree with my colleagues about the importance of reflecting in the cybersecurity area some of the

other work that's being done even outside of the UN system.

Thank you.

>> LYNN St. AMOUR: Thank you.

Civil Society.

>> STEVE ZELTZER: Yes. I'm Steve Zeltzer with LaborNet APC and LaborTech.net.

And I want to address a serious issue that is yet to be addressed in this, that's a question of dislocation and the
effect of deregulation through companies like Uber and others that are displacing workers. In San Francisco,
them and other companies have led to marginalization of workers in the taxi -- marginalization of the field, and

we're threatened by the new technology.

Technology, not saying it doesn't have a positive role, but it is playing a negative role in terms of the worker
lives and that's going to continue and grow in the future. I think when we talk about the sustainability we have
to look at the effect of this technology on workers' stability. We're in an international global market and
workers in the United States are competing against workers in China and other countries in the world, that
means it can benefit society and also can be harmful to the living conditions of workers in many

countries. That, I think, is a question of sustainability and has to be addressed.

This idea of disruption, which is the ideology of many of the people who are developing the countries I think
has to be looked at seriously. What effect is this disruption having on the economy and the real economy and
for working people and labor internationally in every country in the wotld, that's got to be addressed in the
future and has not yet been addressed in this document.

Thank you very much.

>> LYNN St. AMOUR: Thank you.

To the last speaker, government.

>> GARY FOWLIE: Thank you very much.

I'm Gary Fowlie head of ITU Liaison Office to the UN.
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I would like to call attention apparently for the last time to paragraph 14, the commitment to harnessing the
potential of ICT's to achieve the Sustainable Development Goals which is a very clear, incredible, concise

paragraph in terms of its expression of the reality of the document.

I would like to call attention to the preamble of the Sustainable Development Goal Agenda noting paragraph
15, how global connectivity in ICT's have great potential for human progtess. I think that's a good reflection of
the reality but measuring that progress is not going to be an easy task for the SDGs Agenda but not possible
unless we harness the ICTs as a cross-cutting means of implementation which fortunately it is recognized in
goal 17 as a cross-cutting means of implementation. I think that provides us with the starting point for the
action that I have heard many people want to have. In terms of achieving ICT for SDGs and in anticipation of
that, ITU with the WSIS coordinators created the WSIS matrix, it connects them, it is a work in progress, it is
worth taking a look at this, the idea is to continue to strengthen the impact of ICT's for Sustainable
Development. Each action line coordinator was asked to look at their line of action, look at where -- at which
goals they may or may not relate to, provide case study examples, it is a work in progress, more input would be

much appreciated. I would encourage you to tead the complete document which is at WSIS.otg/SDG.
>> LYNN St. AMOUR: Thank you. That would be useful.

That concludes the first section. I particularly thank those that made the effort to stay in the 2-minute
speaking slot.

I'm going to turn over to Ambassador Benedicto Fonseca Filho for the second session.
>> H.E. BENEDICTO FONSECA FILHO: Thank you.

T'll assist you and try to moderate the discussion on the second session on Internet Governance and enhanced

cooperation. Which is a section relatively short in regard to what we have been discussing until now.

The first portion of the text that was handled included 49 paragraphs, this section on Internet Governance has
7 paragraphs. That's why I would like to beg your indulgence not to read out the paragraphs but to walk
through -- if we can turn to paragraph 50 here, the Co-Facilitators have proposed to resort to agreed language
from the Tunis Agenda with reference to the definition of Internet Governance and including the working

definition of the Internet Governance that's contained in paragraph 34.

Paragraph 51, again, there is a reference to principles that were agreed at the Geneva Declaration, we're
resorting to the agreed language coming from the outcome document from WSIS and making particular
reference to paragraph 35. In 52 there is the issue of participation, especially from developing countries, they
need to increase participation in the Internet Governance processes and also a call that this would be coupled

with Voluntary Funding mechanisms to assist in the increased participation.
Paragraph 53 refers to net neutrality. There is recognition and reaffirmation of the importance of net neutrality.

Paragraph 54, particular importance for us here at IGF since it addresses specifically the role of IGF
reasserting the unique role of IGF as a multistakeholder platform and makes reference to the report that was
prepared by the Working Group on improvements to the IGF and make as call for its implementation to be

accelerated.

It proposes -- I think this is going to be one of the main topics to be addressed by you, I think that's the
mandate for the 10 years under and within the current mandate as set out in paragraph 72 of the Tunis Agenda.

Paragraph 55, here we have section 4.1, enhanced cooperation, that's a subset of the discussion on Internet
Governance, of course, but there was an emphasis on that discussion I assume in light of the discussions that
were held in the preparatory meetings. Here there are two paragraphs, the first, there is acknowledgment of
the initiatives and actions that have been done to -- towards implementing the concept of enhanced

cooperation and we ate invited to take note of the notes on that matter and the work that's been undertaken by
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the Working Group on enhanced cooperation under the Commission on Science and Technology for
Development. I'm happy to see the room, the Chair of the Working Group, Mr. Peter major, we acknowledge
his presence here, the benefits from his presence with us. The second paragraph, there is a recognition that on
the other hand there have been a call for this process of implementation to be accelerated and to be deepened
and, therefore, there's suggestion to request from the Secretariat, the Secretary-General a report to be
submitted to the 73rd Session on Implementation and to that end, to also -- it is also suggest that had a
Working Group, intergovernmental Working Group with participation and input from all stakeholders should
be establishes to that end. I think this covers the main topics I think of what's been proposed by the
Co-Facilitators.

On that basis, we have developed a few questions that could maybe also assist you in addressing those issues
so we are proposing that in your intervention, you could, few wish, touch upon the following topics, what

should be the main goals of Internet Governance now and in the future?
How long should the IGF mandated be?

How should improvements be implemented and what's the role of the UN? The third question, what ate the

respective roles of governments and non-governmental stakeholders?
How do you view their fulfillment over the last 10 years and how should they develop in the future?

Finally, how can enhanced cooperation across and within the Internet Governance ecosystem be strengthened
through the WSIS framework.

Those topics are proposed to you on the basis of the text provided by the Co-Facilitators and you may also ask
the questions that we have and benefited from the information from the could Facilitators, I invite the

comments on the part of the plenary on any of the topics related to that section.
I turn to the representative of Civil Society. Please.

>> Thank you. I'm a professor from Denmark and I was a member of the Working Group on Internet
Governance and I'm very pleased to see that this section starts with the reference to the definition of Internet
Governance, which was produced by us. This was a very carefully drafted text, and this text has introduced the
concept of multistakeholderism and introduced the concept of sharing principles, programs, decision making,
and it has introduced the distinction between the governance of the Internet and the governance on the
Internet by using the language, the evolution and the use of the Internet. I think this was really the outcome of
long discussion and we were very pleased and this is not just the UN, but the heads of State adopted the text
word by word in the Tunis Agenda and so far, you know, I wanted only to express my satisfaction and invite
everybody to a section on Thursday because this is the 10th anniversary and we'll have a full 2-hour session to
go more into the details of what we have achieved 10 years ago in WCIT and what's important today and

tomortow.

>> H.E. BENEDICTO FONSECA FILHO: Thank you for the comments. Very helpful.
Private sector, you have the floor, sir.

>> JAMES OLUFUYE: Thank you, Distinguished Ambassador.

I'm from Africa City Alliance.

Just have a very brief comment on the goal of Internet Governance now and in the future. I want to
emphasize that it needs to be more inclusive, it needs to be more inclusive and have broad participation, need
to encourage more broader participation in reference to what I said eatlier. We need to take it in country,

encourage more divisional participation in the country to get more people informed about IG.
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I quite agree with the fact that the ten years, the proposal, quite good, we have seen the outreach of IG has
been over the years and the value it has added to a society.

On the role of government and non-governmental stakeholders, well, I think the approach so far has been
quite good through the multistakeholder approach, the exchanging of ideas and having understanding. 1 think
we can never come to the end of an ideas which is very important. I think we should keep that in view.

On enhanced cooperation in the WSIS framework, I want to use this opportunity to commend the Working
Group and the Chair of the Working Group on enhanced cooperation. I think the framework within this, it is
to foster implementation of the enhanced cooperation spirit with regard to the WSIS paragraphs.

Thank you.

>> H.E. BENEDICTO FONSECA FILHO: Thank you for your comments.
I turn now to United States. You have the floor.

>> DANIEL SEULVEDA: Thank you.

I will try to be brief.

Paragraph 50, I think a number of comments were made during the last session and I think will be reiterated
again here about the emphasis throughout this document on the word multilateral and the application going
forward.

I think in paragraph 50 being the first paragraph on Internet Governance it should be multistakeholder and
multilateral in the language. I understand that you are resorting to the language used in the original WSIS but
we have learned a lot since then. This event and everybody stated commitment to adhere would be

undermined by not including the wording multistakeholder and before the word multilateral.

Paragraph 51, we claim to be resorting to establish language again. Paragraph 35 of the Tunis Agenda outlines
important rules for stakeholder PSW but does not restrict them nor in most cases as responsibilities. We
should refrain from inserting such texts as a result we would recommend striking within the respective roles
and responsibilities from paragraph 51. It is not resorting to established language. If we're reaffirming text we

must insist on accurate, concise quotations.

On extension of IGF, I note yet at the high-level meeting there were people calling for a five-year extension
rather than a 10-year extension. We believe we should be extending the IGF for a much longer term than 10
years even to give donors, participants, everybody that's bothered to take three, four flights to get here, to
participate in this event has exposed how much it matters to them. To not call for an extension, a firm
extension of 10 to 15 years at a minimum, is a problem, and I hope we won't debate that in New York. At this
point the consensus opinion of the multistakeholder community is at least 10 years. On enhanced cooperation,

this is going to be a challenging paragraph.

We believe and we cannot concur with the changes made to the Zero-Draft as repeatedly noted enhanced
cooperation involves more than just enabling governments to exercise or enhance their power. As written, this
language states that the concept of enhanced cooperation is to enable governments to carry out their
responsibilities and that's the full purpose. We're engaged in enhanced cooperation right now in this meeting
between governments and between governments and every other stakeholder in the room. Enhanced
cooperation has been a success. It is the opinion of some that it has not been fully implemented, as directed in
the WSIS document, enhanced cooperation is a process, it is not an end. You will never fully implement it. It
is not something to be fully implemented, it is a process we engage in every day out of respect for each other

and out of respect for all other stakeholders.
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Now, I think I have a number of other comments to make throughout this document. In respect to the time, 1
will stop there. Ultimately I think our biggest responsibility will be to ensure that we do not come here and
celebrate the multistakeholder process and then go to New York and among governments without the
participation or the microphones for other stakeholders agree on language that these stakeholders would not
support.

>> H.E. BENEDICTO FONSECA FILHO: Thank you for your statement.
I will turn to Raul.
>> RAUL ECHEBERRIA: Thank you, Mr. Chair.

I'm Vice President for the Internet Society. 1 thank you for the opportunity to comment on this section of the

document.

T agree with other speakers, especially with the speaker from .CA, from Canada, saying that the use of the

expression multilateral is not reality. It is not a matter of preference, it doesn't represent what we have built.

We know that we recognize that there are different views on different governments. This is not an easy point
to solve. Using -- we recognize the importance of using the agreed language in this cases and the international

environment, but this language was agreed 10 years ago.

This was an expression to decide -- we were discussing about what we wanted it to be. In those ten years we
have built something that's not only important from the point of view of Internet Governance but also from
the point of view of international governance in general. We have built a very new process that's been very

successful. This should be recognized in this text.

It is time to be corrective with the language. To use something that doesn't contradict the agreed language
from 2005. I encourage you to review the language that was agreed based on inputs and comments from
multiple participants, including several governments, organizations from Civil Society, private sector, academic
community. We agreed on a language that doesn't contradict the agreed language from Tunis Agenda but
represents much better the roles and responsibilities of different stakeholders and the process that's the basis

for the Internet Governance.

One more comment related to this one, paragraph 45, the security, it is related to this, this is a call for a leading
role on governments on dealing with cybersecurity. We think that it is not -- we have to build, we have to
reinforce the need for a collaboration among all stakeholders. In some cases the governments would have a
role, in other cases they'll be other stakeholders that will lead -- that will lead the things that have been done. It
is happening right now. There are many other stakeholders creating capacities, making movements in a

national level, other cases with the governments that are leading the discussions and implementation of policies.

This should be recognized. If we'te recognizing in the paragraph 50 the different roles and responsibilities of
different stakeholders in the governance of the Internet there is no need to be specific on paragraph 45 saying
that somebody should have a leading role in the process of building better conditions in cybersecurity.

My last comment is on paragraph 56, enhanced cooperation. There is a call for having new intergovernmental
Working Group with participation of different stakeholders. This is redundant. This is exactly what had been
done under CTSD, and it has been an intergovernmental Working Group with participation of all stakeholders
and informally this Working Group is still open. There is no need to create opportunities for opening new
working groups that will take energy from other stakeholders participating and following up on the
developments and so I think that's -- it should be removed I think.

Thank you very much.

>> H.E. BENEDICTO FONSECA FILHO: Thank you for your statement.

28



I will go back now to representative of the private sector. You have the floor, sir.
>> MARTIN BOYLE: Thank you, Chair.

My name is Martin Boyle, I'm with Nominet, the domain name registry from the U.K. We as an organization

fit neatly in the business sector and in the technical sector.

I think I would like to echo the thoughts that have come from the previous two speakers without repeating
that.

I would actually say that we have gone a very long way since Tunis and the Tunis Agenda.

We have seen the development of the IGF as a forum for involvement and exchanges between the different
partners of the multistakeholder environment. We have seen the development of the stewardship transition
proposal, which again got the mobilization, which got all partners across the different groups. We have seen
the national cooperation and partnership, Brazil is a very, very good example of that. We have been doing
similar cooperation and engagement within the U.K. and we have certainly seen the development on the

international for that sort of exchange.

So as a net result I think that a loss of the wording in the Tunis Agenda was very much wording from 2005. 1
recognize the need to requote that wording but I also think we -- here we are ten years later, we should look at
how we should be developing that wording to recognize the massive developments that have taken place that
we start looking at the blurring of the roles because of the Internet understanding and the shared responsibility
that's been taken by the different communities that's standing up here today. I would like to see that reflected
in the draft that's going to the United Nations.

Thank you.

>> H.E. BENEDICTO FONSECA FILHO: Thank you.

Civil Society.

>> DEBRA BROWN: Thank you very much for this opportunity to comment.
I'm Debra Brown with the Association of Progressive Communications.

We're very happy to see that many of the comments we submitted eatlier in the process made it to the current

draft including the reference to net neutrality.

We also welcome the recognition that the Internet is a global resource that should be managed in the public
interest and would suggest adding to paragraph 50 the principles of open and inclusive manner to make it more
consistent with paragraph 12 in the preamble and because these are key Internet Governance

principles. Regarding enhanced cooperation, we support what was said regarding the intergovernmental
Working Group and the need for participation from other stakeholders. We would suggest text to welcome
governments the opportunity to discuss Internet related public policy issues in collaboration and link ups of

the Internet Governance forum.

Regarding the IGF we welcome the renewal of the IGF and would like to see the recognition of the IGF's
evolution tore outcome oriented, capacity building, identifying emerging issues and facilitating institutional
dialogue.

Also to identify solutions for Internet related public policy regulations and problems.
Thank you very much.
>> H.E. BENEDICTO FONSECA FILHO: Thank you for that statement.

I will turn to governments.
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>> RAHUL GOSAIN Thank you, Chait.
Rahul Gosain, Government of India.

It should be also recognized that in the next decade a large number of Internet users will come from
developing countries. The Tunis Agenda, 2005 has been reasonably successful in increasing access to
developing countries, however at the same time it should be noted that there has been a lack of participation

from developing countries in the policy development processes related to the Internet.

India would like to highlight the need to enable developing countries to have a say in the policies which have a
direct impact on the social and economic development. The role of developing countries cannot be limited to
receiving support for development and they should have an active role in Internet Governance. In working
towards such inclusion it is crucial to ensure that the objective is substantive inclusion and not merely formal

inclusion.

Keeping in mind the barriers making the participation and processes that are normally open to all, the outcome
should invite all developing countries to actively engage and participate in various forum related to Internet
Governance and for them to explore means to facilitate such substantive engagement and participation. We

would be happy to provide text which could be included.

Thank you.

>> H.E. BENEDICTO FONSECA FILHO: Thank you for your statement.
I will revert to the representative of the technical community, please.

>> Thank you.

I'm Pablo. I work for The Regional Internet Registry for Asia-Pacific.

First thing, to thank the Co-Facilitators for the great work.

In spite of very restrictive times for the review of very important process you have made a great effort to listen
to the voices of different stakeholders and it must be very hard to make decisions on how to include very
different views and to develop from the non-paper to the current draft. Thank you enormously. One of the
key features of the World Summit on the Information Society indeed was the process. The novelty of it, the
way that it evolved and how it finished in Tunis and how it started in Athens with the first IGF. I mean
process in the sense of the level of inclusiveness and the beauty of being key for bridging a gap. The gap
between technical expertises, what is the Internet, how it actually works, and policy making, how to support its
growth, how governments cannot do it on their own. For policymakers to make better decisions that would

not hurt the technology but actually help to foster it.

WSIS has been great process for this gap to close in information and information to flow particularly through
the IGF back and forth between governments, technical experts, ptivate sector, Civil Society, I think that's a
story of success and I hope we can preserve that spirit.

I would like to support comments made by my friend from Indonesia Donny in the previous section regarding
paragraph 50 and an importance on preserving the multistakeholder spirit of WSIS in the sense of meaningful
participation not only involvement but meaningful participation of different stakeholder groups whip is a key
feature of the WSIS process.

Thank you.
>> H.E. BENEDICTO FONSECA FILHO: Thank you.

I will refer to the private sector again. Please.
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>> DOMINIQUE LAZANSKI: Thank you.

My name is Dominique Lasanski. We represent all mobile operators worldwide, over 800 of them are
members and we will be key obviously to Connecting the Next Billion and several billion with all of you. I just
wanted to make two points.

One, that we really support the renewal of the IGF mandate, the ten-year renewal and we were pleased with
that and thank you for that. That's fantastic.

Just on the point of net neutrality, we feel it is a bit too constrained in terms of the words that are being used
and the open Internet would actually be more inclusive to include not just the specific topic area but, you know,
all topics around this, around the secure, safe, interoperable Internet. To that point, I want to just read a
statement that was adopted in the Council of Europe last year in November, unanimously, that's a great way to
phrase the open Internet, it says take necessary steps to preserve the open and neutral character of the Internet

and support end user rights to access, disseminate and use Internet content or services of their choice.
Thank you.
>> H.E. BENEDICTO FONSECA FILHO: Thank you for your statement.

I want to acknowledge the presence of Lennie Montiel, Assistant Secretary-General for Economic

Development, we're honored with his presence
And I'll now go to the Civil Society representative. You have the floor.
>> Thank you, Chair.

Thank you, Ambassador Benedicto Fonseca Filho. We're delighted to have want representative on the
Internet Governance from the United Nations and I want to give a special shout out to the permanent

member to the UN for her inspiring speech and the co-facilitator of of the WSIS process yesterday.

I come from India. I teach and this has been truly an inspiring journey. We have been able to engage with the
process of the IGF which is truly inclusive, transparent bottom up allowing people to participate. Meetings,
howevert, take place in places which are expensive and they're difficult to engage with in terms of the

process. As far as the current draft is concerned, speaking particularly to paragraph 50 and 54 on the issues of
Internet Governance and enhanced cooperation, paragraph 35 of the Tunis Agenda especially is the spirit
where Internet Governance capacity building and speaking to the unconnected, the billions, 3.4 we're looking
at and women and youth remain underserved. We believe that 10 years hence, it is time though we made a
great journey, there were representation when the draft was put in place, when the Tunis Agenda actualized, we
have made a long journey since, I speak for those that remain unconnected especially from developing
countries and emerging economies. My colleague from India just mentioned that we do not just want outreach
and empathy, we would like to have a place at the table where decisions are taking place. This is more than
multistakeholder participation, it is also about equitable participation and outreach. It is about capacity
building, not just with funding which is essential to bring young people, but not just end users and also lead
users. I would like to see stronger language when it comes to enhancing cooperation between countries and
also recognizing the text that cybersecurity and privacy are concerns that intervene and have more space for
different stakeholders while existing mechanisms which are multilateral, they can be strengthened but spaces
like the IGF, they need to be reinforced and also need permanent support in recognition in terms of the UN is
concerned. Thank you for taking that onboard and strong support we would like to articulate for the renewal
of the IGF mandate for another 10 years.

Thank you for listening.

>> H.E. BENEDICTO FONSECA FILHO: Thank you for your statement.
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I will now turn to the distinguished representative of the U.K.
>> Thank you.

The U.K. government supports a multistakeholder model of Internet Governance, open, inclusive, transparent,
accountable. The IGF is an indispensable pillar of that model and we very much welcome the proposal for a
10-year extension to the mandate. We have concerns, however, about the section on enhanced

cooperation. The U.K. government believes that real enhanced cooperation is happening now and it needs to
continue and continue to develop. Stakeholders are cooperating in new ways to address key issues. That
process needs to be flexible in order to address the different kinds of issues that come up and in order to keep
pace with innovation. We don't need a new intergovernmental Committee whete issues are negotiated
between governments behind closed doors without the expertise, the experience and most importantly perhaps
without the commitment of other stakeholders. The successes and achievements we have seen over the last
ten years have depended on open and collaborative approaches involving all stakeholders. We recognize,
however, that there are differences of view on what enhanced cooperation means. What is vital is that we
don't consider this concept in the abstract. It won't take us forward if we only talk about commissions and

panels and reports and special sessions.

A conversation on enhanced cooperation must be issues-based. What's enhanced cooperation mean for child
online protection? What does enhanced cooperation mean in terms of investment in infrastructurer What

does it mean for climate protection?

The answers will be different in teach case. It is only by following this issue-based approach involving all

stakeholders that we will be able to develop a meaningful conversation that can actually make a difference.

We hope the WSIS review will not focus its attention on long discussions about enhanced cooperation as an
abstract process but instead, focus on the issues and focus on the Sustainable Development priorities that we

urgently need to address.

Thank you.

>> H.E. BENEDICTO FONSECA FILHO: Thank you. Thank you for your statement.
Technical community.

>>I'm Gangesh. I'm from the Center of Communication from the University of New Delhi.

On this section, we need to reflect the need -- the comments made already, this can be reflective of the current

scenario and there is an urgent need to update the understanding of Internet Governance from ten years ago.

I also recommend that in paragraph 50 the word open and inclusive are part of the open lines and these are

terms that need to be mentioned wherever we talk about any kind of multistakeholder engagement.

Also the fact that the enhanced cooperation is the subject of debate since its inception and there is the
ambiguity developed between 69 and 71 of the Tunis Agenda, here we have an opportunity to clear that up,
that ambiguity and probably to define enhanced cooperation in a clearer fashion and that we can operate better.

Yeah. That's it.

Thank you.

>> H.E. BENEDICTO FONSECA FILHO: Thank you.
I give the floor to you, please.

>> JOSEPH ALHADEFT: Joseph Alhadeff from Oracle, on behalf of ICC basis, and we would support the
comments of others related to the renewal of the IGF mandate.
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To that topic we would add perhaps that thinking about why it is important for the renewal of the mandate
over that period of time because it helps the IGF in fundraising and in planning. The 5-year renewal was a
limitation on the abilities to do that. We should remember there is a reason it is not just 10 years as a nicer

figure than five, it helps the IGF do what it is supposed to do.

In terms of people spoke about improvements to the IGF, we believe improvements should be made and
trying to figure out how to better take the lessons learned from the IGF and make them available to national
governments, to developing countries, all of the stakeholders participating, both through the regional IGFs and
other mechanisms, but we don't want to lose site of the value of the IGF as a dialogue.

Sometimes when we look at improvements we forget about what we have done that's beneficial and
useful. After 10 years we should be celebrating some accomplishments and that dialogue is one of the

substantial accomplishments we should not under sell.

Finally, when we think about governments in some way some of the text makes it sound like there is
government and there is other stakeholders, government is a stakeholder. The text needs to unify that
government is one of the stakeholders with all of the others. We have to make sure that in the language we
don't create a nuance that they're separate, we play different roles but government is a stakeholder and
participates as a stakeholder. Finally, in reference to the question that was raised with the language from ten
years ago, we have to remember that there will be new people coming to this document. Perhaps as we quote
the older language we can create an introduction to talk about the importance of the multistakeholder process,
the role of multistakeholderism and what it does today and then highlight the fact that it was first established in
this language and then we can quote that language directly.

Then it places the language in context so that we're not bound by the status quo of where we were but we

remember where we were and how we got to where we are.

Thank you very much.

>> H.E. BENEDICTO FONSECA FILHO: Thank you for the statement.
I give the floor to you.

>> Thank you. Thank you for this opportunity to comment.

In the IG section I want to stress again we're very pleased with the language on net neutrality and the strong

goal to not just recognize its importance but also to protect it.

We also welcome the proposal to renew the IGF for 10 years and including the emphasis on the improvements

that need to be made.

Where we have more concern is similar to what many others have already said here. Paragraph 12, 15 we find
that the emphasis is far too strongly on the multilateral aspects. We think that it is very important to recognize
the contributions of the multistakeholder community in those paragraphs as well and that one stakeholder
group should not be privileged over another here. In paragraph 52, we are very happy with the inclusion of
the recognition to have greater participation of the developing countries in the Internet Governance. We fully
support the comments that were made eatlier here by the Government of India to argue that this should be

substantive inclusion, not just inclusion informed.

For this reason, we're very happy to see the reference to the funding mechanisms that are needed to make this

a reality.

We would like to see the word expanded and added to the text so now it says mechanism should be
strengthened, we think they should also be expanded.
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In addition, we would welcome a reference to any additional measutes to make sure that is greater inclusion
happening, including references to checks and balances in the multistakeholder process and a greater need for
transparency in many pros. Enhanced cooperation, we share the concern about proposal for an Internet
intergovernmental Working Group in paragraph 56, we realize it says there will be contributions from other
stakeholders but as long as it is not clear beforehand how this process will be organized a reference like this

does not induce the kind of trust that's really necessary to move forward in Internet Governance.

In a way it is similar to what we have seen with the current WSIS review process, the Co-Facilitators are doing
their best to maximize the space for stakeholder input in the modality but there are parts that are only
government only and that's a concern for other stakeholder and we should not deny that. It is worrying to see
a call to put such an important aspect of the Internet Governance debate and such contention aspect into

possible closed door meetings.

Thank you.

>> H.E. BENEDICTO FONSECA FILHO: Thank you.

Please, I give the floor to the representative of government.

>> LJUPCO JIVAN GJORGJINSKI: Thank you very much.

I'm head of communications in the Macedonia Foreign Ministry and Multistakeholder Advisory Group.

In different times in the last 15 years or so I had an opportunity to speak at different microphones and these
settings, never had an opportunity to speak in front of the technical microphone, I don't have the mind for

that, I'm very respectful for those that created the Internet and the tools we use today.

At the same time, I understand why there is concern sometimes in using such words as multilateral and there
should be definitely multistakeholder in front of that, multilateral is not a bad word. We have to remember at
this time that this as we renew the mandate, that it is the UN that's given the mandate that it is the renewing of
the mandate, that the IGF is a UN product and we should celebrate it as such. Nevertheless, we should
celebrate multistakeholder which is the basis of what made this beautiful thing, the Internet, what it is. Having
said that, we are in support both the government that I represent of fully multistakeholder approach to
Internet Governance, same time we should not shy away from anything that involves multilateralism as

well. Thank you very much.
>> H.E. BENEDICTO FONSECA FILHO: Thank you for your statement.
I give the floor to the representative from the technical community.

>> Thank you. I'm actually from the Sectretary of The Commission on Science and Technology for

Development as there was no mike for international organizations I just decided to stand behind this line.
>> (Laughter).

>> [ wanted to comment, the reference, it is that -- the references made on the work of the CSTD in terms of
the working groups in improvements to the IGF and enhanced cooperation, paragraph 54 says that we call on
the CSTD within its current reporting to give due consideration to fulfillment of the Working Group report
recommendations. This is being done annually in the context of the Secretary-General's report on WSIS
implementation and follow-up. In that, we rely on the inputs of the members and other stakeholders and we

are thankful for the inputs in regards to the fulfillment of the recommendations.

Paragraph 55 notes the Working Group work on the enhanced cooperation of the CSTD, as you know, they
held four meetings between May, 2014 and 2015 and they were intense deliberations on what is enhanced

cooperation, what are the roles and responsibilities of different stakeholders in it and how to pursue it.
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It definitely increased understanding of the different points of view, but as the Chair concluded in its report the
consensus emerged on some issues that were significant divergence of views concerning others, the complexity
and the political sensitivity of the topic did not allow them to finalize a set of Recommendations for a fully
operationalizing the enhanced cooperation.

Paragraph 56 of the outcome document suggests that the establishment of another Working Group. I'm not
going to comment on whether such a group should be established but just to say if we decide for its
establishment there has to be more clarity to it and also some creative thinking so that we don't just repeat the
previous experience but that we can build on that. I would also like to make reference to the UNDESA work
on the 10-year review report on WSIS, which concludes the Internet Governance for example, whatever the
measures taken to solve the issues, what is essential is to ensure that the Internet remains a universal resource

that's available for all.

We're going to discuss the main messages for the report on implementing the WSIS outcomes tomorrow
afternoon at 2:00.

I would welcome you all to participate in that open forum regarding that and we'te also going to link our work

to the overall review in that session.
Thank you.
>> H.E. BENEDICTO FONSECA FILHO: Thank you.

As we are moving towards the end of that section, I will take the last three speakers and then we would make
some rematks with my Co-Facilitators, co-moderator, not to confuse it with the Co-Facilitators for the next

section of the document.

I will give the floor to the representative of the private sector. You have the floor.
>> CARYOLYN WINN: Thank you very much.

I'm Carolyn Winn from Microsoft.

I would like to make a few comments with regards to this section. With respect to paragraph 50, we agree with
vatious previous comments with respect to also including the word multistakeholder, open, inclusive,
transparent. At equal level with the words multilateralism. I would like to also reinforce a point with respect
to paragraph 45 in terms of reflecting the same concepts of multistakeholder into the discussion of
cybersecurity specifically, the paragraph states that for government which have responsibility for national
security and personal safety to play a leading role, but in some issues to ensure cybersecurity as opposed to a
broad stroke, putting in the document that there is tremendous ongoing work in public, private partnerships

globally around the world as well as nationally to address cybersecurity issues.

If possible, we would like to see that reference made explicitly as well as in reference to other cybersecurity
work that's not in the UN, for example, with the OECD. With respect to paragraph 52, we strongly support
the paragraph in terms of the recognition that there is a need for greater participation and engagement of all
stakeholders, particularly those from developing nations, middle income states, least, and land looked states, as
a private sector we're strongly invested in the goals of the Sustainable Development in countries and support
that paragraph. Enhanced cooperation, we noted support for comments from various other speakers in
particular from the U.K. government regarding the cooperation that are already ongoing amongst all
stakeholders. Just as there are -- there is not a tingle multistakeholder model, there are multiple
multistakeholder approaches and different approaches to enhanced cooperation in an issue base.

Thank you very much.

>> H.E. BENEDICTO FONSECA FILHO: Thank you for the statement.
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I give the floor to the representative of Canada.
>> Thank you, Ambassador.
As many of the points that I wish to make have been made by others, I can be very brief.

You put out the questions for our consideration and many of them have been already covered from Canadian
perspective, we would echo, you know, a key point with respect to Internet Governance would certainly be to
ensure that we do no harm, we have a model that's been tremendously successful and we want to preserve all
of the good that's come from it.

Like others, we want to recognize that this is very much a multistakeholder approach, it has to be

multistakeholder in all dimensions, not just in a limited selection.

In that regard, we're particularly concerned about some of the language in paragraph 56 with respect to
enhanced cooperation which seems to set the stage for a state to state discussion on enhanced cooperation
when we know that obviously there is enhanced cooperation that takes place outside of a state to state
relationship, we're doing it right here, right now today. It is happening in a variety of settings. A special
session of the General Assembly will be by its nature state to state and we're very uncomfortable with this

approach which is very state focused.
Thank you.
>> H.E. BENEDICTO FONSECA FILHO: Thank you.

Thank you for your statement.

I'll give the floor for the representative of ICANN which should be the last speaker, but I see two other
participants that are requesting the floor. You will also be allowed to speak but it will be very short, the

comments. Please.
>> NIGEL HICKSEN: Thank you very much.
Nigel Hicksen from ICANN.

First, I would like to congratulate this session in drawing out so many diverse opinions. That's what the WSIS
process is all about. That's what we strive to do in vatious Internet Governance processes. 1 think that's got
to be recognized. I would like to recognize the role of the Co-Facilitators, not just for turning up to this panel
today but for the incredible work that they have done since being appointed on this particular brief. It is not at
all easy I'm sure to be able to cope with diverse opinions, comments, the written, the oral, the tweeting, social

media is terrible, isn't it?

All of the information that's come in to them, the many different viewpoints, the many serious viewpoints, the
governments, other stakeholders have had on this issue. The history, the passion, the eloquent history, the
cultural history of the Internet Governance as was mentioned this morning, it goes back a long way. The
Tunis Agenda, the historical nature of it, the fact that it was a compromise between so many different interests
has really, if you like, spurned what we have today in this draft. I want to make two points: I think on Internet
Governance as others have said, the nature has changed considerably since 2003 and 2005 in 2003 we found it
difficult in governments to get ministers to talk at Internet Governance conferences and it was difficult to get

statements on the Internet Governance. Today the statements are plenty.
In 2003 and 2005 stakeholders didn't have the same access, ability to talk as they do today.

We need to reflect on this in this resolution and this historic resolution that's going to be held up against the
going p ag

Tunis Agenda as a work, if you like, on the Internet Governance treaties. We need to ensure that it truly

36



reflects this development. We need to try to move beyond the wording on enhanced cooperation. We all

know what it means or what it doesn't mean.

Surely for all of us here, it means talking together. It means all of us having an input. It means governments
being able to take their necessary part in public policy discussions and it means being able to take the part in
those discussions, those decisions with other stakeholders as well.

We in ICANN strive to do that, other organizations strive to do that as well. We should be able to find
language to reflect that.

Thank you very much. Thank you for your great efforts and we have truly looked forward to the discussions
in New York.

>> H.E. BENEDICTO FONSECA FILHO: Thank you.

You have the floot, sit.

>> BYRON HOLLAND: Thank you.

Byron Holland, President and CEO of the Canadian CCTLD operator.

As per my earlier intervention with multilateral and multistakeholder, I would draw your attention to paragraph
50, another example that I think that others have commented on and I would like to further reinforce the
importance of adding that there. Enhanced cooperation section, the concerns that I have about that is what
my comments are around, by calling for a report on this, the section implies that there is some sort of an end
state. How much, of course, the Internet is an ever-evolving ecosystem. Like Internet Governance itself,
enhanced cooperation is a process. Almost by definition it has no end state as it must be as dynamic as the
entity that it is meant to govern. Floor to the representative more, I'm disappointed to see the role of the
multistakeholder model in the governance diminished in this section. It is essential to ensure the full and equal
participation of all stakeholders in the review of the progress on enhanced cooperation in ensuring all voices

are heard.

Only with their full and equal participation will we successfully bring the tremendously value of the Internet to
all citizens of the globe. This is a government to government process in the text, for example, of course,
Article 56 refers only to intergovernmental and UNGA processes to review enhanced cooperation with the
participation of other stakeholders tacked on at the end as an afterthought seemingly. Multistakeholder is not a
box to be ticked off on a list of news-dos, not a method of consultation, but a living governance model that is
to manage these entities like the Internet. It is not enough to call for the participation of stakeholders in the
processes, this should be woven in the fabric of the WSIS+10 process and any mechanisms developed for the

ongoing development of the Internet.
Thank you.
>> H.E. BENEDICTO FONSECA FILHO: Yes.

>> Thank you very much. Thank you for the opporttunity in the last minute. I'm from the Japan networking
information or JPNIC.

I would like to make a brief point on section 50 as previous speakers have made. It reads that we reaffirm that
governments of the Internet as a global resource should be multilateral, transparent and democratic with full
involvement of those stakeholders. I agree it should be sometimes multilateral, for example when the issue
pertains to the public policy and at the same time it needs the coordination among the countries, but the other
parts, such as the global coordination of the Internet or the setting the knowledge of the experts for the
concerned issue, it is different and usually they need the multistakeholder approach rather than the other
approach taken should be rephrased accordingly.
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Thank you very much.

>> H.E. BENEDICTO FONSECA FILHO: Thank you very much, we have come to the end of the speakers.
We have one remote participation. I turn to our remote moderator.

>> REMOTE MODERATOR: Thank you very much, Chair.

We in fact have two comments.

The first from Nigeria. My name is Akin-Awokoya from Lagos, Nigeria, remote participation hub, a global
member of the Internet Society. The Internet Society has its core mission to promote the open development,

evolution and use of the Internet for the benefit of all people around the world.

We from the developing countries, we are pleased for the renewal IGF process and the multistakeholder model
given another chance to show its advantage over other models. I would love to comment on the necessity for

more capacity building especially in emerging technology that would increase access for the next billions.

Although the drone technology was mentioned in the comment from one of the contributors for the ICT4D
section there is need for consideration for the TV whitespace and the digitalization of broadcasting, and there
is a need for developing country experts to be at the table for the standards and technology. The percentage of
participation of the developing countries in the development of emerging standards and protocols should be

enhanced because the Internet rights, cybersecurity threat relies on these protocols and standards

I am happy about the paragraph 52. I would love to tie it to paragraph 18 as the ICT alters the way we
live. The next billion should be able to transit into connectivity without losing its ways of doing things in its

cultural ideal manner.

There is a second comment from Christine Arida in Egypt. Her affiliation is with the National Telecom
Regulatory Authority of the Government of Egypt.

We appreciate the opportunity to intervene remotely and would like to offer the following comments in

response to the questions posed to the floor.

We believe the main goal of Internet Governance should be facilitating coordination among the different
stakeholders and all relevant players in a way that will preserve the functioning of the Internet as one stable
global resource while enabling further innovation and extending its reach to all citizens of the world especially
from development countries. We welcome the renewal of the IGF mandate for 10 more years and we believe
this should be considered as a minimum. We stress the importance of the competing roles played by the
different stakeholders and in this context believe Internet Governance should continue to be a

multistakeholder process and suggest reflecting this in the language used.

Finally, we emphasize the need to further gage different stakeholders from developing countries in Internet
Governance and would like to commend the intersessional work of the IGF this year in reaching out to

regional and national IGF initiatives.
Thank you very much.
>> H.E. BENEDICTO FONSECA FILHO: Thank you.

Before I close this session, I would like to make some comments and I don't want to abuse my position as
> yp

co-moderator.

I would like nonetheless, first of all, having participated in the preparatory Committee in New York in October
I have the very strong perception that one of the basic parameters for us in New York is to consider that the
outcome documents that come from the WSIS, that they provide still today a valid framework for the work to
pursue beyond 2015. By doing that I think we are in a way -- we're not tied to the language there, but we're
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guided by the language there. I think in regard to some delicate balance that's involved in the language that's
crafted both in Geneva and Tunis, patticularly in the Tunis phase I wouldn't say -- this is my -- maybe this is
my personal, not my national position -- but -- I don't see energy needed, time to redraft I feel of the very
important consensus that emerged from there.

I'm saying this for example in regard to the word multilateral that appears, it comes from the Tunis Agenda
that reflects a very elaborate work that was done. I don't see how having been adopted at that summit level
that we could in the review change things that are there. I think at the UN, I served in the UN a few years ago,
it is difficult to get away from some agreed language unless you have a very important instance that would

change that.

By doing that, we cannot be selective about important language coming from Tunis Agenda. Some parts you
may like, so you want to presetve as it is, some parts you don't like, you want to change. I think that there is
not that kind of scenatio that could emerge there.

I think basically we'll be guided by the parameters and I repeat, those are considered the overall framework

valid, it has been reaffirmed, something that we can live with and have assisted us in the last ten years.

In regard to the issue about multilateral, I would like to -- I thank the colleague from Macedonia, I wanted very

much to say what he has said.

From the perspective of the Brazilian government, my minister has -- the Minister of Communication has
stated this and I think my president will state that in a few hours at the opening ceremony. We don't see that
there is necessarily a contradiction between multilateral and this is a principal in our constitution, we discuss
the issues that affect the global interests, we should come together as countries, not have unilateral decisions,
not have the decisions crafted by groups of countries, but come together as in multilateral ways to

discuss. That doesn't mean to exclude other stakeholders. Being a democratic country, the constitution that
was discussed, the meaning of multilateral is not to exclude the other sectors. I feel in the context of Internet

Governance that those terms are seen as being mutually excluded and they're not.

We think that multilateral process can be reinforced by cooperative stakeholders and on the other handsome
processes that are in itself multistakeholder that have -- that were born with the multistakeholder corrective,
that they should allow the space for each stakeholder to express and to define roles and interests

accordingly. We don't see necessarily that balance, that contradiction.

I want to thank some participants that referred to net neutrality. We had the honor to host Netmundial last
year and we have been very proud to host that, it was a very valid expetience, it provided us with very

important ideas and proposed a way forward in the discussion on Internet Governance related issues.

I would caution it is not realistic to think that what we discussed at Netmundial, a meeting the Brazilian
government convened outside that process, outside the existing process at the UN, that those results would be
automatically transmitted to the UN context. I think that will require much more work with Delegations
towards making that possible and this is our wish. You can certainly count on the Brazilian government to do
that.

Finally, I'm sorry, because I said I would not abuse my position, but I think -- I don't see the flag raised but I
think maybe I have already expired my time, from my own perspective, we think in regard to enhanced

cooperation, one thing that's needed is more good information which we can make decisions.

We are very glad with the work that was done by the Working Group on enhanced cooperation by the
CTSD. 1 think that's -- that enlightened us to show the issues, the processes, and we think that's kind -- that
kind of exercise, it is not -- I'm not saying it on behalf of anyone, that's our position, we think we need some
more clarity on what is meant by -- what will be the actual interventions that we could make in different

processes.

39



Recognizing that the Internet Governance ecosystem has a variety, a multitude of processes for
dialogues. How can we improve the overall infrastructure here? I think we need good information and we

certainly could support that this kind of exercise could pursue.

We have an example, we were able to develop within the CSTD a format for doing this, in a way that was
found legitimate, that was not only composed of governments but also included the other stakeholders, I think
we could do the same and pursue this exercise in a way that would be seen as legitimate by all stakeholders.

I really trust that we can develop creative solutions even working in the context of the UN. We should not
forget that the IGF itself was a creation by the UN.

We are optimistic on the prospect of working together with the countries, governments, stakeholders as well.
I apologize for the length, and I would like to go over to my co-moderator to continue the session.
>> LYNN St. AMOUR: Thank you, Ambassadot.

We started late this morning so we're combining the implementation and follow-up and then the general, the
other category. Because of the time, I'm not going to try to do any high-level summary. We'll follow-up with
the 7, 8 paragraphs here under the follow-up and review. Maybe the scroller can just go through them quickly

here.

I'm going to read out the questions which we had suggested, again, just trying to get to the areas that we think

would be the most informative.

So the first question was what financing mechanisms should be put in place to implement the WSIS
outcomes? The second, the review of the implementation of the WSIS outcomes has taken place at 5-year

intervals. How often should the reviews take place and what should their nature be?

What role can the IGF and various national and regional IGF initiatives play in WSIS implementation and
follow-up?

Finally, what should be the objectives of the annual reviews, particularly the WSIS action line reviews at the
WSIS forum and the annual WSIS reports by CTSD? I will note in those paragraphs you see that there was
substantial support for continuing all of the various reviews and reporting structures and specifically called out

for a continuation of the annual WSIS forum as well.

Finally, the last question, under section 4, how should stakeholders continue to be involved leading up to the
UNGA high-level event in December?

We have 15 minutes for those sections. If you can keep your comments to a minute, a minute and a half, there
is a lot of other times and opportunities to participate in the preparatory process. With that, the mikes are

open.
I see the U.S. government, Daniel.
>> DANIEL SEPULVEDA: Thank you very much.

This has been an incredibly useful conversation and I very much appreciate it. In terms of follow-up, looking
forward, I want to reflect on the comments from our colleagues from India, from Civil Society who have called
for I believe it was a substantive meaningful inclusion of all stakeholders from the developing wotld, we're
happy and hoping for that language in whatever document that occurs. Relative to a number of times of
conversation on whether or not multilateral, multistakeholder processes and conflict, we don't believe they
have to be processes and conflicts but they can be. When we have concerns or express concerns about for
example proposals to create a new intergovernment discussion on enhanced cooperation, to have that take

place within the UN construct, that would exclude the stakeholder community from a decision making process
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in that statement and could threaten the multistakeholder process. When we express concerns it is relative to
that. I don't think that there is any longer this perception that they need to be in conflict and they can be
added and supportive in the processes.

Lastly, on paragraph 62, because we had a WSIS in 2003 and 2005 and we're gathering ten years later for a
high-level meeting to review the WSIS, I don't believe that means we have to gather every ten years to review
the WSIS. We don't know what the next ten years will hold, whether or not the multiple processes we have for
review including the CSTD annual gatherings. WSIS, the annual IGF and other conferences that we have, if
those are not adequate to ensute that we are propetly implementing the WSIS if we're not properly
implementing the WSIS, at any time, the United Nations, multistakeholder community can have another
high-level meeting and whether or not that high-level meeting should take place in the UN, maybe we should
have a super IGF at some point in ten years or later to ensure the full participation of the multistakeholder
community in this conversation and reviewing this process in review. Again, ultimately I think that there is an
incredible amount of value in the process that our Co-Facilitators ran and the conversations

that -- co-facilitator its ran and the conversations we have had, there is text with divergence and there is good
will and a desire for consensus and we'll work with everybody toward that end. We want to make sure
everything we're doing and celebrating here is properly reflected in the language, relative to the language in
paragraph 50, whether we need to stay consistent with the language in the WSIS, I think if we're -- if the
language in the text in many places reflects that there have been changes in concerns and considerations, some
areas of language within the document up there, received much more time and consideration than they did in
the original WSIS document, we're obviously looking at the WSIS documents in a different light today and this
document reflects that. I think that generally there is consensus in this room, including the word
multistakeholder, especially the first paragraph of any mention of Internet Governance, if we're going to revert
to the WSIS language from 2003 and 2005 we have to cut and copy the entire text of 2003 and 2005 rather
than selectively pull out one paragraph and make it the first paragraph of the Internet Governance

section. With that, I again appreciate the consideration and I appreciate all of the comments of everyone in the

room.

>> LYNN St. AMOUR: Thank you.

Let's go over to the business mike.

>> JIMSON OLUFUYE: Thank you very much, distinguished moderator.
I'm Chair of Africa City Alliance.

I would like to really appreciate the spirit of the discussion, very lively, cordial.

In this way, our approach, I approach this other items, with regard to the financial mechanism I think we
have -- we need to review the national economies and to strengthen them especially the developing economies
we have as I said eatlier the U.S., the universal setvice portion funds, these funds, they're supposed to provide
some specific intervention through expansion of infrastructure for more broadband and general
implementation of the WSIS, to get people to be more connected. We need to bring in more transparency in
this regard.

Of course, it does not disabuse the fact that we can bring in new mechanism.

The second points, the review, I think we cannot put the review from project -- or from the program
management perspectives from -- there is nothing wrong with review, we have the existing framework, the
United Nations brings in reports, we have to find a way to get the nations to take this report more seriously,
maybe working on their monitoring processes and evolution processes to get the statistics in. There are a lot
of things happening in the grass root. We need to give the opportunity for this information to come in on a
yearly basis.
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Then, the role of IGF. As I said earlier, there is something unique that happens in Nigeria for the first time, 1
don't know if it happened elsewhere, we have intranational IGF, a regional zone in Nigeria, after the national
IGF, I appreciate the coordinator, he's here, we have another IGF, so bring in the idea for enriching the
discourse to the grassroots. So that's in the fostering of the understanding of the WSIS, the packet of inclusive,
the nature of the goals of Information Society and then the objective of the annual review, of course, is to

provide more clarity, progress to be made, I think that the report is great as mentioned earlier.

A stakeholder, involved in the UNGA, the high-level event in December, I want to congratulate the leaders in
this regard. They have done an excellence job of getting everybody informed through media, through various

venues, we need to sustain this momentum through December.
Thank you.
>> LYNN St. AMOUR: Thank you.

Another example of the evolution of enhanced cooperation we're suggesting another change to the

Agenda. We were going to spend 20 minutes at the end with some summary comments.

I think in light of the people that are at the mike, and some of the comments that Benedicto Fonseca Filho
made earlier, it is more beneficial to continue to hear from people in the room. There will be a session report
that will capture the summary, we'll go to 25 past the hour and spend 5 minutes on a couple of things in one,

two short announcements.

With that, I'll move to the Civil Society queue.

>> MATTHEW SHEARS: Thank you.

Matthew Shears with the Center of Democracy and Technology. Appreciate the opportunity.

A quick point, and then a broader comment: A quick point is that on the review, going back to the comments

earlier on about the WSIS with the SDGs in a substantive way, it is useful to foresee an annual review that does
review that linkage and how effective that linkage is and highlights Best Practices and meeting those SDGs and
innovative ways of looking at meeting those targets. A review focused on the linkages between the twos WSIS

and the SDGs, and the progress made would be useful.

A general comment, there is no doubt that we have to look back as a part of the WSIS review to the
documents of 2003 and 2005. T think that the Co-Facilitators did a nice job of trying to spur us to think about
ways forward. If there is one thing that we have noted that we just really haven't quite captured in this WSIS
review document, it is that everything is changing. Whether we like it or not, the roles and responsibilities are
changing. The notion of multistakeholder and multilateralism are changing, I'm a steak holder, I'm in front of
a Civil Society mike but I don't think of myself as Civil Society but I think of myself as a hybrid. Itis going to
be increasingly difficult to abide by the restrictions on what the stakeholders ate, as we evolve, we'll see many
more stakeholder groups evolve as well. This notion of change that's coming through a bit in the document

actually is far more important and enhanced cooperation is changing, it is evolving.
We cannot just look at the static motion of the Tunis Agenda in 2015.

The importance of ICTSs to development, it is changing. The role of innovation, it is increasing. These are
elements of change that I think somehow needs to be captured more in a document and to encourage
stakeholders to think more openly and creatively on how we take this Agenda going forward in the next 10

years or whatever the period may be.
Thank you.

>> JOE OLUFUYE: Joe Olufuye from Oracle.
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Two quick points: One on the idea of the national regional IGF. They have demonstrated themselves to be
important. We see innovative practices doing developed in places like Nigeria looking at the intranational
IGFs. I think we have to think about how those regional and national IGFs and intral GFs are becoming
two-way vehicles or multipath vehicles where knowledge goes out to them, but needs come back and how they
actually may share learning across the various national, regional, subnational IGFs because there may be
examples of how ICT for development was used that could be shared across the regional and national IGFs
because some of the examples between the developing countries may be tremendously useful to share.

Maybe we could find ways of panels within IGF to actually help some of that coordination take place.

On the last question of how multistakeholders can participate, I think there has been a call for comments to be
provided in a somewhat more drafted form to be considered in advance of the meeting. I would also want to
appreciate the role of the Co-Facilitators have played and continue to call on them to be creative in the way
that you have operated within the modalities that are permitted to expand and continue to include the
multistakeholder and participation and wanted to highlight how much we appreciate the efforts that have been

taken to date.

>> LYNN St. AMOUR: Thank you.

Civil Society queue.

>> SUBI CHATURVEDI: Thank you, Chai.

I'm Subi Chaturvedi, and I'm from Indonesia, a member of the MAG.

Speaking to 57 and 58, thank you, Joe, for bringing up the question of national and regional IGFs and
initiatives. There is a lot we have learned from national and regional initiatives and that language in terms of
the reflection, we have stagnated at 36 to 14, there is in terms of support, there is requirements and a very clear
message and mandate that you require only 3 stakeholders to put together a national, regional initiative, there is

needs to further strengthen the similar initiatives. I link that to the point of the review process.

What I was trying to say earlier, it is difficult and extremely expensive for academia civil society and regional,
national initiatives not just because of lack of funding but fairness to contribute to the process can
substantively. What we would like to see in the language, decentralized review process, if this is consistent and
calls for engagement, we're doing two things and we're also sending national, regional initiatives and looking at

taking in commentary directly from the community that find it difficult.

The value is there are many, many challenges to jump through the hoops of fire. One, of course, is the clear
mandates that you have to be an equal accredited civil society organization. That's a challenge. We hope these

processes would be able to open up all conversations as well as inputs that can be sought from different spaces.

And I would like to speak to the point of paragraph 57 about the definition of stakeholders. Cleatly the roles
and responsibilities, they need to be redefined and examined and also a call for including media as well as youth
to the stakeholder category because the Internet today is also one of the largest media. What we lack in terms
of education awareness, also dissemination of information, engaging media, especially defining them as part of

the stakeholders may be the way forward.

Thank you for listening. Thank you again, Co-Facilitator, you have done a brilliant job.
Thank you.

>> LYNN St. AMOUR: Thank you.

Technical, academia

>> GANGESH VIARMA: Thank you.
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I would just like to specifically on the aspect of reviews. I also echo a need for more regional and national level
reviews that can happen. Also the fact that these can be cost intensive for developing countries and there is a
need for creating a financial mechanism to aid in creating this kind of data collection that's talked about in
paragraph 61 and it is also important that this data driven and the mode of policy making, it is important
because it creates targeted policy that's more effective and so there needs to be that and it should be supported

from a financial mechanism for developing countries.

Thank you.

>> LYNN St. AMOUR: Thank you.

A move to Civil Society. You have the floor.

>> Thank you very much.

This is the Association for Progressive Communications, and thank you for the opportunity to comment.

We would like to refer specifically to the call, to the high-level meeting on the Information Society in 2025 and
we're pleased to see the strong linkages with Sustainable Development Agenda and process. We support the
suggestions made by Matthew sheer in relation to having annual reviews. We really think that would enrich the
process very much. We would want to emphasize the need for the high-level meeting to be really inclusive and
open in all aspects and all faces of it with the inclusion, the full inclusion and participation of the various
stakeholders.

We're concerned that pairing a high-level meeting with intergovernmental Working Group is not conducing
reinforce the Internet resource that must be managed in an open, inclusive manner with participation of
diverse stakeholders, nor does it recognize the evolution of the Internet Governance in the past ten years and
how it has been enriched by the contributions of the diverse stakeholders. We would like to see those

recognitions made explicit in the document.
Thank you again for the opportunity to comment.
>> LYNN St. AMOUR: Thank you.

We're going to close the queue after these two speakers from Civil Society. Then we'll have a few concluding

remarks and a few announcements.
Civil Society, you have the floor.

>> Good afternoon. I'm not from Civil Society, but from the African IGF Sectretatiat at the UN Commission
for Africa.

What I will say is the African IGF, output, it was said in December. When you look at the paragraph 102 of
the Agenda, it is indicated that the commissions based on the request of Member States and approved
budgetary resource, it may organize the follow-up activities in collaboration of the regional organizations and
continues in paragraph 1, we consider a multistakeholder approach and the implementation activities by the

private sector, Civil Society, UN and other international organizations to be essential.

So this is just to let you know that the African IGF, we have the review -- we have reviewed this, this outcome
document and we came up that there is a need for regional reviews as we used to have in the WSIS process
and we had sent our contribution, which is a bit reflected in paragraph 59, but which was not what we were
asking for so what we want is the following, we call for annual regional review of WSIS+10 outcomes,
involving all stakeholders who are Member States, international, regional organizations, a report on progtess in

achieving the outcomes within the context of the 2030 Agenda for Sustainable Development. Thank you.

>> Thank you for this opportunity to speak.
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I'm from the Internet Democracy Project in India,
I support a lot of the statements that have been made here. I will try to be short.

I support everything that was said eatlier by Matthew Shears from the Center of Democracy and Technology,

including on the importance of being more dynamic in our looking forward efforts.

One point I wanted to specifically stress though is the value that is there in regional review processes and this
comes back also to my eatlier point about the importance of full development country inclusion, this is easier
to achieve if there are actually regular processes looking at something like a review on a regular basis. Within
the text, as the previous speaker mentioned, there is already in paragraph 59 the reference to the UN regional

commissions and they could perhaps be mobilized to do this as was done around the earlier summits.

But it would perhaps be a great idea also to explore at the moment whether the regional IGFs may be a better
venue to organize this. Good because they have built a very strong multistakeholder tradition and because
they're effective and dynamic and they're already being organized. If we could combine these reviews with the

IGF that would perhaps be a more cost effective way to organize regional reviews on a regular basis.

I would also strongly support suggestions to make the review more analytic, should not just be a reporting on
achievements but also an analysis of trends, of gaps, of changes going forward. This regional analysis could
then also be Fed into the review of the WSIS action lines at the WSIS forum as well as the WSIS forum more

generally making that more dynamic and analytic as well.

Finally, I wanted to support a comment by my colleague from EPC, on the high-level meeting and particularly
the need for any future review exercise to be fully open and inclusive of all stakeholders at all points of the

process.
Many thanks.
>> LYNN St. AMOUR: Thank you.

With apologies to the last two, if I could ask you to keep your remarks to one minute, we have to make sure we

have time for the Co-Facilitators to say a few words before they need to leave.
>> Thank you for the opportunity of having this space.

My name is Sylvia. I'm Vice President of WTSA. I'm general director of ALITA, and deeply involved in the
ELAT process, the process of Latin America and the region. I have been involved in WSIS process in the

beginning as part of our government.

I would like to congratulate the organizers for the wonderful meeting. It is amazing. My first time in this kind

of meeting. A lot of things I have to do and change, the mentality of private sector since this meeting.

I would like to stress the importance of finance mechanisms, that they should be reviewed, the instruments,

they still need to be brought and we have to have the joint collaboration.
Thank you.

>> LYNN St. AMOUR: Thank you. Well done on the time.

Academic, technical, you have the last floor spot.

>> Thank you very much. Thank you.

I will be quick,

I want to thank the organizers and the Co-Facilitators, and I would be glad to inform you that we will be giving

specific text inputs that will help with the process as a written comment and also we request that the next stage,
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if there is a possibility of one more consultation to be held before the meeting it would be very much
appreciated and if the meetings may itself be open to more than just government stakeholders.

Thank you very much.
>> LYNN St. AMOUR: Thank you.

I'll hand it over to Benedicto Fonseca Filho for concluding with the formalities and we have announcements at
the end.

>> H.E. BENEDICTO FONSECA FILHO: Thank you for those that participated actively on my own behalf
and on behalf of the organizations Committee of the Host Country and the MAG. 1T think we have completely
fulfilled the purpose of the session to allow the Co-Facilitators of the preparatory process to have yet another
opportunity to interrupt the representatives from governments but also from the stakeholders, especially from

the non-governmental stakeholders, I think that was my view a success.
I would like to turn to the Co-Facilitators for their final remarks if they wish. Please.

>> H.E. LANA ZAKI ZUSSEIBEH: Thank you to all of you here for some of the most enlightening,

enriching comments we have heard through the entire process.

I think we go away with a lot of fresh ideas, perspectives we wouldn't have had and it made our participation
here in Brazil valuable. Thank you for giving us food for thought. I would like that thank and acknowledge in
the presence of the Assistant Secretary-General, the role that UNDESA has played, we're one team back at the
UN with all of your input. We would like to acknowledge that.

There is so much that was said that I don't think we can comment on each of the individual suggestions and
proposals and questions. I would like to note that I think that submitting it in writing is a very good

idea. Taking -- I think there was a suggestion from Joe to be creative within the restraints posed by the
resolution, it occurred to us, if there is a high level summary of this meeting, it is useful to have that well before
the negotiations start next week and what we will commit to do is to circulate that summary to all Member
States so that as they're going into the negotiations they also have in front of them your contribution on paper
side by side with the textual contributions from Member States, that's one way to ensure that what is said here
doesn't simply stay in Joao Pessoa but comes to New York with us and we'll, of course, commit and pledge to
represent the views that have been expressed here. That's one tangible way to take the views here into the

negotiations in New York.

You know, lastly, I would like to thank those of you that have acknowledged that this is a difficult job. There
are divergent views and there is something in the text that everyone finds to like and there is inevitably
something in the text that everybody dislikes and we don't think that's a bad thing. We think that we have

managed to compile a lot of very important views, important stakeholders, into this document.

It will not be easy. I don't want to say it will be easy in the room in New York on the 19th, 20, 24th, 25. We
don't think it will. We hope not to lose the spitit of this document which has been fotged out of a very strong
consensus on a number of key areas that are important to taking this very important topic forward and we will
pledge as Co-Facilitators to not let everyone in this room down to look at this document to be forward looking
and help them achieve the next decade or two of development, that's essentially what this is about and we

shouldn't let that go out of site as we're into text on the negotiations and we pledge not to let that happen.

Thank you again. It is a pleasure to be here and to meet so many of you over the last two days, and we take

that experience back with us to New York.
Thank you.

>> H.E. BENEDICTO FONSECA FILHO: Thank you.
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Let me say thank you for your statement and for the suggestion that these meetings, going forward for you, it
is a summary for circulation, we think that this will increase the value of the session and we really thank you for
this.

Would Janis Mazeiks also like to address us? You have the floor.

>> H.E. JANIS MAZIEKS: This is unscripted, and this is done for myself, but as mentioned by Lana Zaki
Nusseibeh, which indicates that we're indeed -- first of all, I would like to recognize that this discussion has
been as diverse as we had hoped and in fact, expected. Thank you very much for the organization of this, for
this useful panel, and we will of course bring this back to the negotiation table. Both the new ideas that have
been voiced today and also the reiteration of the elements that, of course, have been on the table for some time,
but it is worthwhile hearing from the stakeholders how important they are to you.

We are looking forwatd to your written comments, and I think this idea of compiling one document of today's

discussion also is very valuable.

Final points: We are gratified for the kind words we have heard from you for the work of the conferences and

indeed our team who have been working hard for these months and we'll be working hard for another month.
I will be still here tomorrow so looking forward to further possibilities to interact in the meantime.
One more thanks to the organizers also from me.

>> H.E. BENEDICTO FONSECA FILHO: Thank you, Ambassador, for your statement. We will I'm sure
that participants will take the opportunity to further interact with you today and tomorrow. I would like to join
Ambassador Lana in thanking UNDESA for the support of the process throughout and I would also like to
through this, I also want to thank the support that's been provided by the IGF Secretariat and by the MAG
Chair who is here also with us and I would like to offer the floor to you. Thank you.

>> Thank you very much, Benedicto Fonseca Filho.

Dear friends, I'm particularly grateful to all those who intervened during this conversation and the comment
on the draft outcome document of the session. This was actually the wish of the MAG to provide opportunity
for a community to interact with the UN -- with the President of General Assembly or his representatives. Of
course, when we planned this session, some nine months ago, we hoped that that would be a part of the
formal process. Unfortunately it was not possible, nevertheless, as you heard from Ambassador Lana Zaki
Nusseibeh, the report of this session will be circulated in New York as an input to the final negotiation, to the
process, and since the President of General Assembly who was invited to attend IGF meeting nominated two
ambassadors, Ambassador of United Arab Emirates and Janis Mazeiks to be the representatives here, you were
basically talking to the President of The General Assembly. Thank you very much. Thank you Co-Facilitators
for being with us and for engaging with the IGF community on the issues of such a crucial importance for all

of us.
Thank you.
>> LYNN St. AMOUR: Thank you. We echo that thank you.

They have provided tremendous support to this, the UN Secretariat, to the transcribers, the translator, and also
to the ones that organized this session. We had the support of Ginger, we have the online participation. It
really does take that many people and certainly more to pull something like this together.

Just as importantly, echo the thanks to all of the participants here. This obviously would not have been a
successful session without your engagement and your thoughtful exchanges. Appreciate very much those
efforts.

47



I think the final thing I have to do is -- I want to announce that there is an exercise ongoing in the
demonstration booth area, it is called Imagining the Internet with students. Itis a journalism school. They
have been to many of the IGFs in the past. They do a great job of capturing kind of the comments and the
essence here. They're looking to do short interviews, 5 questions, 5 minutes. They'll be here over the course
of the week. They're a non-profit think tank that actually researches questions of the Internet and
perceptions. Really we would encourage you to stop by. You will see them. There are groups of two

wondering around with a video camera.

I think I'm to point out that from 2:00 to 3:00 there is a setting the scene for the IGF, and of course then there

is the main session as well which begins at 3:00.
With that, thank you all very much.

Thank you, Ambassador Benedicto Fonseca Filho, for joining me here.

10™ IGF Opening Ceremony

CHENGETAI MASANGO: I would like to start on time. As you know, these sessions can go on. And can I
kindly ask the rest of you to take your seats, please.

Ladies and gentlemen, can you kindly take your seats? Thank you.

Ladies and gentlemen, the Assistant Secretary-General and the Governor and Minister are about to
approach. I kindly ask you to take your seats if you haven't done so, and also kindly ask the Opening Session
speakers to come to the front row, and take their seats. If we have any more Opening Session speakers, can

they please come up front?

Thank you very much, ladies and gentlemen. The Assistant Secretary-General is entering with the Minister and
the Governor. Good afternoon, ladies and gentlemen. Before we start the opening ceremony, we would just
like to have a short presentation by a local artist, Miss Lucy Alves, some of you will know as the voice behind

the song that introduced the IGF Joao Pessoa in last year's meeting in Tutkey. We will start off with a video.
(video playing).
(no English translation).
(applause).
(performance by Lucy Alves).

(applause).

>> CHENGETAI MASANGO: Thank you very much. That is a very beautiful voice. I also hope that all of
you will stay and wait until after the meeting to enjoy all that Paraiba has to offer. Thank you.

I would like to invite the Assistant Secretary-General for economic development, Mr. Lenni Montiel, the
Minister of Communications of Brazil, Mr. Andre Figueiredo, and the Governor of Paraiba, Mr. Ricardo

Coutinho, to proceed to the stage, please.

(applause).

Thank you very much. Welcome to the tenth meeting of the Internet Governance Forum. It is my pleasure to
give the floor to Mr. Lenni Montiel, Assistant Secretary-General for Economic Development, United Nations
Department of Economic and Social Affairs, to deliver a message on behalf of the United Nations
Secretary-General.
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(applause).

>> LENNI MONTIEL: Excellencies, distinguished participants, stakeholders, participating online around the
wortld, I'm honoured to join you at the 10th session of the Internet Governance Forum, and to deliver a
message on behalf of the United Nations Secretary-General. 1 quote: Iam pleased to send greetings to all
participants of the 10th session of the Internet Governance Forum, including those following online.

And I thank the Government of Brazil for once again acting as a host. Less than two months ago, world
leaders adopted the visionary 2030 agenda for sustainable development. Our challenge now is to implement
this blueprint for a better future. Information and communication technologies and the Internet can empower
this global undertaking. The breadth and depth of the Sustainable Development Agenda will require that we

tap into the potential of the data revolution through the use of new and nontraditional sources of data.
We must enhance the statistical capacities and ensure our efforts are based on sound science.

Many challenges exist including large digital divides, people living in poverty, women and girls, children,
indigenous peoples, persons with disabilities, older persons, marginalized and vulnerable groups lack adequate
access to and training in using ICT's and the Internet. Cyber attacks, Cybercrime, and issues related to privacy

and surveillance are also issues that need to be addressed.

I call on all stakeholders to intensify efforts to promote accessibility, affordability, education and
multilingualism by investing in critical infrastructure and capacity building and by building an open reliable,
safe, secure, stable, and inclusive Internet, through multi-lateral and multistakeholder global partnership. Let
us reaffirm the universality indivisibility, interdependence and interrelation of all human rights, and

fundamental freedoms, both online and off-line.
Let us turn the digital divides into digital opportunities for all.
Let us leave no one behind. I wish you a productive Internet Governance Forum. End of quote.

Excellencies, the United Nations Department of Economic and Social Affairs, also known as UN DESA, has
been entrusted by the Secretary-General of the United Nations to oversee the Secretariat support to the

Internet Governance Forum.

We at UN DESA appreciate the opportunity to have serviced the IGF for more than, for ten years, a unique
multistakeholder Forum on public policies relating to global Internet Governance. We remain committed to

supporting the IGF, should member states decide to extend its mandate beyond 2015.

In echoing appeals from governments and other stakeholders we will further strengthen and improve the

functions of the IGF. I wish you all a vibrant and outcome oriented meeting.

Now, in accordance with the customs on the Internet Governance Forum, I have the honor to invite
Mr. Andre Figueiredo, Minister of Communications of Brazil, to assume the Chairpersonship of the 2015 IGF
on behalf of the Government of Brazil.

(applause).

>> ANDRE FIGUEIREDO: Assistant Secretary General Montiel, thank you for your kind words. Itis my
pleasure to accept the Chairmanship of 2015 IGF.

Now, I would like to formally open the IGF 2015 in Joao Pessoa, and allow me to present a video message of
Her Excellency Mrs. Dilma Rousseff, President of the Republic of Brazil.

(Video:)

>> DILMA ROUSSEFF: Ladies and gentlemen, participants of the 10th Forum of the Internet Governance,
IGF, I want to express the welcome of the Brazilian people for all of Joao Pessoa to take part of this edition of
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the IGF. Iam sure that this meeting will allow the deepening of the great themes that concern governments
and organizations of the Civil Society, businessmen, scientists, and researchers that work in the development of
the global Internet. We want to help in the creation of an inclusive environment, and also sustainable, that
allows the experience between differences and seeking consensus to evolve the Internet and its governance, ten

years after the WSIS, and its main recommendations and conclusions remain current.

We should preserve the accomplishments made, and seek solutions for the new challenges, which is balancing
security and full respect to human rights, specifically, right to privacy. Brazil has been endeavoring to build
paths to evolve the current system of Internet Governance.

We have hosted in 2014 NETMundial, whose statement identified principles for Internet Governance, and a
pathway for its future evolvement. The high level UN meeting late this year, once it reviews the ten years of
implementation of the results of the World Summit, also should face these themes. Actually it is an important
challenge that we have ahead of us, regards the conclusion of the reform process of the supervision or
oversight system of the central parts of the Internet.

This exercise should result in the creation of a structure that is of global nature that should indeed respond to
the demands and expectations of the community, and that renders accounts of its action. There is no

opposition between multistakeholders and multilateralisms.

Some themes require deliberation on a multi-lateral level. In this case, all the countries should have the
possibility of taking part on equal conditions, without having only one country or a small group of countries

having priority over the others.

One Internet, submitted to intergovernmental arrangements that exclude the other stakeholders would not be
Democratic, nor are acceptable, multistakeholder arrangements subject to the oversight of one or few

states. Thus the complementarity between these two concepts, multistakeholder and multilateralism, derives
from the recognition of the different roles and responsibilities that should be performed by the actors that take
part of the ecosystem of the Internet. In Brazil the successful experience with the multistakeholder and pluri
participative model implemented by CGI has inspired us to build and improve the Internet Marco Civil. Itis
only possible in a scenario of respect to human rights, freedom of expression, net neutrality, diversity,
universality, security, and thus protection of privacy and the state of all our great challenge is to expand the

access to the Internet for those that are still disconnected, especially those that live in developing countries.

We must have joint efforts of all participants present here, so that we can move forward in the development of
the society of digital inclusion. This is the commitment of my administration that will be implemented via the
program, broadband for all. Brazil has been from the beginning an advocate of the Internet use as a
multistakeholder debate. We defend the extension of its mandate. The IGF, due to constant search for
consensus amongst the various areas that are interested or stakeholders, is one of the most important Forums
to continue the trajectory of building global Internet, enabling the Sustainable Development and also inclusive

development.
Welcome to Joao Pessoa. Welcome to Brazil.
(End of Video.)
(applause).
>> ANDRE FIGUEIREDO: If you don't mind, I would like to continue my speech in Portuguese.

Lenni Montiel, Assistant Secretary-General of the United Nations, Ricardo Coutinho, Governor of the State of
Paraiba, also our Vice Governor and her secretaries, ministers, authorities present, all the representatives of
Civil Society, of the teleco corporate organizations, the academia and technical community, once again I would

like to reiterate the welcoming of our President Dilma Rousseff and how we give the welcome to the IGF and
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the City of Joao Pessoa. For us it's a great honor to have you all here, to have the opportunity for the next few
days to share with you information, visions, experiences and propositions to enhance our ecosystems for

Internet Governance.

I would like to start saying a bit about what aspects that really challenge us, that countries, developing countries,
access to the Internet which are the ones that are still not included in the society of information. One of the

core issues is the discussion on the options of public policies to connect the next one billion users.

In Brazil, there is full awareness of the importance of Internet access in people's lives. The Marco Civil that
has as its essence respect to freedom of expression, the human right and development of person individualities,
says that access to Internet is essential to exercising citizenship. That way, one of our big challenges is to really
find the broadening of infrastructure in Telecom, that gives support to Internet and also really have a
regulatory scenario that is stable that can bring on investment, innovation and respect to citizens' rights. In

Brazil we have had great efforts to promote access to Internet to all.

Within our program of broadband, we have some tax waivers for Internet equipment and also for building
broadband network. We have encouraged to have local providers. There are thousands around the country,
and that today invest heavily in cutting edge network. We are about to launch a geostationary satellite to cover

the remote areas of the country, and of a submarine cable to improve our connectivity internationally speaking.

As a benefit of this group of actions, we had notable impact. In December 2010 to August 2015, the number
of subscriptions to Internet and broadband has increased 69 percent, going from 15 to 25 million for mobile

broadband, we had a growth of 867 percent of subscription, which went from 34 to 138 million.

And today, there are 208 million subscriptions for Internet access through broadband in the country. The
wide scale of the service shows a connected society in 2014, half of the households had access to the Internet,

and 94.2 million people with at least 10 years old were Internet users.

So this significant numbers shows economic growth, increase of productivity, national integration and above

all, digital and social inclusion of our population.

Beyond the challenges that each society sees in their own national state has a global impact and an impact
individually. Our view as said by our President Dilma Rousseff is that multistakeholder approach and
multi-lateral approach are complementary concepts respecting each theme and roles and responsibilities of
each of the players that are part of the Internet. In the view of Brazil, when it comes to the global processes of

Internet Governance, we can align with what we practice in-house.

I'd like to remind you that a bit over a year ago, we hosted the multistakeholder meeting for the future of
Internet Governance, NETMundial, held in Sao Paulo through the call of Dilma Rousseff.

I believe that the draft from this meeting bringing on principles to be followed is the roadmap for the future
evolution of the global ecosystem of Internet Governance. And it's an important benchmark for our
discussions here at IGF. Based on these assumptions, we have now the task to debate and understand
complex concepts as enhanced cooperation and the role of Government in a multistakeholders approach. We
need to identify mechanisms of strengthening for this multistakeholder environment, so that all voices can be
heard and can influence all the processes that impact them.

It's necessaty to have a look into the specific demands of the developing countties, and less developed ones as
well. Together with that, the dynamism and ability of change in Internet brings on concrete solid issues how to
preserve the neutrality of the net, what business models can bring benefit or harm the Internet. What is the
best policy of management for critical resources of the Internet? What are the barriers for the full
development of the economic, digital economy, how can we protect the respect to the essential rights in the

net, especially those that have to do with freedom of expression and privacy?
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These are topics that will be debated throughout this week, and those which are not there, they are not ready
answers to be used. That way, we must address based on the understanding the Internet has to be preserved
within its openness, plurality and diversity, that can contribute to a society that it's inclusive, and fair. On
behalf of the Brazilian Government, once again I'd like to wish you all a great time here, and really have an

enriching time in the discussions. Welcome to Joao Pessoa. Welcome to Brazil.

(applause).

I would now like to give the floor to Ricardo Coutinho, Governor of State of Paraiba.

(applause).

>> RICARDO COUTINHO: Good afternoon, ladies and gentlemen. My dear Lenni Montiel, Assistant to
the Secretary-General of the United Nations here representing Secretary-General of the United Nations, our
acknowledgment for the holding of the 10th edition of IGF in Brazil, my dear Andre Figueiredo, Minister of
Communications of Brazil here representing the distinguished President of the Republic of Brazil, dear Dilma
Rousseff, also a partner in the Ministry of Communications and various projects to support implementation of
the infrastructure of digital inclusion in the State of Paraiba, that today has decided to celebrate yet another
year of life, precisely at the opening of this event, which is IGF.

My dear Chengetai Masango, Secretary of IGF, partner of UN, responsible for the preparation of the schedule,
our acknowledgment for hosting in this City of Joao Pessoa, the choosing of Joao Pessoa to be the seat in the
center to hold the 10th edition. I'd like to thank the Ambassadors and coordinators and all the team for the
partnership and trust in preparing and organizing IGF 2015, and we know it is an extremely important agenda

for our country and for the world, in this beginning of the 21st century.

I would like furthermore to welcome everyone present, Government, representatives, private sectors, Civil

Society, members of academic and technical communities, from the various regions of the world and Brazil.

And also, my welcome to the press professionals. We understand that this 10th edition of IGF in Joao Pessoa,
that will have the central theme, the evolution of governance of Internet, empowering sustainable development,
already gets it right on the starting point, by choosing the main theme. From the very first moment, we are
aware of the articulation between the CGI in Brazil and the UN to bring another edition of the IGF to

Brazil. It was our desire to support this important initiative, and to introduce the State of Paraiba, the City of
Joao Pessoa, the facilities of our convention center with all the setvices and the facilities, all our tourism

attractions, our hospitality, as a differential point for this 10th edition of IGF in Brazil.

Unlike some we are not used to say no between four walls, and are now seeing that we say yes to the public. A
word is only one in any environment. This is why the holding of this IGF will be a landmark in history, and

also in its next editions that will certainly take place.

This edition in Joao Pessoa outside major other centers signals to the importance of the open Internet, and the
benefit of new development frontiers that are more sustainable and with special attention to better distribution

of wealth throughout all regions and communities.

This is an immense challenge to all of us, particularly public servants. We know that IGF makes feasible a
collective and participative space for the reflection of potentialities, risks and critical resources related to the
advances of the Internet and the world. This return of IGF to Brazil after the 2007 edition in Rio de Janeiro
represents a recognition on the part of the other world players to the protagonism of Brazil in the global

debate on Internet Governance.

Here, I would like to make a special highlight to the partnership between cgi.br and the Brazilian Government
in conducting the debate on the regulation of the Internet Marco Civil in Brazil. We are moving forward,
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Minister Andre Figueiredo, but we need to advance even further with a certainty that we will retain in Brazil an

Internet Governance ecosystem guided by good practices internationally settled, and in behalf of innovation.

I believe that this model should be taken as a reference in other parts of the world. The UN General Assembly
in its resolution entitled, the Future We Want, drafted within Rio+20, reasserted the strong need to attain
Sustainable Development.

We must act jointly in promoting sustainable economic growth, inclusive, equitable, generating more
opportunities for all, reducing inequalities, heightening basic living standards, fostering social equitable
development and inclusion, and promoting the integration and sustainable management of natural resources

and ecosystems.

This important resolution reinforces the importance of the involvement of all levels of Government, legislative

agencies and segments of the society in the promotion of sustainable development.

We must have the engagement and efforts for other challenges, amongst them the continuity of the struggle
for democratization of communications, opening up for a greater number of people, the opportunity of
sharing a greater number of information contents that circulate in the world, giving equal conditions of
individual and collective development, something that brings down another rationale that few people that are
privileged can actually boast of holding exclusive information, be it as producers or broadcasters, as if

information could still be an exclusively individual good, and transferable.

This is rather a pathway that needs strong step, and a moment in which society is increasingly more vulnerable
to conservative, moving back, where only empowered population reduces risks of subtracting the most
fundamental right, nothing most important than all being able to express their needs and dreams, access to

information is a basic condition for each Democratic project over society.

(applause).

Now a question, regarding the access to the Internet, then I would like to share with you regards the growing
numbers here. In Brazil, we estimate that over 97 million Brazilians have access to Internet at home. In
Paraiba, ladies and gentlemen, children, very joyfully to host this meeting, has surfing indices that even higher
than other Brazilian states, even economically stronger. According to research conducted by the federal
government, 33 percent of Paraiba citizens access Internet 7 days a week, a higher percentage than states that

are bigger, like Bayeux, which are our dear neighboring states.

Surveys points that Paraiba citizens spend on average six hours 26 minutes per day surfing, exceeding the
national average, which is four hours 59 minutes, and still states like Sao Paulo and Rio de Janeiro. Why am 1
saying this? I say this that for us, civil servants, this naturally imposes other challenge, expanding the way the

governments relate with citizens.

We must, as I could see yesterday on Day Zero, we have been making efforts towards this, both in the need of
democratizing the use, also in the expanding of instruments of Government for the improvement of public
services. We are proportionately the Brazilian state that most acquired computers for students in the public
school network, proportionally. We have implemented the teaching of robotics in public schools, middle
schools. We are implementing to the end of 2016 in a partnership with MCTT about 3,000-kilometers of
fiberoptics, integrating 55 cities in the state.

We have a process of making our budget all based in the popular participation that increasingly results to
digital media to enhance the level of engagement of the population, as well as the transparency portal that

allows simultaneous follow-up of Government spending.

So that in Paraiba, the population tells the state which are the priorities for investments and tries to see
whether they are actually being made.
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I would thus like to take the opportunity of this important edition of IGF in Joao Pessoa to highlight that it is
imperative to rethink the scope and availability of solutions of electronic Government. We must listen from
you at this Forum how we can move forward, and actually financially, in building agendas, guided to best

deployment of new technologies, with direct impact in the goals of sustainable development in our state.

In regions like ours, Brazil northeast, whose adversities are permanent challenges, we have to make growth
leaps at a shorter period of time. We know the importance of the role of the Governments, with greater
articulation, with the private segments of Civil Society, members of academic and technical communities. We
will be able to advance in the definition, implementation and assessment of public policies and foster
instruments towards an open Internet that is Democratic, safe, and that enables social and productive inclusion

of individuals.

I must admit that as a civil servant, I'd like to move forward in the offer of qualified services to citizens based
on the Internet, with a certainty that technologies and the correct empowerment of knowledge to overcome
our limitations may bring more favorable setting for sustainable growth, in a region like ours, where we are, our

state is located, as well as other regions of the world naturally.

I am sure that safe, open, neutral Internet, neutral, well assisted by legislation, will be able to be an important
resource for sustainable development, helping generating results and positive impact in education, healthcare,
agriculture, public, security, perhaps one of the great challenges of a great part of the world start in many other
areas. The State of Paraiba, with all its academic potential and also business potential, is open for partnerships
that aim at the development, experimenting solutions of electronic Government, involving academic centers,
young talents, the generation of solutions, the establishment of innovative businesses and connections with the

market.

And lastly, I wish great success to all of you on these four days of IGF sharing with you the same feeling that
Brazil and the world need to move forward in the strategic themes regarding Internet Governance, that is

growing and becoming more inclusive.

I wish you all success. Enjoy the beauties of our state, of our capital, the easternmost point of the Americas,
and enjoy the warmth of our people. We are very happy to welcome you, all of you, very welcome. Come

back. Get to know better our culture and our people. Thank you.

(applause).

>> CHENGETAI MASANGO: Thank you very much, Governor Ricardo Coutinho. Please remain seated
while Assistant Secretary General Montiel, Minister Andre Figueiredo, Governor Ricardo Coutinho leave the

auditorium, please.
I call on Professor Almeida to continue chairing this meeting.

He is coordinator of the Brazilian Steering Committee, one of the main organizations behind bringing us to
Joao Pessoa. I'd also like to call on Mr. Koulov to take the stage in place of the Assistant

Secretary-General. Now that has put a close to our opening ceremony. We will now start the Opening Session
of the IGF.

I will now hand it over to our next master of ceremony.

Opening Session
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CHAIR: We will now begin the Opening Session of the 10th IGF meeting. We will now proceed with

welcome remarks by representatives.
We are going to have now some words of Mr. Virgilio Almeida.

>> VIRGILIO ALMEIDA: Ladies and gentlemen, I will speak a few words. The IGF celebrates here in the
sunny and free City of Joao Pessoa its 10th edition. The first IGF was held in 2006, in Athens, when the
global Internet had one billion users. Today, ten years later, the overall number exceeds 3.2 billion users, of
which two billions in the developing countries. Four billion people in developing countries are still off-line. In
fact, the Internet user is an HackAc expression for, in the not distant future, we expect all citizens should have
access to the Internet. I could present a short list of IGF achievements. However, I will point out a few
whose impact was significant. Recognition of the multistakeholder nature of the Internet which followed the
meeting of the WSIS in 2005 changed the nature of global Internet Governance processes. The expansion of

the discussions of the IGF with the inclusion of social, economic and political issues was another achievement.

Various citizens in less central areas of the world held IGF meetings. This helped to quickly disseminate the
concepts and innovative ideas of the Internet to the developing world. IGF 2015 has implemented one
important innovation. CGI and ISOC launched the youth at IGF initiative, which seeked to strengthen the
participation and leadership of young people during the 10th IGF.

Let me ask the 73 young students from Brazil and Latin America to stand up and give them an applause.

(applause).

>> VIRGILIO ALMEIDA: However, I want to take this few minutes to put some basic questions that go

beyond the traditional discussions of Internet Governance.

We need to answer a fundamental question. What should we do so that the evolution of the Internet make
real difference in the lives of billions of the world's citizens in developing economies and least developed

countries.

What must we do so that the Internet of the future effectively contributes to reduce discrimination and

economic and social inequalities, which mainly plague the developing world.

We know that Internet access is essential, but not sufficient. We know that access to the current universe of

information is essential, but not sufficient. We know that connecting people is important, but not sufficient.

We know a lot about new digital technologies, but we don't know yet how the future Internet can ensute

contribution to achieving the 17 goals of sustainable development proposals by the United Nations for 2030.

The central question is, what do we need to do? I don't know the answets. But we do know some clues. We
know that the Internet of the future has to make a difference in health, education, employment, security of
populations, worldwide, particulatly in the developing world. We know that the Internet of the future needs to
effectively contribute to the preservation of the environment.

We also know that the concrete benefits of the Internet have not yet achieved a global scale, that the
technology allows. The fruits of the evolution of Internet technologies are not fairly distributed. We need to
discuss both an ambitious public and private partnership that make a real difference for the disadvantaged
populations. The IGF with its multiple views, with its multistakeholder nature, and with its wide diversity and
representativeness provides the ideal space to develop a response to the challenge that the evolution of the

Internet presents.

On behalf of the Steering Committee of the Internet in Brazil, CGI, I want to welcome all participants and
wish them fruitful work at the IGF 2015. Thank you.
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>> MODERATOR: Thank you, Mr. Virgilio Almeida. We will now proceed with welcome remarks by
representatives of all stakeholder groups. We have 20 people who each will speak for a maximum of six
minutes. I ask you to respect this time limit, so that we are able to finish in good time. I remind you from
time to time the speaking order was selected by a lottery drawn yesterday. I would like to call Mr. Omer Fatih
Sayan, Chairman of the Board, Information and Communication Technologies Authority of Turkey, host of
the 2014 IGF meeting. Mr. Sayan, you have the floor.

(applause).

>> OMER FATIH SAYAN: On behalf of the Assistant Secretary-General, Excellencies, it's a great pleasure
for me to be here for the opening of the 10th meeting of the Internet Governance Forum. Having this chance,
I would like to express our gratitude to Brazil for the excellent hosting of this meeting. We have been enjoying

and I'm sure that we will be enjoying our stay in this beautiful City of Joao Pessoa.

Last year we had the privilege of hosting 9th IGF in Istanbul, Turkey. Over 3500 participants came together
on site, and online, to discuss many Internet related issues under the theme of connecting continents for
enhanced stakeholder governance drawing inspiration from Istanbul's unique location where continents of
Europe and Asia meet. In IGF 2014 human rights issues discussed in detail were IGF participants formulated
an input to bring the Human Rights Council on the right to privacy in the digital age and agreed a key
message. It was emphasized that there is a need for increased interaction between Government entities and all

other interested stakeholders in ongoing and future deliberations on enhancing trust in cyberspace.

To facilitate the connection of currently not connected to Internet, a strong call was made for increased

emphasis and inclusion of ICTs and Internet access in the post 2015.

Youth representatives emphasized the need to strengthen existing mechanism that empower youth in attending
and engaging in the Internet Governance ecosystem. IGF Sport Association formally launched in Istanbul to
achieve sustainable funding mechanism of IGF. IGF 2014 has also introduced numerous stakeholders to
Internet Governance ecosystem and created a new global dynamism. We believe that the successful outcomes
of Istanbul IGF 2014 will be a useful input for IGF 2015 here.

The Internet is an important contributor for sustainable growth, innovation and development. Based on
discussions to accept the right to Internet access as a fundamental human right, to that extent, I am very proud

to share Turkey's major set of goals within her strategic vision of 2030 regarding ICT.

These goals include expanding the economic among the global top ten transformation to knowledge-based
society, building an international hub for ICT's, maintaining ICT base, economic growth and enhancing
high-speed broadband access for all.

Among these goals as a G20 member Turkey is holding G20 this year and G20 leader summit will take place
this weekend in Turkey. The Internet economy has always been a hot topic in meetings.

In line with that vision, Turkey takes strong steps in order to create a fully transformed country using ICT in
eGovernment setrvices, we recently successfully held IMT advanced auction by which operators will provide
IMT services enhancing high-speed mobile Internet, and the further the value of added mobile services, and
applications in Turkey.

We also aim to give one of the first 5G services by 2020. In today's wotld, data usage proliferates
exponentially in both mobile and fixed networks thanks to the new applications, products and services,
especially network neutrality discussions and over the top services revolutionalize the way of delivering ICT
services. OTT services created a value, but on the other hand, they affect the whole broadband ecosystem, in

particular the network operators' revenues and ability to finance network deployment.
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We like all stakeholders in particular countries which have no specific rules and approaches to net neutrality to
discuss these issues to evaluate pros and cons. It is important to provide rules for guaranteeing the right of

Internet access in order to express their opinions freely of the citizens.

It is also equally important to respect privacy and data protection in the Internet. We should protect the
balance between such kind of personal rights, and data driven, innovation and economy. That approach will

unlock the economic value of personal data on one side, and foster economic growth on the other side.

I hope IGF handles this issue in its meeting, further to overcome challenges. There is an increasing trend in
the number of people online. Online safety is becoming a critical issue for everyone. Kids have specific needs
and vulnerabilities with regard to online safety, enabling a safe online environment for kids has many aspects,
close collaboration between governmental institutions, network operators, Internet service providers, private

sector and NonGovernmental Organizations is inevitable.

We need to work together to prevent any illegal action, especially terrorism of all kinds where Internet is used
as a means of communication. Terrorism has no religion or language. All multistakeholders should evaluate
policies and have special rules for international cooperation in combating this. In this respect we expect
utmost support from the representatives of social media companies, in order to prevent utilization of Internet
as a tool of propaganda, by terrorist organizations such as Isis. We believe that protecting the rights of
Internet users against illegal content would be a great contribution to the development of Internet

economy. Intermediaries should also fulfill their responsibilities in the implementation of national laws to
combat with illegal content of the Internet. Close cooperation with the international organizations,
governments, NGOs and international Internet intermediary required to combat illegal use of Internet. I draw
your attention to creating multistakeholder governments both on national and international level in order to
give each stakeholder equal rights and responsibilities regarding to Internet related issues, because of the
transition and ICANN accountability period we experienced most importance of having equal voice regarding

the Internet Governance at global level.

IGF 2015 will be the perfect place for multistakeholder Internet Governance, deep dives. Taking this
opportunity, I would like to underline that IGF meetings provide splendid environment for fruitful discussions,
fleshing out ideas, sharing ideas and exchanging experiences in very established manner. Turkey strongly
supports the continuation of IGF and encourages all stakeholders to join us in supporting extension of IGF's
mandate under the UN.

I would like to conclude my words by wishing a successful meeting and look forward to joining the discussions

in parallels throughout the week. Thank you very much for your attention.

(applause).

>> MODERATOR: Thank you. The next speaker on my list is His Excellency, Bambang Heru Tjahjono,
Deputy Minister of ICT Applications, Ministry of Science, Information and Technology of Indonesia. Your
Excellency, you have the floor.

>> BAMBANG HERU TJAHJONO: Excellencies, Under-Secretary general, Excellency, Mr. Virgilio Almeida,
ladies and gentlemen, distinguished participants, it is really an honor for me to be invited and speak in front of
this very distinguished audience of the Opening Session of the 10th IGF held in Joao Pessoa, Brazil today.

Ladies and gentlemen, to start with, allow me to congratulate the Government for hosting this event

successfully.

I believe following the successful result of the NETMundial global conference last year in Sao Paulo where the
Indonesian ICT Ministry attended, this IGF will be successful too.
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Indonesia firmly believes that the finest ICT ecosystems should be based upon working principles, the global
ICT community embraces the principles such as people centered inclusive transparent, equal, and benefit for

all mankind. This is the essence of the development oriented information society.

Along with the effective and affordable ICT ecosystem, our works in WSIS and other venue will contribute
positively to the achievement of Post-2015 Development Agenda that sets the ambitious target in empowering
Sustainable Development Goals, the summit will certainly continue to serve that purpose.

Ladies and gentlemen, as part of our effort to enhance policies, Indonesia continues to strengthen its ICT
policy and regulation. Indonesia has formulated a Indonesian plan, to create a better foundation for our
ecosystem by 2019.

The plan seeks to harness the full potential through the creation of national logistic and transportation
system. Itis worth to mention that in line with the implementation of Indonesian event plan we are
establishing national e-commerce roadmap in order to enhance the ICT based creative industries. This we
believe is a significant steppingstone to what Indonesia could plan. In year 2014, we have reached 18 billion
U.S. dollar; in expected tourist 24 billion U.S. dollar this year.

Ladies and gentlemen, Indonesia would like to be one of the biggest users and players in the ICT market. For
instance, mobile user of cellular market is rapidly increasing, with a penetration rate estimated from

150 percent of the total population, reaching approximately 350 million subscriptions.

Meanwhile, the number of Internet users has reached 88.1 millions while the broadband has reached
48 million. Itis expected to hit 30 percent this year and 70 percent by 2025. As part of our ambition, state and

telecommunication operator in my country is planning to put another 20 million in access starting this year.

These vehicles have contributed to Indonesia economic growth of 5.6 percent since 2009, the second highest
in the G20.

The growth is also parallel with the quality of ICT spending that treats 32.8 billion U.S. dollar in 2013, and
38 -- 36.9 billion U.S. dollar in 2014, or 12.5 percent positive growth. Ladies and gentlemen, underlying the
importance of existing Internet Governance framework, Indonesia continues to support multistakeholder
approach that engages governments, private business, Civil Society, and other components in the ICT
ecosystem. Internet Governance has to be an impetus to ICT that respects the laws and embrace norms and

principle of good governance and based on a set of ethics.

I would like to conclude by expressing for a betterment of our people, to a strong effective and affordable ICT
ecosystem, which is inclusive, transpatrent, equal, and people centered. These are reminding the foundation of

our work today, and days to come.

Therefore, let me once again stress Indonesia's strong commitment to strengthen to be an active participant in
the IGF. We continue to be working with all stakeholders and we are pleased to be able to offer a

multistakeholder Forum for open discussion of this and any other issue.

So let's continue working together to ensure that the entire wotld people can benefit from equitable, affordable
and safe access to Internet. Thank you very much.

(applause).
>> MODERATOR: Thank you, Your Excellency.

The next speaker on my list is Ms. Ellen Blackler, Vice President for Global Public Policy of the Walt Disney
Company. You have the floor.

>> ELLEN BLACKLER: Boa tarde. I'm Ellen Blackler. I wotk for the Walt Disney Company. And I'm
speaking for the BASIS initiative of the International Chamber of Commerce, whose global network reaches
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6 million companies of all sizes and sectors across 130 countries. Representatives of the private sector come to
the IGF each year to engage with all our colleagues in Civil Society, Government, and the technical community,
build common understanding of the opportunities and challenges presented by the evolution of the
information society, and Internet economy, and identify policy options to address those challenges and

leverage those opportunities.

ICC and the individual businesses that travel to the IGF each year are committed to the goals of the WSIS and
to creating a path for continued, sustainable and inclusive growth for the digital economy.

These goals can be best achieved by working cooperatively across all stakeholders. We support and advocate
for effective and impactful multistakeholder approaches to Internet Governance. Progress towards our joint
goals will be most successful when business, the technical community, Government and Civil Society each
have an active role in the development and assessment of policy issues and solutions. This inclusion lowers the

risk of unintended consequences, increases legitimacy, and facilitates implementation.

Critical to our ability to deliver on the potential for inclusive and sustainable growth of the digital economy is
our ability to create an enabling environment for investment, creativity and innovation in the development and

deployment of broadband infrastructure and the products and services which use it.

Key elements of that enabling environment are, interoperable policy and legal frameworks rooted in the rule of
law, respect for human rights, the encouragement of open and competitive markets throughout the digital
value chain, a safe and secure ecosystem that engenders confidence of all users in network availability,
reliability and resiliency, one that protects businesses, consumers and other users from crime and delivers

effective Cybersecurity practices and policies.

Where those components are in place, we are best positioned to advance an inclusive open Internet that serves
Sustainable Development Goals. This enabling environment as well as sharing a recognition of the important
role of voluntary commercial agreements and policies that promote efficiency through engineering driven
design will best drive investment and improve the availability of the infrastructure for connectivity, a central
need for developing economies, looking to create a sustainable broadband ecosystem. It will also best
encourage continued innovation in the services, technologies and business models that further reduce costs,
increase bandwidth and drive adoption. A positive enabling environment will increase the creation and
availability of locally relevant content, resoutces and tools in all the world's languages, increasing adoption, and

allowing more users to realize the full potential of participating online.

Protections for the freedom of expression, the press, privacy, and intellectual property, the development of
e-commerce infrastructure, consumer protections, entrusted online payment systems are all important elements

of an enabling environment for the investment in that content.

This positive enabling environment is critical to greater progress for full participation in the digital economy of
the one billion people around the globe living with a disability, who continue to experience a variety of barriers
to accessing ICTs, and for women, and others, who find themselves on the wrong side of persistent digital
divides, for the protection of children, and for the increased efforts to deliver capacity building and skills
development. The private sector is a critical partner in our efforts to reach those goals and we look forward to
thoughtful and informative dialogue around Connecting the Next Billion, this week and in future IGFs for

more years to come. Obrigada.

>> MODERATOR: Thank you. Our next speaker is Mr. Tian Lin, Head of Delegation, Ministry of Foreign
Affairs of China. Mr. Lin, you have the floor.

(applause).

>> TTAN LIN: Thank you to the moderator. Ladies and gentlemen, I would initially like to represent the

Chinese committee, congratulate on the success of the event, and thank the Brazilian Government and the
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Secretariat for this organization. It is a great result of WSIS, IGF is holding its 10th meeting to promote its
special function of promoting international Internet Governance. The Chinese Government supports its
mandate and calls for active participation of various stakeholders to strengthen its real function, and promoting

a multistakeholder platform, diverse, and transparency.

Well, international Internet is the new debate in the world, to build a world in peace, open, cooperative, and it's
cyberspace. The Chinese patt believes in four points. First, respect to sovereignty. Internet Governance does
not change the principle of sovereignty that is part of the UN Charter. The principle of sovereignty should be
also applied within the Internet space. Each country and each Government has the right to have its own
legislation, according to the local situation. No other country can intervene in another country, harming its

interests.

And clarifying the principle of sovereignty in the Internet Governance helps building healthy environment for

international cooperation.

The second point: Equality. Let us not divide the country. No matter how big it is, each country should have
equal rights. It should respect the right to develop the Internet, the right of national and international
governance, especially increase the help to developing countries, so they can resolve or overcome the digital
divide, so that the access can be made popular, in creating a space where human beings can be the center, an

inclusion digital society.

The third point is multi-lateral participation. Internet is the common home of humanity. Only with a
contribution of all can we actually benefit the best. The Government has the role of leadership. The

Government combines the problems and defines the policies towards its resolutions.

The Internet related companies must have their responsibilities, and experts can support them, and Internet

users must have an active participation, both for building and protecting them.
And also, have the right of freedom of expression, but anyhow, they have to comply with the laws.

The fourth point, joint governance. Internet belongs to each and every one. This means that everybody works
towards building governance. Internet Governance is a important agenda of global governance. Thus, the

construction of a fair and appropriate system is an important task.
It is a task that should never fail to envisage transparency, multi-laterality, and also democracy.

Being a country that has 600 million Internet users, we build, use and contribute to the Internet. We
participate in an active way of the deliberative Forum at the UN to create the civil or the legal frameworks
from the 16th to 18th of December. The office of digital information in China will organize a Forum with a

theme, Internet activity, shared governance and creation, and Internet Governance.

I'd like to invite you all to take part of our event, so that we can all together create an increasingly healthier

environment on the Internet. Thank you all very much.

(applause).

>> MODERATOR: Thank you, Mr. Lin. The next speaker on my list is His Excellency, Andrus Ansip, Vice
President of the European Commission in charge of the Digital Single Market.

Your Excellency, you have the floor.

>> ANDRUS ANSIP: Excellencies, ladies and gentlemen, it is a great pleasure to be here for you today at the
Internet Governance Forum at this point in time. I would like to thank all the organizers of this event.

Earlier this year we adopted in Europe a Digital Single Market strategy. This strategy reflects the importance
of the digital economy to growth and having the right environment available to achieve this.
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The governance of the Internet is fundamental to ensuring that our strategy is successful. But governance of
the Internet is important for all of us. It is about how we, people, governments, companies, want the Internet

to be and shaping it according to that vision.

The Internet has become a common food for humanity, bringing its benefits to everyone should be our

common goal.

Internet Governance must make sure the Internet remains a global, open and free space, a space where people
enjoy the same rights as they do off-line, and have the same degree of protection.

We need to make online opportunities open to all by closing the digital divide, guaranteeing equal access and

allowing everyone to benefit.

We must use the digital revolution to really empower sustainable development. And the recent Sustainable
Development Agenda reflects that. Next month, the UN General Assembly will review ten years of progress
since the World Summit on the Information Society, and decide on the future of the Internet Governance
Forum. For me the IGF provides the ideal space for all parties involve to discuss Internet Governance issues

openly and to shape our common vision for the Internet together.

This is why its mandate should be extended for ten years. Here in Brazil, one and a half years ago, we saw the
NETMundial statements produced. This stimulated our reflections on Internet Governance. It set out our

common principles and values and outlined a way forward.

While the global Internet community has started to turn the vision into reality, even more focus and energy is
still needed. The European Union is committed and ready to work, together with all parties, to operationalize

a shared governance of the Internet based on clear, fair and transparent rules.

But we also must not forget the most fragile and vulnerable. In particular people in developing countries, and

Civil Society, need to participate more in Internet Governance.

We want to build more capacity and confidence. This is why the European Commission has devoted a
significant budget to support to the Global Internet Policy Observatory. To reach these goals we will also

work with other similar initiatives.

As you know, changes at ICANN are taking place. Much progress has been made in developing a bottom up
multistakeholder proposal to transfer oversight of the IANA functions to the whole community.

The global community has shown incredible dedication in this effort which also demonstrates how the

multistakeholder model can work in practice.

Now, we just need to finalize work on improvements to ICANN accountability. We must not lessen our

efforts to reach this goal.

The task is not easy. Butitis worth it. Itis only by including and involving everyone, all interested parties,
that we can face and address the challenges of an ever interconnected and globalized world.

Thank you. Obrigado.

(applause).

>> MODERATOR: Thank you, Mr. Ansip. The next speaker is Her Excellency, Hlengiwe Buhle Mkhize,
Deputy Minister of Telecommunications and Postal Services, Department of Telecommunications and the
Postal Service of South Africa. Your Excellency, you have the floor.

>> HLENGIWE BUHLE MKHIZE: Program director, thank you very much. Firstly, I would like to thank
the host country, and the IGF Secretariat, for their excellent planning of this yeat's Internet Governance
Forum. As South Africa, we are extremely grateful to be part of this high level opening.
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Coming back to the topic, due to its multi-national scope and cross-cutting applications, ICTs have become a
critical tool for sustainable development, especially for developing countries, and I'm making special reference
also to Africa. We have seen how the Internet has changed people's lives and circumstances. Since the second
phase of WSIS, developing countries have made strides with access to the Internet. This is evident by the
increase of mobile penetration in the African continent and the mobile applications that have been developed
such as M-pesa. Having said that, as we move forward to the cognizance of the many challenges ahead of us,

some of the most vulnerable people especially in rural areas still do not have access.

This lack of access is underpinned by challenges of affordability, lack of relevant content, insufficient
infrastructure, especially in areas that are not economically active, the rise in Cybercrime and lack of trust in the

online environment.

As governments, it is important to ensure that people have affordable access to the Internet, and that their

policies developed, create an enabling environment.

In South Africa in particular, we are in the process of implementing South Africa Connect, which in part
addresses broadband rollout in rural areas, and also take into account the whole ecosystem, ensuring that there

is relevant content, skills development, digital opportunities, to mention but a few.

This is an inclusive agenda, with clear targets for 2020 and 2030. Significant strides are being made in
enhancing the education and awareness of our users in line with Government's commitment to ensure that our
people are safe and they feel safe. Within the multi-lateral fora we are searching cooperation with African
union and Briggs partners through existing mechanisms. South Africa is of the view that there is a void

created by the lack of an international instrument dealing with Cybersecurity and Cybercrime.

The Budapest convention and the AU convention on Cybersecurity have their merits and can be utilized to

elaborate an effective international instrument that can be accessed and owned equally by member states.

South Africa supports the WSIS vision of creating a program centered inclusive and development oriented

information society, and has embraced it as an available tool to bring up economic information.

We developed an information society and development plan in 2007, to provide a national roadmap for the
attainment of the WSIS action lines. The objective is to realize an information infrastructure that will meet the
needs of citizens, business and the private sector, providing access to the wide range of services required for

effective social and economic participation.

In line with the WSIS vision, ICTSs are now a key component in the national development plan and vision
2030. In preparation for the 10th year reviews, South Africa is to report on its achievements of the WSIS
outcomes to reflect on progress made, and contemplate on future goals and opportunities arising from new

technologies.

Looking ahead to the review in December, South Africa would like to see more emphasis on privatization of
Africa and other developing countries, capacity-building, and investment in backbone infrastructure to drive
economic development, improved quality of access, addressing ICT illiteracy, education and innovation,
bridging the gender and digital gap between and within countries.

Further to this, the outcome document should be aligned to the 2030 agenda as ICT's underpins the
achievement of all 17 SDGs.

Equally so, South Africa is committed to sustainable development by implementing economic transformation
to ensure that the youth meaningfully participate in the economy through job creation in the ICT sector. We
see human capital development as a key factor in fostering inclusion. South Africa would like to thank the
Brazilian Government and the IGF Secretariat for convening this meeting as it brings together all critical
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stakeholders in the Internet community, each with their own valuable contribution to take the discussions

forward.

We believe that we all have a role to play in line with the roles and responsibilities contained in the Tunis
Agenda. Obrigada.

(applause).

>> MODERATOR: Thank you. The next speaker on my list is Mr. Hossam Elgahmal, Board Member and
Treasurer, Africa Information and Communication Technologies Alliance, AfiCTA.

You have the floor.

>> HOSSAM ELGAHMAL: Distinguished guests, I'd like to begin by thanking our host, Brazil, for their
warm welcome and to IGF Secretariat, and UN DESA, and to many stakeholders for their invaluable part in

the preparation of this yeat's Forum on Internet Governance.

My name is Hossam Elgahmal. I am a Egyptian entrepreneur, who founded several ICT SMEs, and I'm also a
board member of the African ICT alliance, that gathers the business community from over 20 African
countries. I am on the IGF MAG, and I am part of the leadership of business action to support information
society, an initiative led by the International Chamber of Commerce, known as ICC BASIS.

I'm pleased to have this opportunity to share my perspective as a SME and as an entrepreneur from a

developing country.

Rapid changes in ICTs and Internet connectivity have made it possible for SMEs with minimal infrastructure

investment to scale up and to trade across borders, entering the global economy.

The kinds of connectivity benefits for SMEs include, reaching customers and diversifying markets, accessing
timely market information, creating new opportunities and means to innovate, bringing more women
entrepreneurs into the marketplace, realizing agility and responsiveness to market vulnerabilities,

crowdsourcing ideas and funds for specific projects, and access to Internet and mobile banking services.

In short, ICT's and the Internet are helping SMEs around the world to become more productive and more

commercially competitive than ever before.

And this is of great benefit to all the society. Still more needs to be done from a policy perspective to ensure

better access that is competitive, stable and secure.

Micro, small and medium-sized enterprises are vectors for job creation, particularly for women and for
youth. And because 90 percent of all companies around the wotld are SMEs, and 60 petcent of all the world's
employees are employed by SMEs, more must be done to engage SME community, particularly in developing

economies.

Every effort should also be made to enhance the capacity of women to access and use the Internet. According
to one study, enabling Internet access to another 150 million women and gitls has a potential to open up a

market opportunity between 50 and $70 billion, that would support developing economies.

Bringing the next billion online to benefit from the information society requires, among other things, policy
support for swifter access, reducing ICT investment risks, enhancing capacity building, facilitating local

business innovation, encouraging local content creation, and strengthening institutional capacities.

Also international multistakeholder policies support is necessary and required to address Cybersecurity and

privacy, to maintain a stable, secure and trusted Internet.

There are many great stories to tell about the potential of the Internet and how it has changed lives of people

in developing countries.
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We can speak of health and the mobile applications saving lives from epidemic diseases in Nigeria, or the
telemedicine local solutions providing consultations and diagnoses improving cate to patients in remote
underdeveloped areas in Egypt. We can speak of education, and examples of local eLearning platforms and
content made available to bridge the knowledge gap and improve equality through access for the least
developed regions.

The Internet enables also funding alternatives such as crowdsourcing for innovative solutions, and creating an

advanced and healthy ecosystem for young entrepreneurs.
Much has been achieved to date, but there is certainly more to do ahead to connect the next billion and more.

The IGF is so meaningful to the business community, including SMEs. At this Forum we have a unique
opportunity to engage in a candid and constructive discussion with governments, the technical community,

academics and Civil Society, all contributing valuable perspective.

This method of dynamic and substantive exchange must be safeguarded so that every stakeholder, including

small business, can further harvest the benefits of connected ICTs.

At this crucial juncture in the history of the IGF we must encourage effort to bring Internet access to all global
citizens improving cultural diversity, expanding local content and developing tools that promote access for

those with disadvantages.

Getting more SMEs and start-ups from developing countries engaged would certainly give opportunity to
discuss challenges firsthand, as well as local industry success stories. This will help to better shape policies to

enable the information society in developing countries and to achieve the Sustainable Development Goals.

I very much look forward to working with all of you to advance on this important topic and I wish you a most

enriching IGF, and thank you again for this opportunity to address you today. Thank you.

(applause).
>> MODERATOR: Thank you. The next speaker is Mr. Shola Taylor, Secretary-General, the

Commonwealth Telecommunications Organisation. Mr. Taylor, you have the floor.

>> SHOLA TAYLOR: Your Excellencies, all protocols do accept, let me first of all thank the present

Government and IGF Secretariat for this excellent arrangement.

I also would like to congratulate the 73 young Brazilians who are participating at this event, for being lucky to

be part of the future of the Internet.

Your Excellencies, just last year in March, the Commonwealth ICT ministers gave a mandate to the
Commonwealth Telecommunications Organisation to ensute a constructive engagement on global ICT
agenda. Just last week in Geneva, the CTU led a constructive engagement with other members of the global

community, to ensure that spectrum, additional spectrum is allocated to services on an equal basis.

When the ministers met last year, Commonwealth ministers, they decided on a number of principles which
they would support, they recognized and appreciate the central role which cyberspace plays in facilitating
development and promoting linkages amongst people, communities and cultures. They expressed their
willingness to subscribe to the openness, decentralized and distributed nature of the cyberspace which
empowers the individual, fosters innovation, and also ensure that it empowers everyone that is involved in the
Internet. Bound by a set of common values, the Commonwealth is to set an example of a complex collection

of people, ideals and cultures, working together in harmony.

In recognition and in pursuance of the ministers' mandates the ministers adopted four principles which will

guide cyber governance. They are as follows. 1, we contribute to a safe and effective global cyberspace. 2, our
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actions in cyberspace supports broader economic and social developments. 3, we act individually and

collectively to tackle Cybercrime. 4, we each exercise our rights and meets our responsibilities in cyberspace.

Today, this model provides useful guidance to Commonwealth countries, in certain practical action. We also
note that enjoyment of the benefits of cyberspace relies upon its safety, security, and resilience. It is highly
concerning to see the cyberspace being used today as a vehicle for crime. However, the necessary security
measures to tackle these challenges may be intentioned with the very features that have made cyberspace a

Success.

It is definitely important to determine an equitable balance, and this is shared, this is based on the shared
common values. This, these are the values upon which the, cornerstone upon which the Commonwealth
based its values. As a result of that, the city has built the cyber Commonwealth approach to

develop Cybersecurity strategies on a national basis. And this serves as a model not only to Commonwealth

countries but also nonmembers.

I'm delighted to inform you that this model is being used to develop national Cybersecurity strategies, in

Botswana and Cameroon and Fiji and Uganda.

As we head towards Commonwealth heads of Government meeting next month, towards this month in Malta,
we look back at a period of highly constructive engagement with the globalized community. Itis pertinent to
note that the theme of the Commonwealth heads of state meeting is adding global value. CTU is proud to
have been about providing values to the whole spectrum of ICTs including cyberspace. It's encouraging to
note the recently adopted Sustainable Development Goals, recognizing the potential of cyberspace by setting
the specific goal to provide affordable access to the Internet in least developed countries by the year 2020.

Working together in partnership, with respect and value of all stakeholders regardless of their size, appreciating
their strengths, I'm certain that cyberspace will continue to grow as a platform to bring people together and as

a tool for social, economic development.

The past has been exciting, but the future will be more exciting. I'd like to conclude my statement with a quote
from George Bernard Shaw's Methusulah, you see things and you say why. But I dream things that never was
and I say, why not.

Today, let's ask ourselves why not. Thank you, Obrigado.

(applause).

>> MODERATOR: Thank you, Mr. Taylor. Our next speaker is Mr. Fadi Chehade, CEO of the Internet
Corporation for Assigned Names and Numbers, ICANN. You have the floor.

>> FADI CHEHADE: Minister Virgilio Almeida, Secretary Chengetai Masango and Mr. Koulov, thank

you. Ladies and gentlemen, I've said before that cyberspace is dead, because there is no such thing now as
cyberspace. All space is now cyber. Everything. The Internet is like a powerful river that has permeated every
aspect of life and every aspect of the economy. And like a powerful river, we may all try to govern it as we use

that wonderful word, govern it. But governing a river is difficult. A river is powerful.

It can be maybe constrained. You could put walls, you could put dams, you could put bridges, you could put

tunnels, you could come up with agreements on how to share it. But you cannot stop a river.

The Internet today is such a powerful river. Now, we are here at the Internet Governance Forum because one
of the things we ate trying to figure out is how to govern that powerful resource. And let me tell you that it is

not easy right now.

Let me divide the governance of this powerful resource into two parts. One part is about how the Internet
works. Let's call it the technical part. And one part about governing what runs on the Internet. And when it
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comes to the technical part, I think things are pretty much coming into order. Most of the world sees the
various organizations, whether it's the IETF or the ITU or the regional Internet registries or ICANN, IANA,
all these functions as working relatively well.

Yes, we need to improve the accountability. Yes, we need to make ICANN independent with its
functions. All of this is in the works. I can assure you that this program certainly to make ICANN
independent and make it strong and accountable is on track and should be done next year.

But now, we move to what is on the Internet, and that has nothing to do with what ICANN, the IETT and

these organizations do day in and day out.

Who will govern that? Who will decide on the many issues on running things on the Internet? Where will
these mechanisms be built? What organizations will be needed? How will we do it and include governments,

businesses, users, Civil Society and everyone? How do we do that?
It's not simple.

If you think it's been hard to get the technical part of the Internet governed, I can assure you that the
challenges ahead are even bigger, because the issues of Cybersecurity, child protection, trade, taxation, and the

list is long. In fact there is 90 of them exactly, are not simple to manage.
What will it take? How do we get there?

I believe that it will take public/private partnerships. It will take multistakeholder involvement, and it will take
more than anything, trust. We need to build trust, because without trust, we will not be able to build together a
safe Internet for everyone. Today there is a lack of trust. In fact, all the studies are showing that the
confidence and trust in the digital space is going down. Why is it going down? Because it's not clear who is in
charge, it is not clear what policies are affecting people, privacy issues, security issues are growing, and if we

don't catch this early, we will start our digital century with a lack of trust.
We are here at the IGF to build trust.

This is a hopeful place. Here, in this room, we have governance, we have private sector, Civil Society and
technical people working together to build trust. We need the IGF and we need spaces like the IGF to
continue building this trust. So from this will rise the mechanisms, the rules, the institutions, whatever it takes,
so that we can govern what is on the Internet as well as we have governed what is in the Internet. I wish us all
luck. Build trust. Reach out across the aisle. Talk to people that you normally don't talk to. But we are all
here together, no decisions need to be made. But trust should be built right here.

>> MODERATOR: the next speaker is Joana Varon Ferraz.

>>JOANA VARON FERRAZ: Hello. All protocols have been addressed. I would like to extend my general
greetings for all the patticipants, and cotrect my affiliation. I'm actually researcher and human rights advocate,
and founder director of Coding Rights which is a female organization focused in advancing the enforcement of
human rights in the digital world by integrating usages and understandings of technology into policymaking
process.

I have to say a few weeks ago, we wete surprised by a E-mail saying that I've been nominated by my colleagues
for this Opening Session. When I got the news, the first thing that crossed my mind were memories from
when I attended my first IGF back in 2007, here in Brazil, in Rio de Janeiro.

It was just nine years ago, but as much as I changed, I got some trust from Civil Society colleagues that
nominated me to be here today, the Internet has also changed a lot. And we have great innovations, more
people connected, indeed, different kind of smart devices, but I'm concerned. The Internet was built with the
core value of connectivity to be open, interoperable.
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But our Internet is becoming more and more centralized, sometimes, by the action of governments, but mostly
by market powers. That aspect poses problems to those core values that were originally embedded in the
architecture of the Internet poses problems, protection and promotion of human rights, and also represents

challenges to the Internet Governance processes.

Particularly concerning, how we address our endless search for the beloved utopia of a Democratic

multistakeholder participation.

Mostly considering this from the mental power imbalances within the various stakeholder groups, some
concerns, human rights and from the mental technical values for the Internet architecture, like end-to-end
interoperability, confidentiality and many others are being solved, in this progressively more centralized

Internet, coined by profit and control.

I give some examples of such centralization trends. In terms of connectivity, for instance, at least in
developing countries or emerging economies, connectivities are still centralized in the hands of very few
telecommunication companies. We need to discuss alternatives to this such as public regime for Internet
services, discuss free spectrum, usage of cognitive radios. We have technologies for that. And I was glad that

there was a particular plenary addressing this issue in this edition of IGF already.

Furthermore, we need to understand that Zero-Rating practices are not the solution to the digital
divide. There are people, particularly from developing countries, that practically only access one service and
think it's Internet.

Imagine if this petception would escalate. So, please let's not sell donkeys pretending they are horses. Internet

org is not Internet, free basics is not free; we are paying for it.

It is more like --

(applause).
It's more like you ate basically getting free of your rights, the right to access global and free Internet.

So, we not only need open connectivity. We also really need implementable net neutrality. And in particular
the representatives, Brazilian Government representatives that are here, I'd like to ask for them to please
consider that there is a urgency to have a regulation of Marco Civil that decree that hopefully would set the

tone about that.

Marco Civil was an example in terms of process and content worldwide, but without regulation, it is in danger,

mostly by market practices.

Another example of decentralization is related to freedom of expression and privacy. As Special Rapporteur
David Kaye said today and I find appealing, while we are reading a newspaper, the newspapers today, the
newspapers is also reading us. All this data, data, our digital shadow, our powerful tool, that can be used
against us, either by framing us, framing our will, or to be used for pressure or clashing groups of descent.

So while we have never been more connected, we have also never been so exposed as in the digital world, and
pervasive surveillance, weak enforcement for data protection or discourse of Cybersecurity and terrorism does
not make the perspectives very good. We need strong and enforceable data protection views, and here I call
attention again to the situation in Brazil, we need to deliver our data protection bill. There was a result of a
public consultation to the legislative, they have to approve as soon as possible so we have coherence with

national and international agenda in the protection of digital rights or privacy rights.

We also need to understand and ensure that encryption and anonymity can and should be preserved. We need

to solve jurisdictional conflicts to ensure that protection of freedom of expression and privacy are not
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dependent on companies. We need to move forward with transparent and accountable IANA transition

towards a global system.

And beyond policy approaches to human rights, we need to inform these principles for the development of
technology. Technology is not neutral. We need to consider that what does it mean to have human rights

considerations for standards and protocols.
We need to foster free software; as it has been said in sessions here, if we cannot see, we cannot trust it.

We need to work more closely to technical community to understand or at least expose the implications about
what they do, and human rights.

Finally, we need more women and more diversity within those who develop technologies.

(applause).

And create policies for technologies. This imbalance is already very expressive in this Opening Session, in

which you can count four women.

So to wrap my points, all this list of issues that can be developed further and further represent the challenges
that are incteasing, to protect and promote human rights and the core values of the architecture of the Internet

in face of decentralization.

My final consideration for us to have in mind is, what is the Internet Governance system that can address all
this? What is the role of IGF facing these issues?

IGF is indeed a unique space for multistakeholder dialogue. But we need to fulfill them in data of IGF as
provided in the Tunis Agenda. We are currently in the process of reviewing the WSIS+10, where this issue can
be addressed.

But the renewal of IGF cannot be used as a maintenance of the status quo, in which the Internet Governance
ecosystem remains the same. No one can solve the issues that I have raised so far. The Internet that we were

discussing during WSIS process in 2003 and 5, and later on here in Brazil, in IGF 2017, is not the same.

The challenges to maintaining a free, open and decentralized network have never been bigger, and the solution
is related to access, whether the institutional arrangements that we built are able to protect and promote human

rights, and enable us to maintain technical values that inspire the creation of the Internet.

I hope in these days to come, we can discuss this and other issues further, with all the reasons they require but
not only discuss really, let us also protest freely. This is also political space. I've been looking and saw some
Civil Society representatives are being harassed and taken out of the venue due to attempt of silent protest

around free basics. Itis a bit unacceptable in a context in which we are discussing free speech.

So please, let's let people who cannot be on the stage also symbolically express their key questions regarding
the future of Internet in front of high level panels like this.

I hope this issue can be solved quickly.

Finally, let us also use this space to think what institutional arrangements are needed to move forward beyond
the status quo, in order to reverse the strength of centralization of the Internet. Let us try to put at least many
of the beautiful words that were said here and look good in paper, in practice, towards a real people-centered,

open, free, global and inclusive Internet.

Thank you so much.

(applause).
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>> MODERATOR: Thank you. Our next speaker is Mr. Lawrence Strickling, Assistant Secretary for
Communications and Information and Administrator of the National Telecommunications and Information

Administration, of the United States Department of Commerce.
You have the floor.

>> LAWRENCE STRICKLING: Thank you. At the outset, I want to congratulate our host nation, Brazil, as
the first country to have hosted two meetings of the Internet Governance Forum. I think it is fitting that
Brazil with its strong tradition of supporting multistakeholder Internet Governance be the first country to earn
this honor.

Over the past ten years, the IGF has proven itself to be an indispensable platform for addressing Internet
issues. Each year I look forward to attending the IGF and meeting with this very diverse collection of
stakeholders to tackle the challenges facing the Internet. This year I am pleased to see important innovations
in the IGF intersessional work on items such as the best practices forums, and the IGF policy options
document on connecting the next billion to the Internet. These and other innovations will definitely enrich

our convetsations this week.

As we mark the ten-year anniversaties of WSIS and the IGF, it's important to take stock of where we have

come, and the challenges ahead.

There is much to celebrate in how the Internet has evolved into a platform for global economic growth,
innovation and free speech. The open Internet is helping the economies and societies of both developed and
developing nations. Not only has it created a dynamic and growing digital economy it has transformed just

about every facet of our day-to-day lives.

Every one of us has a stake in ensuring the continued growth, job formation and wealth creation that an open
Internet brings. In the United States we attribute that success in large part to the bottom-up multistakeholder
approach to resolving technical and policy challenges facing the Internet. This is why we are such strong

supporters of the IGF, one of the preeminent international examples of this approach, and have called for an

extension of the IGF that is consistent with its original mandate.

We are pleased that so many countries have echoed this call, and if collectively we continue to support
multistakeholder Internet Governance, if we make it more inclusive of developing countries and more

responsive to all stakeholders, then we can truly achieve the information society we envisioned ten years ago.

In the United States we are committed to multistakeholder Internet Governance as convincingly evidenced by
our announcement in March of 2014 that the U.S. Government would transition its historical stewardship role
over the Internet Domain Name System to the global multistakeholder community. Since that time the
response from the community of technical experts, academics, Civil Society and industry has been nothing

short of inspiring.

Over the past year and a half stakeholders have worked hundreds of hours to complete a transition proposal
that meets the criteria we have outlined and we are hopeful that working groups will complete their work in the

coming weeks.

This work has been tiring, sometimes contentious and perhaps exasperating. It's no doubt not an easy task,
but it is an important one. And all of us should appreciate the effort and level of commitment demonstrated
by all of the participants in the process. Most importantly, this process is working. I am confident it will be
successful and it will be a testament to the strength of the multistakeholder process when the transition is

completed.

But even with the growth of international support for multistakeholder governance, there is continued cause

for concern. Freedom House's newest report on Internet freedom finds Internet freedom around the world is
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in decline for a fifth consecutive year. More governments are censoring information from their citizens in

attempting to put up barriers to the open Internet within their borders.

The growth of sophisticated malware and other Cybersecurity threats, the need to protect the privacy of
Internet users and the online theft of intellectual propetty on line have challenged Government's ability to
balance important interests with the equally important need for openness. Governments increasingly feel
compelled to do something they see as meaningful to protect their citizens and their businesses from these

threats.

But regrettably in their attempts to do something, governments sometimes rush to put up digital walls between
their countries and the rest of the world, between their citizens and people abroad, and in recent years we have
seen governments institute data localization laws as well as limitations on data storage and data

transfer. Historically, these kinds of restrictive policies have tended to be pursued by authoritarian
governments that want to try to control information and monitor the activities of their citizens but in recent

years, even Democratic countries have considered restrictions on data flows.

Such proposals do far more harm than good. Restricting data flows and competition between firms increased
costs for Internet users in businesses, retard technological innovation. This may seem like common sense to
us in this room but it is not accepted by everyone, and that is why it is imperative that we continue
multistakeholder venues like the IGF. They allow us as representatives of diverse stakeholder communities to
come together to offer our unique perspectives and to work through our difficult problems and make a case

for policies and practices that encourage the development of an open and innovative Internet.

In closing I urge all nations to step up and support of the free and open Internet and the multistakeholder
process that has led to its success. If we want to maintain a vibrant and growing Internet, we must all take

action to assure that the multistakeholder approach continues to define the future of Internet Governance.

Thank you for listening.

(applause).
>> MODERATOR: Thank you. The next speaker on my list is His Excellency Hasanul Haq Inu, Minister of

Information, Ministry of Information of Bangladesh. Your Excellency, you have the floor.

>> HASANUL HAQ INU: Thank you very much. Good afternoon to you all, the Chair, Virgilio Almeida,
the secretary of the IGF, Mr. Chengetai Masango and ministers, dignitaries, private sectors. Today I'm here in
this IGF. I have been here several times. At this time it is a unique one, because a decision is going to be taken
about the future of IGF. All the speakers by now have said that IGF should continue. I on behalf of
Bangladesh support the idea that IGF should continue.

I greet you on behalf of 160 million in Bangladesh who are using mobiles, 120 million people are using mobiles
and 46 million people are using Internet. I don't want to go to the details of this digitization process in
Bangladesh. Ladies and gentlemen, today, in 1992 I was attending the summit of international in Rio de

Janeiro where sustainable development was floated and agenda 21 was adopted.

To set the social and planetary boundaries of the world, over the years there is a parallel shift and the concept
of development is put forward to strengthen the concept of sustainable development. Then when the world
took the ICT evolution, the concept of digital development came to the forefront, because ICT became an
enabling technology, and can be applied in all sectors of political and economic life, and also can be used to

enhance the process of adaptation and mitigation to climate change.

Now, if we want to achieve sustainability, then we have to link the whole development process within

development and also be linked with the digital development. Ladies and gentlemen, Internet has become still

70



a policy of inclusion is not totally followed, and there exists a democracy deficit in the governance of

Internet. That is a problem of empowering sustainable development.

Another problem is that the issue of sustainable and green development is being addressed, but the world has
not yet developed a common approach, so still the social and planetary boundaries of the world are under

threat from climate change phenomenon.

Another problem exists in the economic and political process of the countries. The policy of inclusion is not
yet practiced totally across the world. Ladies and gentlemen, so at the end of 2015, the world is still bogged
down with three literacies language in information in ICT and there exists a digital divide, gender divide,

disadvantage and advantage divide, urban and rural divide, economic divide.

Cyber criminals are chattering cyber press and cyberspace seems to be militarized. Affordability, accessibility is
still a problem. The challenge of the world is to connect the unconnected, and for that we will have to address
and welcome the carry over problems of 2015 and then empowering sustainable development can be achieved
by 2030. But the magic tool is Internet and policy of inclusion. Ladies and gentlemen, NETMundial

multistakeholder statement on development states that all people have a right to development and Internet has
a vital role to play in helping to achieve the full realization of internationally agreed SDGs. It is a vital tool for

giving people living in poverty the means to participate in development process.

Having said that, ladies and gentlemen, Internet helps empowerment of people, that paves the path towards a
inclusive policy which is a precondition for sustainable development process. Let this Forum take the lead in

ensuring secure, trustworthy, economy friendly, inclusive, diversified, right based and open Internet for all.

UN has already chartered the roadmap of to 2030, we to follow by adopting policies that helps in fostering
sustainable development. For that we have one option, the policy of exclusion shall have to be abandoned,
and we should follow the policy of inclusion, policy of inclusion for Internet Governance, for political
governance, for economic process, for social empowerment, for global political management, for the policy of
inclusion, to succeed we need to say no to militarization. To conclude let us agree to hold a umbrella of a
global Cybersecurity treaty, and under that umbrella, let us agree to a roadmap, multistakeholder governance of
Internet, two, common approach for climate change, three, to follow participatory economic model at the
national level, four, agreed to the right of freedom, right to Internet, yes to human rights, no to

Cybercrime. Five, ensure accessibility and affordability to technology, harmonize ICTs with SDGs.

Let me conclude by saying the challenge of the day is not technological or financial. The challenge of the day
is to have the necessary political will, so it is a matter of political decision. I hope we will rise to the occasion
to take the politicalization on the policy of inclusion for our mother earth and for our children to develop the
policy of inclusion, Bangladesh supports the continuous of IGF.

There are only two mistakes one can make along the road to truth: Not going all the way, and not

starting. We have already started. So let us go all the way to 2030.

Thank you very much.

(applause).
>> MODERATOR: Thank you, Your Excellency. Our next speaker is Mr. Malcolm Johnson, Deputy

Secretary General of International Telecommunication Union, the ITU. Mzr. Johnson, you have the floor.

>> MALCOLM JOHNSON: Thank you very much. Excellencies, distinguished colleagues, ladies and
gentlemen, it's a great pleasure to be here at the Opening Session of the 10th IGF. Many thanks to Brazil for
hosting this meeting in this beautiful part of the country. And congratulations to my colleagues in UN DESA

for their excellent work in organizing this meeting.
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This is a significant year with the adoption of the Sustainable Development Goals, the SDGs, and the review
of the WSIS process. It's clear that ICTs and the Internet in particular are essential for the implementation of
the SDGs.

I was very pleased that ICANN and the Internet Society joined ITU in a series of events recently to drive
home this message. ITU plays its part in bringing the benefits of secure and trustworthy ICTs to all through
the global coordination of the spectrum and the satellite orbits, through the adoption of international technical
standards, and developmental support and providing a platform for convening policy dialogue. Approximately
85 percent of international traffic runs over fiberoptic cables complying to I'TU standards, and the critical
access to the Internet is from modems is based on ITU standards.

We have recently in ITU adopted a new standard called G.fast which provides up to one gigabits over the
traditional telephone copper lines.

Currently in Geneva we are hosting the ITU World Radio Communication conference. This is reviewing the
international treaty on the spectrum and satellite orbits and the main objective is to harmonize the use of the

spectrum, so that it increases and provides for interoperability, and reduces cost through economies of scale.

These are highly complex and technical conferences and we have over 3,000 delegates there in Geneva from
160 countries, representing a multitude of stakeholders. With a tradition of striving for consensus through

compromise, these conferences have proved to be successful. I'm sure this WRC will be equally successful.

One of the main items on the wide ranging agenda for the conference is the provision of more spectrum for

mobile communications in the future.

There are now more mobile phone subscriptions than there are people in the world. And with mobile
broadband penetration now reaching 32 percent compared to just 10 percent by fixed, radio spectrum is vital

to extend Internet access to the four billion people still off-line.

This is particularly important in the developing world, where mobile broadband penetration rates are just

21 percent compared to 84 percent in developed counttries.

Connecting the unconnected is the core of ITU's mission. And at last year's I'TU Plenipotentiary Conference,
the connect 2020 agenda for global telecommunications ICT development was adopted, setting out ambitious

goals as well as measurable targets, including bringing the next 1.5 billion people online by 2020.

Achieving these goals will only be possible through the concerted efforts of everyone, and I1'd like to invite you
to join us at a workshop on the connect 2020 agenda on day 4, where we can discuss how we can all work
together to bring the power of ICTs, especially the Internet to everyone, wherever they live, regardless of their

income, gender or disability.

One of ITU's goals is to encourage innovation and entrepreneurship. Many national governments have taken
initiatives such as innovation hubs to encourage this, but a huge gap remains in skills, funding, tools, and
knowledge. To help bridge the gap, I'TU together with eight other organizations has launched an initiative to
support and promote small and medium enterprises, in particular those in emerging markets and with social
impact.

In ITU, an open Forum was held this morning on this initiative. I would like to encourage you all to join us in

this effort.

This is the 150th anniversary of the ITU. Our history shows that progress can only be achieved through
collaboration. In the case of ITU's membership, 193 member states, over 700 private sector entities, 100
universities and Civil Society, all working together on an increasingly diverse range of issues. With ICT's
becoming pervasive in all walks of life and business, I'TU membership is attracting many new players, and we
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are constantly increasing our collaboration with a wide range of organizations and making I'TU more accessible,

open and transparent.

A new low membership fee for universities proved particularly successful and we hope to be soon introducing
a similar low fee for small and medium enterprises and nonprofit making bodies.

Good collaboration with the Internet community is essential for I'TU to meet its goals, and we hope that these

developments will facilitate this collaboration.

There is no single entity that can alone address all the challenges that the ICT sector is facing. These are

complex global issues requiring global dialogue, cooperation and collaboration.

It is imperative that we all work together, and I'TU is ready and willing to do so. Thank you for your

attention. I wish you a very enjoyable and productive IGF.

Thank you.

(applause).
>> MODERATOR: Thank you, Mr. Johnson. The next speaker is Mr. Vint Cerf, Vice President and Chief

Internet Evangelist of Google, Incorporated. You have the floor.

>> VINT CERF: Mr. Chairman, Excellencies, ladies and gentlemen, those of you who are still left in the room

anyway, I am very grateful for an opportunity to address you briefly.

First of all, I have to say that when Bob Khan and I started designing Internet 40 years ago we did not imagine
the IGF, and certainly did not imagine the level of global attention that this architecture was going to stimulate.

I'm an engineer. I'm going to look at this from the engineering point of view. Our job is to connect the next
billions on the network, and from the technological point of view we appear to be making some good
progress. For example, what we want, what the theme as you heard repeatedly over and over again is an open,

accessible affordable and fully connected Internet for all. That's our target.

On the technology side, we have new lower cost, higher speed, fixed and mobile access technologies. Outside
this building, I hope you will visit a tent that is labeled, O3B for other three billion, that is a satellite system that
went into operation a couple of years ago. It's delivering 400 megabits on the down link and a hundred

megabits on the up link. There is wi-fi there available. Please try it out.

You will see what is possible to deliver high-speed service anywhere in the world, 40 degrees north and south
of the equator.

Google has its own fantasies. We are putting balloons up at 60,000 feet and we intend to let them cycle around
the world at the same latitude and deliver high-speed Internet service. There are drones available, there are
people working on small sats. There are new terrestrial unreceived fiber cables going into operation and there
is LTE and 5G in the mobile wotld.

We have more than a handful of new technologies to try to achieve that objective of a fully connected widely

accessible Internet.

However, we have some other work to do. One of them is to make sure that the IP version 6 part of the
Internet is implemented everywhere. We are going to need it because the Internet of things demands it, and
the population of the Internet demands it.

I think we have also discovered how important this inclusive multistakeholder policy formulation process

is. We especially need to bring the developing world into this conversation more fully than it has been before.
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I think you would all agree that all the speakers in the preceding me would agree that another target for us is
the provision of safety or provision for safety, security and privacy for all users, so as to enhance the trust in
the use of the Internet. The word "trust" has come up repeatedly in this conversation and in others. I assure

you that this has to be one of our most important targets.

Finally, after talking about all this technology and everything else, I think it's important that we recognize that
there are other elements of infrastructure that have to be in place if we are going to be successful, not the least
of which is reliable provision of electrical power, increased education in the implementation, use and
application of the Internet, increased local content in local languages, and finally, other tools like open source

software that will enable more people to make use of the Internet as it continues to evolve.

Obrigado.

(applause).

>> MODERATOR: Thank you. Our next speaker is Kathryn Brown, President and CEO of Internet
Society. You have the floor.

>> KATHRYN BROWN: Good evening, everyone. I want to thank our wonderful Brazilian hosts and to the
IGF volunteers and Secretariat who have put together this wonderful meeting.

I'm with the Internet Society. We are a global organization with 112 volunteer chapters in 96 countries around
the world, 146 organizational members, and almost 80,000 members all who are dedicated to an open, global

open trusted Internet, everywhere for everyone.

The Internet has always been about the future, and the IGF has always been about the future. At its inception,
it was charged with organizing itself to think about how to think about this thing called the Internet. It was

going to be the future, one that was neither clear nor guaranteed.

For ten years, this Forum has been like a bazaar for ideas, for trading expetiences, for learning about the
implications of a global network of networks, that at first allowed us to communicate instantly across oceans

and continents, and have since evolved to do so much more.

We have come a very long way in finding common ground and learning how to learn from and share with each
other. Our best practices session widely attended today, I'm happy to say, are one of our most recent
innovations. We have heard in the past two days very good news, that the mandate of the IGF is likely to be

renewed for ten years.

So, again, we are tasked with thinking about the future. Today, we understand that the Internet has grown and
evolved to a global knowledge network. It is now a dynamic marketplace, and it is a service delivery network
that has no boundaries. Knowing what we now know, we have an extraordinary opportunity to use this
powerful tool to do what humankind has been struggling to do for ages, alleviate poverty, provide essential

human services and connect all parts of the global economies one with the many.

These achievable goals are only achievable if everyone everywhere has access to the Internet. Thus we believe
at the Internet Society and cleatly many speakers who spoke before me believe the same, that the imperative of

our time is to connect the unconnected, and to ensure that this open global Internet is safe and trusted.

The IGF has an important responsibility as the premier bottom-up cross community multistakeholder Forum,
to offer principled input into how we govern ourselves in this new world, a world that is changing once again.

As the Internet becomes essential to education, healthcare, transportation, banking and more, in every part of
the world, we must open the doors of our Forum to new stakeholders, to a different group of stakeholders,

with expanding expertise and passions.
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How do we use the Internet in medicine? In healthcare, across -- have healthcare delivery, in education, who
are those people who are going to help us think about how we do that? We must renew ourselves by
acknowledging and nurturing the next generation of IGF leaders. I want to thank you, Joana, for your remarks.

Let me point out that there are over a hundred women and men between the ages of 18 and 25, digital natives
from around the world and around this region, who are here at IGF now, as CGI and ISOC fellows. They are
here this week. Where are you guys? (applause) They are ready to bring new levels of energy to innovate,
build and use the Internet in ways that will shape their future. Ilook forward to important week. We should
celebrate our success. We should pat ourselves on the back for the work we have done in the last ten years.

And then, we should quickly turn to building the future. Thank you.

(applause).

>> MODERATOR: Thank you. The next speaker on my list is Mr. Joseph Cannataci, Special Rapporteur on
the right to privacy of the United Nations. You have the floor.

>> JOSEPH CANNATACI: Thank you very much. I'd like to first of all thank the Brazilian Government for
its invitation for me to be here. This is the first time that UN Special Rapporteur on privacy is speaking at IGF,
because it is the first time that there is a U.N. Special Rapporteur for privacy.

The good thing about speaking after so many other speakers who have spoken about how valuable IGF is,
means that I can agree with most of the speakers who have come before me, agree how valuable it is. And
then I can remember that I only have six minutes, and then I can focus on what some people have been asking

me, so what exactly are we going to do about the privacy that we seek to protect and promote?

In fact, there are a number of things which I can talk about. I can talk about the need to improve our
understanding of privacy across countries. I could talk about our need to improve existing legal instruments. 1

could talk about encouraging the use of technical means such as encryption to protect privacy.

But I would be talking in general, and here we are at the Internet Governance Forum, so I'd like to focus on

the Internet.

As we celebrate all that is good about IGF, we should I think remember that there was, there were some things
that IGF was not designed to do. I think that it's important to keep that in mind in order to see some of the
things that people on the Internet expect. By that, when we are talking about an Internet without borders,
many citizens today, users of the Internet, expect to find safeguards without borders. And added to that,
added to safeguards, they also expect to find remedies which go across borders.

And IGF is an ideal place to identify this in a multistakeholder environment. But I'd like to take you back ten
years quickly, to see just as IGF was being born, what two people, Jonathan Mathias and Milton Miller talked
about it, and thought about other parts of Internet Governance which we need to think about.

What they had to say ten years ago was this: Still, global governance must be based on authoritative
agreements among governments, and this is where I joined the Minister from Bangladesh in talking about for
example the value of agreements such as treaties. And I would make exactly the same kind of parallels that he

has drawn on international agreements about climate change.

Climate change agreements are difficult to achieve but we are still trying to do it anyway. What about
agreements about the Internet? Let me go back quickly to what Jonathan Mathias and Milton Miller
said. Authoritative agreements not only have to be legitimate, they have to be justiceable.

In international law, justiceable agreements are those that are included in conventions, legally binding
international treaties. Thus, if Internet Governance is to be obtained, it must be treaty-based. The treaties
must have universal adherence to be fully effective.
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The next part which I'm going to read out on what they said was written ten years ago, but I think you will
agree that it could have been yet written yesterday. We acknowledge the widespread reluctance of almost all
parties in this process to take up the burden of a new international convention. We realize that everyone is
looking for short cuts. We are convinced the shortcuts don't really exist and won't work. They will simply
defray the day of reckoning and prolong the current state of tension and lack of resolution of outstanding

governance problems.

Ladies and gentlemen, Your Excellencies, I put it to you, ten years down the line, the day of reckoning has
come. As other speakers have said, it's time to look towards the future. There ate many things we need to do

in the future and perhaps discussing the value of international agreements is one of them.

When we talk about international agreements, we don't necessarily mean one treaty. We could have more than
one treaty dealing, one part of one issue of the things that we need to fix on the Internet. But ultimately,
nothing can substitute international agreement between governments acting on the advice and in the spirit of

multistakeholder agreements.

This once again is where one echoes the vision of our colleague from Bangladesh who spoke about political
will. Political will is also largely what is required here in a very difficult environment. We should look forward
to IGF 2015 being a force for good by contributing to the discussions that can take place about Internet
Governance in the future, in such a way as identifying those means which can help take us forward in the
realistic way. Thank you very much for your attention, ladies and gentlemen. Ilook forward to the discussions

we are going to have this week and hopefully in the future editions of Internet Governance. Thank you.

(applause).
>> MODERATOR: Thank you. The next speaker on my list is Mr. David Kaye, Special Rapporteur on the

promotion and protection of the right to freedom of opinion and expressions of the United Nations. You

have the floor.

>> DAVID KAYE: Excellencies, Mr. Chair, participants, I'd like to begin by thanking the Government of
Brazil and the organizers of this 10N Internet Governance Forum and thanks also to you hardy souls out there
who are making it this far into the Opening Session, and thanks also to those who have preceded me on the

dais for your sharp insights.

It is an honor to address this Opening Session. As the Special Rapporteur on freedom of opinion and
expression, I enjoy mandate created by the United Nations Human Rights Council to gather information and
report to the UN and to governments on developments related to the freedom of opinion and expression,
whether highlighting challenges to freedom of opinion and expression or providing guidance on norms and

laws.

I want to begin in part where my predecessor, Mr. Joseph Cannataci, Special Rapporteur on privacy left off,
which is to talk about law. And I'll talk about existing law, existing treaty law.

First, of course, for nearly 70 years the Universal Declaration of Human Rights has guaranteed everyone under
article 19 the right to seek, receive and impart information and ideas of all kinds regardless of frontiers and
through any kind of media. For nearly 40 years, that same guarantee has been part of the global standard

under article 19 of the international covenant on civil and political rights.

These protections conceived at a time when radio and print dominated communication, nonetheless apply to

any media regardless of frontiers. They refer in effect to the Internet before it was even born.

In the years since the Internet has come to dominate communications wotldwide, resolutions of the Human

Rights Council and the General Assembly have repeated this foundational point that off-line rights apply
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online. To a certain extent we here should or we here should ensure that these protections apply in fact, not

merely in aspiration.

What are the challenges to freedom of expression online today? Let me begin by noting that international law,
indeed article 19 of the ICCPR acknowledges the responsibilities of states to protect the right to life, national
security, public order and health, and the rights of others. States may impose narrow restrictions on expression,
but only where provided by clear and pre-existing law and when strictly necessary and proportionate to achieve
a legitimate objective. Restrictions on holding an opinion by contrast may not be subject to any kind of

restriction.

The challenges, I don't have time to list them all, as I'm sure you know. But given our focus on governance I'd
like to highlight in brief the following five. First, challenges to the legal norm that article 19 freedoms apply,
quote, regardless of frontiers, end quote. This is indeed an unusual provision of human rights law,
emphasizing how the freedom of expressions a transboundary right. It is a challenge to traditional notions of
Government control of territorial space, but it is a provision to be celebrated and put at the very center of
Internet Governance, tying together people otherwise far removed from one another, in a chance to encourage

understanding and the sharing of knowledge.

Second, legal uncertainty. Who in this room can say what common rules apply in the corporate ICT sector
when it comes to freedom of opinion and expression? If you can, please see me afterwards. While diversity in
approaches and platforms is to be encouraged, I believe that the lack of legal certainty, substantive
jurisdictional, procedural, allows many around the world to perceive gaps in the application of human rights

law online.

Third, online surveillance, mass and targeted, pose a direct threat to the ability of the media, NGOs, academics
and activists to seek and receive information. Encryption and anonymity serve as protection, and they mainly
exist to empower individuals to browse, read, develop and share opinions and information without interference,
and they enable journalists, Civil Society organizations and many others to create the space necessary for

Democratic participation and accountability.

Fourth, there is the challenge of connecting the next four billion users. This is just as much a question of
governance as it is a question of resources, and I urge that we not merely seek connection, but connection

based on rights, true and full access, and protection.

Finally, an overriding challenge is censorship. Whether in the form of content filtering, throttling, take downs
of infrastructure, platforms, posts or tweets, or digital attacks on Civil Society organizations, censorship today
is rampant, and a viral threat to freedom of expression. Challenges in the physical world also exist

online. Attacks on those sharing information include attacks on print and broadcast journalists, but also
bloggers, those who post on social media, academics, shating research, activists and many others operating in

an online environment.

It is critical that we not consider those using relatively new media online as somehow subject to less protection
than provided by article 19 and understood to apply only to journalists.

Internet Governance must remain multistakeholder and take into account a vast array of interests, state and
nonstate. Human rights law recognizes and incorporates this principle. I urge all those working on
governance at the international, regional, national, and even local levels, to recall the basic human rights

principles that should be baked into governance going forward.

Thank you very much.

(applause).
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>> MODERATOR: Thank you. Our next speaker is Mr. Jean-Paul Philippot, President of the European
Broadcasting Union. You have the floor.

>> JEAN-PAUL PHILIPPOT: First of all, on behalf of World Broadcasting Union, I would like to warmly
thank our Brazilian host and the IGF organization for this important meeting.

To make a growing Internet sustainable, the answer to this question, quality representative of the broadcasting
and media world at the IGF, is that this goal can be reached not only through investment and through more
infrastructure, but also through education, some rules and content of, when you invest in new cars it is not
enough to invest in model vehicles but you need to train people to use it or to drive the machine, with older
person in cars, in order to do so. One of the ways is to use traditional media, radio and TV that still cover
more than 90 percent of the population, even in the most remote areas, and are the most trusted source of

information.

Media in Europe, after World War II, take part at the construction of inclusive, diverse and Democratic
society. Something similar could be imagined now when new billions of people arrive to the meeting with the

Internet without any preparation.

Radio and TV are the two most trusted sources of information. Independence, pluralism and diversity are
crucial for citizens and society. They are view of Democratic society, they are part of our common

remit. Protect user of Internet, children and privacy. Guarantee freedom of journalists and freedom of
expression. Guarantee for the journalists' capacity to investigate, are crucial to safeguard, trust media for the

society.

Coming back, to the form of a car, not only a rule is needed and a road, but you also need to think of the fuel
that moves the car. This fuel in 90 percent of the case is what you call content, and what we call movies, TV
programs, news, books; in other words, intellectual properties. The Internet Governance cannot intervene also
on that. Itis not a question of regulating pipelines, but also mainly to guarantee a fair treatment for other rides,

to produce, to ensure the financing of local production contents.

We need the same level playing field for all the actors of the digital ecosystem. The second answer to this
question comes from the combination of next billion users, with the concept of sustainable way. I urge
everyone -- yesterday, I heard many voices saying access to a reduced Internet is always better than

nothing. I'm not convinced of this simplistic assumptions.

The real value of the Internet is its openness, the ability of each individual to access whatever exists on the net
with the only limitation that derive from the respect of human rights. So offer access only to a portion of it,
it's a contradiction in terms. It will be denied to these latecomers, the same right, the first user, they enjoy
since the invention of the Internet. The right of the first Internet user has to remain the same as the last. As
Vint Cerf said yesterday, you can offer an access to Internet, restrict it in time or even in bandwidth, but you

cannot restrict what an individual could access or not, once they start to be connected.

Are we imagining a two class citizenship in the brave new Internet world? Is the concept of net neutrality or
open Internet a list to be reserved to the few, those that already have too much, or it's a human right that needs
to be preserved and guaranteed for all?

Several countries already adapt OR in the process to set up rules to guarantee net neutrality as a right for its
citizens. What about the rest of the world? In this approach, it brings me to the main reason why we are here,

governance of the Internet.

The arrival of the next billion makes even more urgent to start to be effective in governing the Internet. It's
complicated now to have common rules for three billion users. Let's imagine what we shall be at five or

six. The magnitude of problems and their complexity will proportionally increase.
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We need to seize this opportunity of renewal of the mandate of the IGF and to the WSIS at the UN General
Assembly next month to give acceleration of this process, all of us, including NETMundial initiative are going
to arrive to the conclusion in this next weeks and months, and so 2016 needs to become the turning point.

We are ready for it. I hope that at the next IGF, we shall meet finally to discuss all the concrete changes of
governance of Internet and not yet if it's good or bad to change one day in a far-away future.

Thank you very much.

(applause).

>> MODERATOR: Thank you. The next speaker and also our final speaker today is His Excellency Yasuo
Sakamoto, Vice Minister for Policy Coordination, Ministry of Internal Affairs and Communications of

Japan. Your Excellency, you have the floor.

>> YASUO SAKAMOTO: Thank you very much. Excellency, ladies and gentlemen, good afternoon. I'm
from the Ministry of Internal Affairs and Communication, Japan, Yasuo Sakamoto. IGF marks its 10th
anniversary this year. Japan values highly this Forum, since it has been an effective place where thousands of
stakeholders intensively having discussing and exchanging their views on timely Internet related issues,

including global issues such as global warming.

As was stated in last year's Forum, and recognize that this year's Forum is much more substantial than
before. For further improvement, it is important that IGF send its message worldwide, and show that

concrete and practical objective for them.

I welcome the Best Practice Forum established last year to show such output as they have surely improved
IGF.

I'm expecting that WSIS+10 overall review of this December will recognize the important role that IGF has
played by all stakeholders, and conclude to extend IGF for ten or 15 years with the current mandate.

I'd like to mention Internet Governance. When we think about Internet Governance, the most important
principle is to ensure the free flow of information across borders. Without the free flow of information, we
humans cannot achieve a sound, sustainable and global ICT society, even if the digital divide is resolved, and
Cybersecurity is ensured. In order to maximize the best from Internet globally, regionally or nationally,
public/private partnership and international cooperation are essential. The Internet consists of various
stakeholders who are playing their respective roles. ICT is a remarkable innovative field, a connected global

space that every human and thing is globally connected will be achieved ten years from now.

All human beings are going to enjoy the benefit of ICT innovation. Itis the private sector that has led these
innovations. We should reaffirm that ICT society of today could not have been achieved without contribution

from that private sector.

Consequently, the beneficial ICT society of the future could not be achieved without constructive contribution
from enterprises, academia and Civil Society. It is regrettable to hear dispute over the multistakeholder
approach which was concluded a decade ago.

Let us objectively evaluate the progress of the ICT society within this decade, including the activity of IGF.

Finally, I'd like to re-emphasize the importance of the multistakeholder approach, and propose to practically
implement its concept in a variety of fields. Japan has a variety of its best practices to share with international
society. All stakeholders in Japan will continue to constructively contribute to the international society, so that

we can understand each other on Internet-related issues.

Let's all of us here as multistakeholder work towards a truly globally connected society. Thank you very much

for your kind attention.
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(applause).
>> MODERATOR: Thank you. This brings our Opening Session to a close. I would like to ask the
coordinator of the Brazilian Internet Steering Committee, to close the meeting.

>> VIRGILIO ALMEIDA: Excellencies, distinguished experts, and delegates, ladies and gentlemen.

I would like to thank you, to thank our speakers for providing us insightful remarks about IGF achievements
in the last ten years and the challenges the Internet community will face in the future, and I'd like to thank
Mr. Chengetai Masango and Mr. Koulov for their work in organizing IGF 2015. T wish you all a very

successful meeting and a very pleasant stay in Joao Pessoa.

With this, I conclude the Opening Session of IGF 2015. We will resume tomorrow with our workshops and

sessions and many hours of friendly and mutual dialogue. Obrigado.

Internet Economy and Sustainable Development

The following are the outputs of the real-time captioning taken during the Tenth Annual Meeting of
the Internet Governance Forum (IGF) in Jodo Pessoa, Brazil, from 10 to 13 November 2015. Although
it is largely accurate, in some cases it may be incomplete or inaccurate due to inaudible passages or
transcription errors. It is posted as an aid to understanding the proceedings at the event, but should
not be treated as an authoritative record.

k3kk

>> Good morning. We are starting in a few minutes. Please sit down. (pause).

>> HENRIQUE FAULHABER: Good morning. Excellencies, ladies and gentlemen, we will now begin this

morning's main session on the important topic of Internet economy and Sustainable Development.

I welcome you all hete today, and I'm looking forward to out discussions. The value of ICTs and Internet to
social, economic and Sustainable Development are difficult, whether it's for infrastructure for economic and
social progress or in providing tools for programs, such as Government, health, finance and education. That
value has grown with time due to the vast improvements in technology, including new service like social media,

big data and cloud computing,

The Internet provides a platform for the growth of ICT and for an emerging digital economy in which

production, distribution, consumption depend on broadband networks and services.

Clearly, information communication technology is a critical enabler of Sustainable Development. While
attention needs to be paid to the Internet and to the Internet economy role in meeting information needs and
facilitating agriculture, health, education as well as diverse business activities, Internet economy in Brazil is very
strong. As a representative of ICT sector in cgi.br, I should mention the Brazilian companies to play a more
significant role in this field, not just as consumers of global ICT industry; in fact, we urge to strengthen our

position as a provider of solutions for Brazil and abroad.

I think our goal should shift to more participation in the global market of ICT products and services alliance
with other economies' aspiration, even between the developed nations. I hope this morning we will have an
important and interactive multistakeholder discussion addressing a number of policy questions pertaining to
these important and pressing challenges.

I'd now like to give the floor to assistant Secretary-General UN DESA, Mr. Lenni Montiel. Please, the floor is

yours.
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>> LENNI MONTIEL: Thank you, Mr. Chair. And good morning, good morning, ladies and
gentlemen. Allow me also to thank the moderators and the panel members for this great opportunity we have
this morning to discuss these very relevant and timely topics.

This main session is of a major importance to IGF 10, and definitely to the ongoing WSIS overall review by
the General Assembly. The results of this main session can provide a valuable input to the preparatory process
of the WSIS output document.

I want to highlight this point very much. For those who follow the WSIS overall review in New York at the
UN General Assembly, you know that if there is one subject on which there is an emerging consensus, it is this
consistent emphasis by member states and stakeholders on the close links between the WSIS follow-up and the
follow-up of the 2030 agenda, the follow-up on the implementation of the Sustainable Development, SDGs.

During the WSIS preparation so far, the role of ICT's and the Internet as an enabler of Sustainable
Development has been repeatedly emphasized by both developed and developing countries, by state -- by

governments and stakeholders alike.

I want to thank our Brazilian host for highlighting the relationships between the Internet economy and

Sustainable Development.

I think the contributions of the Internet economy to Sustainable Development are well documented. I will not

go into details here.

Indeed, more than a dozen UN entities, including UN DESA, ITU, UNESCO, UNCTAD and others have
worked together and developed a matrix linking specific WSIS actions, action lines to individual SDGs.

There is a very handy reference tool, and I strongly recommend colleagues to take a good look at it. Itis
available in the WSIS Web site. I'm quite confident that UN General Assembly will agree on specific steps to
link WSIS follow-up with SDG follow-up. At this point, let me take this opportunity to share a few personal

thoughts on the Internet economy and Sustainable Development.

First, I think we should take a more setious look on how to use the Internet as an engine for job creation, for
income generation, for economic growth, that is inclusive and equitable and for providing equal opportunities

to women and youth.

This is the unique power of the Internet economy, and its potential for fostering entrepreneurship is yet to be

fully tapped.

Right now, the Internet economy remains dominated by a few giants and by large economies. The question
here is, how can we extend this power to developing countries, LDCs, to Africa and more generalized

groups. This is in my view a central challenge.

Second, we need to do more to tap the potential of the Internet economy as a social and economic equalizer,
as a tool that encourages and fosters education, cultural development and that provides a digital space for our

rich diverse realizations to flourish.

Right now, the Internet content is dominated by a few languages, and there is a serious lack of local
content. The negative impacts on learning, education, knowledge sharing, and ultimately on preparing the
youth for future employment are far-reaching and widespread.

This is of course part of the digital divide that we will be addressing in another session. But I want to highlight
this here. If we do not breach this digital divide, there will be no true globalizing Internet economy, and there
will be no contribution of Internet economy to Sustainable Development in the democratizing way that has

been associated with the Internet.

If that will be the case, then we will continue seeing an Internet economy for some, and not for all.
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Let me conclude by underscoring another point, this is dear to my heatt, and this is capacity-building. Many
have and will continue to highlight the importance of capacity-building, and I fully share this. I think we at the
UN could have done more and indeed should do more in training and capacity-building that ultimately allow
people in developing countries to create economic opportunities online, to create wealth online and to secure

profits online.

Without the knowledge, skills, be they programming skills, technical management skills, applications, etcetera,
the workforce for the Internet economy will be always missing in many developing countries, further

aggravating the digital divide.

These are just a few points to share with my fellow panelists and participants. Ilook forward to a rich

discussion this morning. Thank you very much.

>>JOSEPH ALHADEFF: Thank you all. My name is Joseph Alhadeff, and I chair the ICC Digital
Economy Commission, and I seem to have a day job with Oracle Corporation. I'm here as the moderator for
this panel. Just so that everyone knows the logistics we are going to use, we have asked for panelists to make
two three-minute interventions on different topics. We are providing questions as a roadmap for those. A
couple of speakers, due to the need to leave early and also because they wanted to go into greater depth on one

topic, will be speaking for a longer chunk on one topic as opposed to two topics.

But we will highlight those as we go along. At the end of each group of questions, and there will be three
groups of questions, there will be time for audience participation. We ask all of our panelists to use the
questions as a guide, and to feel free to be interactive in their use of the three minutes as to how they wish to

provide the answers, and may do so in commenting on comments that have been made, etcetera.

With that, we will open up the programme. I am going to do a disservice to what is a very, very distinguished
set of panelists, because if I had to introduce the distinguished resumes of every panelist, we would finish the
panel at the end of introduction. Each has notoriety to be found on the Internet, and I suggest you look up

what are very impressive biographies, but we just don't have the time to go into that at the moment.

With that, our first topic, and so the topic will have a number of questions underneath it, is the global vision. I
thank the Assistant Secretary who set out a very good press of what the global vision is and what the
challenges and benefits are. We hope we can capture your comments. I think you summarized the panel

already. But hopefully we can engage in greater depth on each of the topics.

The first question under the global vision concept is how do we foresee the information economy as we move
towards 2030, and what are we seeing as the trends in that direction from 20152 I'd like to start with Helani
Galpaya, the CEO of LIRNEdasia, who has done quite a bit of survey and research on the topic, and while
these are issues in developed and developing economies, we will be focusing mostly on the literature in the

views of the developing economies in this panel.

>> HELANI GALPAYA: Thank you. I will speak based on household surveys, representative of people in
countries in Africa and south Asia, and a few countties in southeast Asia. These are different worlds. The
developing world doesn't look like one developing world. There ate regional differences. There are cross

country differences and there are within country differences.

We really do need to take a differentiated approach to these. But inasmuch as the regions go, the mobile
phones have, we know, been a success story. Prices are low and over 90 percent of Asia, including the poor,
are making calls.

The numbers are less so in Africa. Historically the competition levels in Asia have been high, lower in
Africa. This is directly reflected in the affordability of prices of mobile phones. The economic benefits

through systematic reviews on, for example, rural income and livelihood is positive. So we are not just seeing
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this in the developing countries. We have systematically reviewed the literature, and it is having a positive

impact.

This is mobile phones which are primarily used for voice and SMS. The Internet is a different story. We have
made progress. In 2006, 72 percent of the poor in India were saying they had not heard of the Internet. In
2011 this number had come down to 24 percent.

Similarly, in other countries, in Pakistan, 36 percent, down to, in 2011 everyone saying they at least know the

Internet. Awareness is there and increasing. We have crossed that barrier.

What about youth? There we have a huge barrier to cross. We have come a long way, but still overall, in the
countries in south Asia and southeast Asia, Internet access is under 20 percent. That is under 20 percent of a

country's population is using the Internet.

This is a huge problem. This is the mobile Internet, so getting a mobile phone in the hands of these people is
key. In Africa the numbers are lower. And in surveys, why do you not have a mobile phone and use it, in Asia

the top reason given is, I don't see the need for it.

In Africa, interestingly, they are not even at the need position. They ate at, I can't afford it is the top reason. 1
don't have coverage where I live is the second reason. Electricity, I can't chatge it in my house is the third
reason. This is representative sample survey data. These are all barriers we have to cross. That should show

you just how different Asia and Africa alone are, because in Asia, we have met some of the affordability bars.

There is Internet available for under 5 percent of income, and still we have 20 percent of our people online,

only.

Market innovations currently done by private companies, unfortunately not Government actions, are bringing

people online, limited access packages that are driving people on to the Internet.

Social media is the biggest driver of the Internet use, and interestingly, it is acting in great extent as a substitute
for traditional communication, because other alternatives are truly expensive for most people. So people on
Facebook coordinating their activities, communicating with people, and using it as a substitute for SMS. This
is how the evolution of the information economy has evolved for a majority of the world's poor. I'll stop at
that.

>> JOSEPH ALHADEFF: Thank you. I'll go to our next speaker, Sergio Quiroga da Cunha, head of Latin
America for Ericsson, and Ericsson has -- apparently my eyesight is no longer good enough to read a card that

far away (chuckles).

But Ericsson has done very interesting research in this space and I believe has looked at perhaps Latin
America. If you could perhaps see some of the trending that you discovered in your research, and some of the

ways to perhaps bridge some of the gaps, that would be great.

>> SERGIO QUIROGA da CUNHA: Yes. Good morning, everyone. Itis good to be here. Ericsson, of
course we are good at forecasting what is going to happen with the telecommunications world, what is going to

happen with the mobile programs and so on.

Think about 2020, that there is the gap that we need to fill. We said that and we realize that 90 percent of the
world will be connected through mobile broadband by 2020 for sure. If 90 percent of the people is talking
now, in four years 90 percent is going to be connected via mobile broadband.

We, together with Columbia University, we did one study on how can we direct and guarantee that the 2030
goals on Sustainable Development are connected to that, so the answer of this study is that the business as

usual will not be sufficient to achieve the Sustainable Development goals.
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So we need partnerships. We need Government. We need the private sector, and of course, academia, to
work together. So the things that we should do, of course, it's in the Government side, we should go to
connectivity for all public facilities by 2020, yes, together with what we talked about.

ICT training for the public officials for sure, ICT-based delivery systems for healthcare, education,
infrastructure, the third point. Development of Internet of Things, for sure that this is coming. And
encouragement of university to scale up education incubation relating to the ICT solutions, with partnership
with private sectors, and last but not least, the deployment of the ICT-based Sustainable Development Goal
information system that connects public service and facilities and private sector and public.

These six items are the biggest findings of the study with Columbia University.

With that, we believe that, yes, everything that we are doing in the Telecom sector will go toward the
Sustainable Development Goals that we have, and why Ericsson is there, because we are leading in the
advocate of technology for good.

This is my role here, and this is the role of Ericsson, with full commitment from the top to bottom of the

company on that.

>> JOSEPH ALHADEFF: Thank you very much. I think we start seeing problems and trends towards

solutions, and I think we are going to see convergence of the conversation as we go along.

As we were looking through our speakers, Adjunct Professor at Division of Finance and Economics at the
Columbia Institute of Tele-Information, Raul Katz has the word "economics" in his title, we thought this
might be a good topic for him to give us some of the economic thinking that might be related to some of the
trending that he sees both today going forward and to the future, and if I could ask you to start the three

minutes, please.

>> RAUL L. KATZ: Thank you, Mr. Chairman. Three minutes will be tough, but I'll try to give you a
glance. I thought the best way to start thinking about 2030 is to see what the situation is in 2015, to see what

areas we see that are going to evolve in some way, shape or form.

My sense is that from an infrastructure standpoint, broadband coverage is fairly advanced around the emerging
world as well. My numbers in Latin America indicate fixed broadband ranges between 75 percent in Mexico to
95 percent in Argentina. Mobile on the other hand ranges between 70 percent in Paraguay and a hundred
percent in Chile. Infrastructure is being deployed. However, quality of the facilities is uneven. In general on a
prorated basis, Latin America gets on the fixed side 2.6 megabytes of service, while mobile gets 1.7, with wide
ranges between Bolivia and Uruguay. Uruguay is advanced in that sense.

The key issue that we are facing in the development world is the demand gap, is the people that could buy,
could access internet and could buy broadband services and don't, and the demand gap that Latin America is
on the order of 40 percent for fixed broadband and 45 percent for mobile, meaning people have the wire
coming from their house but don't actually purchase it. Why is that?

The main bartier is economic, and not so much because prices haven't dropped, because prices have been
dropping like around 10 percent a year for mobile broadband, ever since 2010. The issue is one of
affordability and has to do with the bottom of the pyramid phenomenon.

Only Latin America we have 165 million people whose average income for household is $325 per month. That
ranges from 94 to Bolivia to 460 in Uruguay. Essentially, these people cannot afford buying no matter what
the prices are going to be in terms of those dropping and whether there is enough competition. And that is
where the Governments, the state has to intervene in some way, in order to alleviate that kind of economic

concern.
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Beyond those we have two other barriers; digital literacy, 22 percent of nonadopters indicate that they do not
access the Internet because they don't know how to, or content relevance, they don't see what they would

do. I'm going to come back to that, because in fact, when you see that, let's say Latin America by our studies
of the 100 top sites on the Internet, only 26 have been developed locally. The number is 27 in the Middle East,
27 in southeast Asia.

We have an issue in terms of how do we develop content that is actually not only linguistically but culturally

attuned to the needs of the population, particularly at the bottom of the pyramid.

What is my view for 2030? First, I see a convergence. I don't -- I see that when I look at the trends, both in
Internet adoption, in broadband adoption, year after year, the emerging world is closing the gap with the
OECD countries, clearly notwithstanding the issue of the bottom of the pyramid, which remains an economic
barrier that needs to be addressed, but nevertheless I see that what we label the globalization of consumption is
really permeating the rest of the world.

Now, having said that, with the issues and the imbalances that occur in the development of local content, we
need to accentuate the development of entrepreneurship in order to develop more applications, more services,
more software in the region. Here, we as Latin America, as an emerging market player, have a lot of barriers to
face that have nothing to do in my way, in my sense, with cultural factors. The much noted concept that says
that emerging markets are, entrepreneurs in emerging markets don't want to face risk as the Silicon Valley
entrepreneurs do, is not true. The key issue is one of resources. And it's not resoutces on the public sector
side, because by my count, the public sector in Latin America is spending $20 billion a year in the development
of ICT applications. It is that money is badly spent. There is clearly coordination failure, redundancies, lack of
visibility, so, lack of alighment between development, targets and where the money is being put. And the

secondly, the second issue is that private capital is not there.

For instance, Latin America is spending today, the VCs, venture capitalists in Latin America are spending only
$400 million a year in ICT. That is a drop of water. That is a drop in the bucket related to what we need. We
need to create the right conditions for private sector to intervene, to accelerate their investment, to be willing

to take risks in these new environments for developing applications and services.

>> JOSEPH ALHADEFF: Thank you very much. We have seen the trends where there is technology that
isn't sufficiently used, there is investment that isn't where it needs to be, to help promote some of these
things. There is infrastructure that isn't necessarily capitalized on as well as it could be. When we think about

this, this isn't the first time we have had development goals.

We had a rich history of the Millennium Development Goals, and we had lots of other development
opportunities and movements related to that. Perhaps we can think for a second as we look forward to the
Sustainable Development Goals on lessons we may have learned that may address some of the issues as we go
forward. And with that, I'll turn the floor to Jimson Olufuye, who is the Chairman of AfiCTA, and if you

would start your three minutes, please.
>> JIMSON OLUFUYE: Thank you very much, Joe.

Really, there has been progress made, substantial progress made when it comes to a maintenance of the MDGs,
not least in Africa. I would like to defer a little here. The figure is not about Internet penetration in Africa,

run about 27 to 30 percent in Nigeria alone, 50 percent penetration level, and this has helped to eradicate a lot
of issues, health issues. People are well educated. There are a lot of awareness. Social media content has
increased. General outlook is very good, and there is great optimism that the goals set forth for SDG will be
more rapidly achieved if we learn from experience, which is very important at this moment. As we review

MDG, there are a lot of lessons we could learn.
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Number one, a lot of organizations involved in MDG coordination were working on cross boxes. There is
need for more opportunity for all agencies, maybe at national levels, to come together to streamline the
operations and streamline their budget, have appropriate metrics that will help in knowing how far we are

making progress in this project.

And also, there is the issue of corruption, that steps in from that, because a lot of resources will be used and
you don't see much results. Going forward in SDG, if there is more transparency and accountability, then it

will be easy for everyone to see the outcome of huge resources that will be budgeted into this focus.

Then also, there are a lot of policies that need to be developed going forward at the national level. So this
needs to incorporate all stakeholders as we have been discussing yesterday, the private sector, the public sector,
the Civil Society, they all need to come together, and also academia, and evolve this policy work together, and

also implementation of these policies.

There is a lesson I think we can learn from an event in Nigeria, and the ICT sector, we do have what is called
the people's Patliament, is an opportunity for everybody to come together, once any quarter, different regions
in Nigeria. The users, they listen, they express themselves. The operators, they listen to what the users, users

idea to moderate, so lessons we are taking home and to review afterwards.

So, in the rural areas as we all know, we need to use this universal service position phones effectively to

construct or build more infrastructure into the interior, to enable more people to have access.

Finally, I know that before 2030, we can actually achieve these goals if we put all efforts on the table. Thank

you.

>> JOSEPH ALHADEFF: Thank you. Another group that has been highly involved obviously in both the
Millennium Development Goals and now in the Sustainable Development Goals is UNESCO, and I turn over
to Lydia Brito for her thoughts on these topics.

>> LYDIA BRITO: Thank you very much, and good morning to all. I think this is a very interesting question,
because it's good to look at lessons learned as we move to I would say even a more ambitious Development

Agenda.

The MDGs, as it was said, they had an impact. And clearly in many countries and in many regions around the
world, we were able to reduce poverty. We were able to improve access to education, to clean water and

sanitation, to all services.

In my view, there were some positive aspects that I hope we will retain. One was the political commitment
towards the goals. I think in that respect many of the governments and stakeholders in the countries really said

these are goals that give us some vision for the future, and we need to commit to those goals.

I think this political commitment is a very important factor for success. I also believe that with all the issues
and fragmentation that indeed happen in the beginning of the implementation of the MDGs, the reality is that
towards the end, more partnerships were being built, both at national, regional and global level, and the reality
is that in the SDGs, partnership is now one of the goals, how to strengthen the partnerships in order to,
together, to be able to reach that.

I also believe that another interesting factor of success was the investment in capacity-building, in all the
aspects of the Millennium Development Goals, national capacity to deal with policies, with implementation of
policies, and very importantly, with the monitoring of the achievements and the ways and coming with

alternative solutions to go.

Where are the less positive lessons and the ones that I would like to put forward as UNESCO, one of the
feelings for us at the organization was that, very important, because in the traditional areas, as education

monitoring, etcetera, of course there were successes, but we missed other areas that are building blocks to
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public policies. The scientific knowledge, the capacity, the science capacity in the countries, the

communication and information opportunities, culture for development, these were cross-cutting areas.

And in my view, really they are building blocks towards sustainable agenda. That is why during the SDG
discussion and process, UNESCO really pushes forward the importance of having the different areas of
science as permeating the SDGs, culture for development, a very important area, communication and

information, and clearly, ICT's in the different, the overall specter of the technologies.

And since we are in the IGF, the transformative power of these technologies for development, they were not
captured in the MDGs. And although we see much more permeation in the new agenda, I think the challenge
will be how can we make sure that the public policies, both at national, regional and global level, indeed are

able to use this transformative power of these technologies.

That is why, when we were talking about, and UNESCO, I'm very happy to say that our channel conference
just approved the concept of Internet universality, that is really based in four pillars. One is about rights,
human rights. When we talk about Internet and universality, it is to make sure it is about rights.

And also the fact that it is to be open, it needs to be creative and changing. It needs to be accessible. We
already heard earlier about content, language, you know, the capacity for people to be really active actors in this

Arena. Finally, the multistakeholder participation, that I think is fundamental.
But so, I think there are good lessons and lessons to change the way we went forward. Thank you very much.

>> JOSEPH ALHADEFF: Thank you. The previous speakers have just set the stage for the next topic which
we are going to address, which is what regulatory and policy issues need to be addressed to improve the
ecosystem. With that, I will turn to Bambang Heru Tjahjono, Director General for ICT applications, MCIT

Indonesia. If I could ask you to start your three minutes. Thank you.

>> BAMBANG HERU TJAHJONO: Thank you. Good morning. Yes, we have the policy, but the policy

now we are changing. The policy is not just regulate, but we are making some empowerment. Before I start
with the policy, Mr. Moderator, based on the global index, around 144 countries, Indonesia in 2014, 2015 is

ranked 34, compared to the year of 2013 and 2014 on 38 ratings.

So from twelve pillars of the global index Indonesia still has two of the four pillars, namely infrastructure,
secondly, technology readiness for awareness of the people, also, like higher education and training and also
innovation. Indonesia is now formally ICT for development in the supporting of the SDG with Indonesian
plan, to create our system by 2020. The plan seeks to harness the full potential to the integration of IT
infrastructure for the public facilities, and then mention logistics and transportation system for improving
national economic growth. Ladies and gentlemen, Internet economy has grown up also very rapidly in
Indonesia, since three years ago, starting from the growing the Internet users from 60 million to almost

90 million now by 2015.

As everybody said that mobile user of cellular market is rapidly increasing with penetration estimated around
150 percent of our total population, reaching approximately 350 million subscriber, subscription, while the
broadband users have reached almost 50 million, broadband is expected to have 30 percent this year and
around hopefully 70 percent in 2020; and also followed by increasing the use of number of utilizing social
media in my country, which run almost 50 million users this year. So by utilizing the social media, therefore
just making communication and socializations, we also make effectively that the social media offering the

selling or promoting goods now especially for the small, medium enterprise.

E-commerce transaction initiative in 2014 also now reaches 18 billion U.S. dollars, and expected 24 billion U.S.
dollar this year. The player is mostly micro, small and medium enterprise and also start-up company, in order
to be, this gives opportunity to improve people economic in remote area, and also we want to increase the

productivity by the adoption of the digital technology.
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Thank you.

>> JOSEPH ALHADEFF: Thank you very much. I think we see some promising numbers, and some using
infrastructure and technology readiness of the population as two important factors I think; very helpful
comment. We now turn to the honorable Professor, Deputy Minister Department of Telecommunications

and Postal Services for the Republic of South Africa, if you could start your three minutes, please.

>> HLENGIWE BUHLE MKHIZE: Thank you very much, Chairperson. In my understanding I have to

address issues beyond technology challenges as to what is to be done.

>> JOSEPH ALHADEFT: I think you can see what issues you think need to be addressed as part of the
Sustainable Development goals. The questions are a guide, not a handcuff. Please feel free to go off question

as you wish.

>> HLENGIWE BUHLE MKHIZE: I think the first point to add based on really lessons learned is the
question of we are looking at how to improve education outcomes, so as to ensure that we produce a large
number of young people with critical skills which are needed for the jobs of the 21st century. And for us,
having met the MDGs goals, and we feel that is the area where we will concentrate, and of course, the question

is how to do that, how to achieve that, besides investing in our own education system.

We see opportunities of using our bi-national and multi-lateral partners in ensuring that we revive exchange
programs, and ensure that as many of our young people as possible have an opportunity of being exposed

outside our own universities and companies.

The production capabilities is closely related to, that. Incubation and ensuring that we create sufficient space
and we have adequate resources for young people to be able to come up with relevant applications and
produce local content. So that is where we will be also spending a lot of time, so as to ensure that we remain

on the forefront of the new agenda of using technology in first striking and achieving accurate results.

Also, we are looking at the importance of data in policy formulation. With the MDGs we spent a lot of time
not setting realistic targets, and losing time, and towards the end, we picked up. But now with the SDGs it has
become important for us to look at all ICT information and many other development agencies, their report,

and try to come up with clear targets of what is to be achieved by when.

Policy implementation, when we look back, some of the results were delayed by the speed, the rate at which we
implemented our good policies, and one of the things we have started now looking at how to achieve repeat
results, looking at the Malaysian models and many other countries that have come up with those, and also
providing leadership in ensuring that we closely monitor and evaluate the partnerships that we have developed
and make sure that we cement it, almost in line with what we see with the operations of the IGF. And also
looking at human rights, adopting the human rights centered approach in line with the constitution with a good
Bill of Rights. And we are hoping that the WSIS process and action line follow-ups will remain relevant and be
aligned to the identified sustainable goals and targets, and support provided through activity multistakeholder

action and collaboration.

>> JOSEPH ALHADEFF: Thank you very much. For the last speaker on this panel, we turn to Mr. Daniel
Sepulveda, Deputy Assistant Secretary, U.S. coordinator for International and Communications Policy for the
U.S. Department of State.

>> DANIEL SEPULVEDA: Thank you very much. First of all, thank you for the opportunity to participate
on this panel. I think there has been a lot of useful ideas distributed already this morning. I would like to just

add my voice to some of those concepts.

First of all, I think as we heard from our colleague from South Africa, digital strategies and ICT strategies need
to be about more than ICTs. They need to be about skill development, creating an environment for
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productive activity and for skills that people can have to create content and to participate as market

participants on the Internet.

I think the second important point that others have raised is that the experience across the developing world is
not monolithic. There are nations in the developing world that are struggling and nations that are doing

well. From Estonia to Singapore to Colombia, to Chile, Kenya to Rwanda, you see public policy strategies that
are working and that are not in a number of countries. Those countries that have public policy strategies that
are working have a couple of things in common. First, they embrace market competition. You don't see a lot

of countries with monopoly control of the telecommunications market doing well in this space.

They also encourage private sector participation through a regulatory and legal model that allows the private
sector to come in, be able to anticipate what the legal and regulatory environment will be over time in order to
make investments that they are secure and relatively risk-free, relative to environments in which they don't
have that degree of certainty.

The last point is a market of light touch regulation, whether you see -- again, you can look at market effects
and you see data localization efforts. Those raise the cost of cloud services. They raise the cost of

SMEs. They raise the cost of governments using technology services to deliver services.

Taxation policies that treat digital products, whether that be computers, tablets, phones in a different manner
than other setvices, raise the cost again for individuals, testing regimes that don't comply with international
testing standards and require the added cost of conducting testing for services or products in a specific market

by market case.

Again, you are denying the economies of scale to and the value that that derives to your people and proper
spectrum management. If your nation has not transitioned, conducted a digital transition to date, then it's
time. Maximizing the returns to the use of spectrum and ensuring that that wireless infrastructure is available

for operators in your country is critically important.

Of course, there are always going to be market sectors due to geography or poverty that are just not reachable
by the market and it needs to be functional universal service funds to ensure that individuals in those spaces

are receiving affordable services.

But ultimately, it comes down to those three key things: One, market regulation, ensuring that the space is
there to have the proper investment in the delivery of services; two, skills development, so that what we are
trying to do here is not in any one country build an ICT sector specifically, but to create an environment in
which any sector can use ICT effectively to be more productive, and if possible, ICT sector can organically be

developed in that space.

Three, accountable institutions; institutions that are open, institutions in which market actors can participate,

be heard, and know what is going to happen and invest with some degree of certainty.

I think again, you can look actross the boatd of the developing wotld, whether you look at Raul's studies in
Latin America and see disparities of outcome effects across a wide region, from a hundred percent mobile
penetration in Chile to low mobile penetration in other countries, or you look at Africa or southeast Asia, no
matter where you are looking, you see vast disparities in outcomes, and you can tie outcomes directly to public
policy.

>> JOSEPH ALHADEFF: Thank you very much. We have had a vibrant conversation among ourselves, and
it's now time for the audience to stop being freeloaders and get to the mics and ask some questions

yourself. We are running a little behind time, but we have time for a few questions. If you would like to ask a
question, please come to the microphone. Before the first question, let me ask, my colleague is a remote

moderator in a darkened booth who we cannot see from here.
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If the remote moderator would like to tell us whether there are any questions that have come in online, please
chime in, as appropriate, to let us know. You will be the voice over the loud speakers. But with that, let me
please take the first question. Could you please identify yourself when you start the question. If I would ask

you to limit it to maximum two minutes.

>> STEVE ZELTZER: Technology here. Okay. Now it's on. Thank you. My name is Steve Zeltzer with
LaborNet APC San Francisco and also labortech.net. The question that I have and I think needs to be raised
here are, what is social implications of, in the global economy, of apps and temporary workers, because more

and more workers are being transformed into a situation of being gig workers as they call it.

This means more temporary workers in the United States -- now there are 30 percent, there are growing

numbers -- and more temporary workers in Japan, Korea and many other countries.

Workers are being marginalized and their living conditions are deteriorating in the United States, in part
because of the introduction of this technology. We don't believe it's sustainable without regulation. That
raises the question of companies like Uber and others who want to disrupt regulation, and basically want to
just use their technology to make greater profits. They say they are helping society.

The question is, counterposing regulation to protect social rights, rights of working people internationally and
the introduction of new technologies, and how that is going to be addressed in an organized way so working
people and majority of people will be protected with the introduction of new technology, and the question of
deregulation and relationship to that. Thank you.

>> MODERATOR: Thank you. We are going to take a couple of questions, and then we will ask panelists to

see who would like to answer them.

>> Thank you. My name is Subi Chaturvedi, member of the MAG, and I come from India. My question is
addressed to Ambassador Daniel Sepulveda. He spoke to the point of predictable accountable public
institutions and policies which are not retrospective. He talked about open market competition and embracing

the environment.

We do know that statistics reveal that they are not on all of the same page, and then there are statistics, and
statistics. We can counterargue that in lesser developed countries, which are still embracing new technology,

the learning curve is much steeper.

How do we balance the idea of, I'm not arguing for licenses, I'm not arguing for protection in this
environments, but how to allow local content, local start-ups, SMEs from local regions to develop and scale up,
because they cannot possibly compete with the Foxes and Disneys of the world. Even when we are talking
about putting more content, we are putting more local services online, that has to be a balance between policy,

how do you speak to that question? Thank you.

>> JOSEPH ALHADEFF: Thank you. I will ask that this, we freeze the line on questions now, because this
is about the amount we have time for. But we have two more and that will be fine. Let me just not answer the
questions to be posed but also point that in our next chunk of discussion topics, local content will be a large
discussion topic. 1 do not want to limit Ambassador Sepulveda's desire to answer, but I want to indicate it will

be a topic of discussion on the next round. Please.

>> JUAN FERNANDEZ: I'm Juan Fernandez, Ministry of Communication of Cuba. I congratulate the
organizers for having assembled a diverse group of panelists. I think it covers all the angles of a problematic,
that it's a really multi-dimensional, as they said. The objective is not ICT for ICT sake but to use it in

development.

I want to focus my question in one issue that was mentioned by Professor Katz and also the Ambassador that

there is a need for pertinent use, pertinent local content, that is not only, this technology used for all the
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nonproductive uses. Of course, all those uses are okay, but we have to encourage the development of

pertinent Web sites, pertinent applications that are really relevant, not only cultural but economically.

And this in a way joins with Subi's question. Unfortunately, the market base strategies for having access not
always takes into consideration this. It's only to increase the number of users, no matter what for what is being
used, and there are some other tendencies that even tends to reduce the options of using this Zero-Rating and
all these things, that it goes in the opposite ditection of having real pertinent and real development oriented,
yes, development oriented applications.

My question for the panelists is, how can these policies take this into account, especially financing, for
financing this local content that sometimes is very difficult, as Subi said, because of the competition for the

already-made content that is from elsewhere, that is really not relevant to our cultures and economies.

>>JOSEPH ALHADEFF: Thank you. As I had said before, we only have time for one more question so this
is the last question on this round. You will have opportunities in the next round to ask a question. I will

remind people, local content is a big chunk of the next round. Please.

>> GIACOMO MAZZONE: Thank you. Giacomo Mazzone, European Broadcasting Union. The
Ambassador mentioned before the spectrum. The spectrum at the moment is already used by many other
users. I think that is important to consider that it needs to be an arbitrage about the public interest, about the
various group of interests, about users of the spectrum. Spectrum is a common good. It needs to be treated in

a fair way.

The last consideration is that I've heard not so much about the role of the Government. I think that the
Government probably from the European perspective have a important role to play, and would like that this

would be even considered more in this discussion. Thank you.

>> JOSEPH ALHADEFF: Thank you. With that, I'll turn it to the panel. I think Ambassador Sepulveda has
won the popularity contest in terms of having been named. Raul Katz was mentioned in terms of economic
research, but I'm not limiting answers to those two participants. But I will start with them since they were the

names in the questions.

And on content, please be aware there will be a much larger discussion on content in the next round. We will
have a little bit of discussion here, but there are lots of other people who will be speaking. We will catch the
remote at the end of this. On the remote, we will take this round of questions, and we will take the remote

because the remote obviously didn't hear about the last limit.

>> DANIEL SEPULVEDA: Joe, you mentioned there is going to be a conversation on local content in the

next panel. I'm going to reserve my comments on that space in the next panel.

Relative to the role of Government, like I said, we believe that the role of Government is to create a legal,
regulatory, investment environment to secure private sector investment and ensure the people have the skills to
use the capabilities made available to them by the innovations that the private sector is bringing to the

market. We don't believe there needs to be a specific industrial policy in given countries to develop a specific

type of company or a specific type of sector.

The vast majority of the benefits of the deployment of ICTs, 75 percent of the benefits go to nonlCT sector
companies. It is the use of ICT' that is critical to the development of a nation, not the creation of ICTs.

Second, relative to the public interest and the management of spectrum, yes, it is absolutely true. In fact, it is
our primary obligation in the management of a public good like spectrum to ensure that it is used and deployed
and licensed in a manner consistent with the public interest. We believe that modern technology, and the fact
that, yes, spectrum has been licensed out previously due to a long history of how spectrum was licensed out,

largely in ways that technology has made either irrelevant or significantly inefficient. The modern digital
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transition and ability to take what was once a broadcast signal that took six megahertz to take up to send has
now been dramatically reduced, freeing up space in the spectrum for other purposes. And again, those were
spectrum licenses that were granted for free as opposed to the multiple mechanisms in which we grant

spectrum licenses today.

There is a long debate about what works and what works well. Broadcasting and traditional mechanisms are
centralized distribution of information, to many that remains a critical public good, particularly in cases of

emergency of in use or in centrally filtered information that you need to have in that way.

The Internet provides a many to many mechanism for communications, and has revolutionized the way we
provide information to each other, inform and educate ourselves, and needs to be a critical space to that as

well.

Relative to Subi's questions on LDCs and the need to develop and scale services online, and this gets to some
of the local content question, the premise that has been, my colleague from Cuba and Subi have questioned is,
can the market enable and create an environment in which you have socially just outcomes. Those socially just
outcomes include ensuring that people can provide services to their own people in their own voice in their own

way.

That is a socially just outcome that we also support. What we believe is that the market today for the Internet
as an open and flat platform enables a structure in which that is possible. Then what you need is investments
in skill development, and if people have the skills and where people have the skills and they have an open

platform and the freedom to use it, they create local content. They create local services.

The services in Kenya were not created in the United States. The services that we see all over Latin America,
in southeast Asia, relative to agriculture and farm production, using locally derived applications, were not
created in the United States. If you create the platform in which people can use their human ingenuity and

capacity and desire to produce, they will produce.

If you limit that environment, if you close that down those services and you make them more expensive to use,

you will limit that, those socially just ends that you are trying to produce.

I have a bunch of other thoughts. Oh, but quickly, on the, relative to the labor market and independent
contractors as they relate to platform providers for the delivery of services of individuals providing setrvices,
that is a significant and real question. Senator Mark Warner in the United States and FT'C have been doing
significant work in the space. There is questions about having, ensuring there is a socially available safety net
that is being reduced relative to traditional employer provided safety nets. We can have a longer conversation
about that.

>> JOSEPH ALHADEFF: Thanks. We are running close on time. But if anyone wants to make a, I would

ask the comments to be kept short if possible so we can get back to time.

>> SERGIO QUIROGA DA CUNHA: On the issue of Government, I think it's important, all the work
that I've been doing in the past couple of years particularly, and there I agree with Ambassador Sepulveda that
the key explanatory variable on how countries advance more and others don't is public policy and institution of
founders. It's interesting because some economies say institutional factors, since we don't know how to

measure it, we will eliminate it from the models. But nevertheless it's the most important one.

What does it mean, institutionalization of these policies? On one, policies need to be somewhat
centralized. There needs to be more coordination. Every single country that I've seen, patticularly in the
developing world, has ten ministries touching on the topic with no central authority. There is no by chance
that Colombia has advanced because they have a central authority and endorsement from the executive

branch. So in that sense, the role of Government is critical. And I would agree with what was said before,
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maybe we underemphasize it. On the issue of local content, I think we all agree on local content. The issue is

where to focus.

I think underlying this discussion is somewhat of a notion, should developing countries go and develop their
own version of Google or Facebook. I think that concept is wrong. 1 think that per se Google, YouTube or
Twitter, Facebook, are multi-sided platforms that can be customized, that are willing to accept the
development of local content, as and in fact need that in order to become viable in the developing world. And
I believe in that sense we need to look in the developing world at those sectors, those niches that really add
value to our own societies, or where we have an advantage. I think of commerce where the Brazilians have
made big strides, social messaging, video distribution when there are indirect network effects, and more
importantly digitization of production processes. Even for opportunity to pick up, we need to make sure that
whatever we do in the ICT field goes from the consumption side to the production side, and here we have a

big to-do.

>>JOSEPH ALHADEFF: Thank you. I want to check to see, the remote moderator I think tried to send us
a signal. Was there a question that the remote moderator had?

>> ELIZABETH THOMAS-RAYNAUD: Yes, we have two questions --
>> JOSEPH ALHADEFF: We only have time for one. The first one.

>> ELIZABETH THOMAS-RAYNAUD: Okay. The first one is from Ben Benin from Ramanou
Biaou. The development of ICT today had an impact on climate change. How do governments think together

and encourage the innovation of the Internet that uses screen technologies?

>> JOSEPH ALHADEFF: Since we are going to get, do more of that in the next round, I'm going to park

that question until the next round; please ask it again. What was the second question?

>> ELIZABETH THOMAS-RAYNAUD: The second question is from Akinbo Cornerstone from IGF
Nigeria. His question is when we do not set up mechanisms to ensure the reduction of digital, of the digital
divide, as it concerns IP blocking, without consideration for the development status of the source, we
undermine the economic benefits from such a part of the world. Who gets to address the blacklisting of

developing or underdeveloped countries?

>> JOSEPH ALHADEFF: Okay. That question too we are going to patk for round 2, because it will be on
there. But at the beginning of the question period for the next round, please have both of those be the leadoff
questions because we are going to address how to bridge some of the gaps, and I think they will fit more

closely to those topics.
We had two requests, one minute, and I will be Draconian in your one minute.

>> HELANI GALPAYA: The response on app development, I think more than worrying about how we are
going to compete with big American companies, we need to look at our countries. It is not helping that
Telecom operators insist on keeping 70 percent of the share and giving 30 percent to the developer. It
couldn't help that people couldn't get payment from Pay Pal by selling apps; possible in India, not possible in
other countries. There are a broad spectrum of issues that we need to look at.

>> JOSEPH ALHADEFF: 20 seconds. Excellent.

>> LYDIA BRITO: In the question of the role of governments, I think to create the right environment is very
important, and definitely is a vety important role of governments. But I'm not sure that I agree that it is only

about using ICTs.

I think all the world needs to put the brains together, to bring the technologies, new knowledge, for the very
challenging world we live today.
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So I wouldn't say, and I'm really, I really don't agree to say that it's only out to use ICTs. I think we need to tap
on the creativity that we have in all the regions of the world. Thank you.

>> JOSEPH ALHADEFF: Thank you. We are going to bridge into the next topic. The next topic, the
general concept is the Internet role in the economy, challenges and successes in delivering Sustainable
Development Goals. We took the topics a little out of order, because one of our speakers does have a pressing
time constraint and a commitment on another panel, and will have to be leaving us. We are going to start off
with the concept of intellectual property, and the question is innovation is an essential element to the digital

economy and the information society.

How can innovation and developing economies that will be essential to the implementation of Sustainable
Development Goals be supported through intellectual property? What consideration should be taken into

account in developing intellectual property regimes?

That is the question. We are going to be a little indulgent and suggest that five minutes, because you will not
have an opportunity to come back for a second round. But, Creative Industry Sector of the World Intellectual

Property Organization, the floor is yours. And it will be for five minutes.

>> MICHELE WOODS: Good morning, ladies and gentlemen. Thank you very much, the organizer of this
main session, to give us the opportunity to tackle this very important issue of the relation between intellectual

property and Sustainable Development.

Of course, it is a theme that is close to the World Intellectual Property Organization, as our mission is to work
with together 188 member states to promote an effective IP system that enables innovation and creativity for

the development of economic, social, culture of all countries.

While a functioning IP system provides guarantees and incentives for innovation to take place and creativity to
flourish, but a well-functioning IP system at the same time provides for flexibilities and limitations to the scope
of protection that aim at guaranteeing that the interest of society and the general public are also taken into

account.

In recent years we have seen that intellectual property has become a quite popular topic in public debates,
especially when talking about the digital economy. This should not surprise us. It is a reflection of the

growing economic and social importance of the intellectual property.

From the economic perspective, we see a growing awareness of the contribution of creative industries to
national economies. The review is developed, a methodology to measure impact, and studies across more than
40 countries in developing transition and developed economies show us that on average, creative industries

account for 5.2 percent of gross domestic product and some 5.3 percent of total employment.

More evidences are provided by the Global Innovation Index, GII, produced by the World Intellectual
Property in partnership with Cornell University and INSEAD, is that measuring the innovation performance
of 140 countries, reinforces the idea that innovation is a key driver for economic growth, especially digital

environment, and not only for developed economies.

The GII vision of innovation is a broad one, and includes Internet access used, Internet freedom, knowledge

diffusion, and online creativity.

Of course, creating an efficient innovation environment is a quite complex and ambitious goal, that depends
on several elements and/or innovation inputs, to use the GII jargon, such as the contribution of institutions,

human capital and research, infrastructure, market and business sophistications.

Although it's only one of the variables, public policies and regulatory framework, including the IP system, play

a very important role in promoting innovation.
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From the social angle, I believe it's even more petvasive. People around the globe wake up in the morning and
start dealing with copyright issues in their daily routine, whenever they update an application, they post a
picture on Facebook, they access a library Web Page to find a book for their exam or subscribe to a new online

service.

Against this background, it's essential first to raise awareness of the IP system, and second, for Governments
around the world to provide an appropriate framework that can face the challenges and take advantages of the

opportunities of the digital age.

Much can be said about the important role and positive role of the intellectual property in connection to other

important issues like access to knowledge, cultural diversity, accessibility and disability issues.

Of course, due to the time limitation, I won't be able to dig into those topics. But the key for having an IP
system that actually promotes Sustainable Development is to strike a balance of course between various
interests, while maintaining the necessary incentives for innovation and creation on the high value compelling

content and technology we all want to enjoy.

This is not an easy task. In fact, our member states are continuously working to improve the IP system to
work towards the objective. Although we are aware there are not magic formulas in this field, I think there are
good arguments to believe that a balanced and effective IP system, far from being a barrier, is in fact an

enabling factor for creating a healthy and wealthy digital environment.

>> JOSEPH ALHADEFF: Thank you. Well within time. Thank you very much for that also. We thought
we would also take another view on the topic, and I'll turn the floor over to Sunil Abraham, Executive

Director for Center for Internet Society from Bangalore.

>> SUNIL ABRAHAM: Before I answer the question, I'd like to provide a brief critique of dogmatic
multistakeholderism, and the critique goes like this. If you really believe in the multistakeholder model and you
think it's appropriate for every aspect of Internet Governance, you should be advocating for the dismantling of
the World Intellectual Property Organization and repealing of all international IP law, so that we can build
them all up, ground up, using the multistakeholder model.

Of course, that is a joke. We can't undo 400 years of history. What intellectual property does, as Ronald Coase
tells us, it prevents the tragedy of the commons by introducing property rights, but more recent scholars like
Michael Heller tell us we live in a good economy, we have too much property rights and the subtitle to the

book, Gridlock Economy, is how too much ownership wrecks markets, stops innovation and costs lives.

That is a serious cost that we are paying for too much intellectual property in our lives. What we need, as was
said, is the other side, the business that doesn't happen at the World Intellectual Property Organization, access
to knowledge. Clearly referenced in the Geneva but strangely missing in the latest draft of the WSIS outcome
document, the Geneva declaration had section B3, titled, Access to Information and Knowledge. It had
paragraph 25 and 26 that is explicitly referencing the public domain. Paragraph 27 spoke about free and open
source software. Paragraph 44 spoke about open standards, and paragraph 28 spoke about open access. All of
this is key to the innovation that is the Internet, and further integration that will be produced from the Internet.

I'll give you two examples of why flexibility and reconfiguration of the intellectual property regime is

critical. In India, we have sub hundred dollar phones. One of the phones is called the spice.com M line

1000. At a hundred dollar price point, you will get a phone with a pico projector, support for dual sim cards,
with a receiver for terrestrial television, receiver for FM radio with a loud in-built speaker. It ships with a
tripod stand, external speakers, laser pointer and torch. If the average mobile phone which doesn't have any of
these features sold in the U.S. market, has 36,000 patents, this innovation from the Indian market, of course
produced in Chengjiang using Chinese entrepreneurs, might have 50,000 patents. But if this entrepreneur
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wants to license some of these standards, such as the 4G standard, the voluntary pooling of these patents is no

longer working.

There are four competing patent pools. Even if a manufacturer licenses from one pool, they will be sued by
others. Therefore, we have mapped all the patents in the mobile phone, and we are advocating to our
Government that, just like the Americans to win the world war established or encouraged the creation of
patent pool and established a compulsory license a hundred years ago to produce military aircrafts, today, for
India, to bridge the digital divide, we need to also establish a similar device level patent pool and have a
compulsory license. Thank you.

>> JOSEPH ALHADEFF: Thank you very much. Whenever Sunil Abraham says "but this is a joke," I always
start to worry a little bit (chuckles) I sometimes don't find myself laughing at the joke.

Because one of our speakers is going to have to leave on this topic, let me get a clarification. Silvia, did you
want to intervene on local content versus this? Or, I thought you wanted to do a bigger intervention on local

content.

If there is one burning question in the audience, we will take it out of sequence because one of our speakers is

leaving. I see someone racing to the mic. The question must actually be burning.
Oh, you are not going to the mic. Okay. (chuckles) Sorry.

Never mind.

We have one question. Excellent.

>> AUDIENCE: Hello. Hi, thank you so much for the comments, and all the ideas.
>> JOSEPH ALHADEFF: Can you identify yourself?

>> LOUISE MARIE HUREL: My name is Louise Marie Hurel, and I'm part of the youth at IGF program
funded by ISOC and cgi.br. I'm also patt of the Youth Obsetrvatory, and it is out goal to empower the youth
as a legitimate voice and create a common space where we may articulate ourselves and make sure that our
voices are heard. This is why we would like to highlight all of the speeches that contemplated the youth and

that take into account our space in the future.

We would like also to highlight the speech of the Assistant Secretary-General and the Deputy Minister of

Telecommunications and Postal Services of South Africa. Thank you so much for your speech.

I guess this is more of a remark and reminder, rather than a question. But as youth, we urge that when
thinking about trends and the possible future, we think about the place of the youth today and tomorrow, and
how this intrinsically relates to Sustainable Development and the SDGs.

Thank you so much.

>>JOSEPH ALHADEFF: Okay. Thank you for that remark. But this was one burning question about the

IP topics. If there isn't one, we will continue on. There doesn't seem to be one. Call me shocked.

But that's fine. Thank you. And whenever you need to leave, please feel free, and thank you very much for
adjusting to us for this conflict.

In terms of just in time, we now turn to the next topic which is Internet and ICTs. We agree that they can
support all of the 17 SDGs, and but we want to see which ones can make the maximum contribution and
ensure their rapid achievement, and also how can ICT capacity-building in those areas best be delivered. And
Gary Fowlie, the Head of Member State Relations at Intergovernmental Organisations for I'TU, has joined us,
and if you can please address that topic.
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>> GARY FOWLIE: Thank you very much. Just to correct the tecord, I'm actually the head of the IG
Liaison Office to the UN. For me to pick out which I think is the most important reference to ICTs in the
SDG agenda is a tough one. But because --

>>JOSEPH ALHADEFF: Can you speak a little closer to the mic?

>> GARY FOWLIE: How is that? Better? I'll repeat. I'm not the Head of Member State Relations. I'm the
head of the IT Liaison Office to the UN. This would be, I wouldn't be representing Dotia here. We will get
the record straight.

Picking out the most important ICT reference is a bit of a challenge for me, because it was a long hard fight to
get these four references in there. It's very encouraging to see the level of support that, now that they are in
there, they are gaining; also the importance that science, technology and innovation took on in both, has taken
on in the SDG outcome document, but also in the financing for development document. It is very
encouraging, and the role of ICTs are highly noted.

The two that are most important, but the first, probably the overriding one that I think will have the biggest
impact is in goal 9, which reflects infrastructure and the target that we should have, universal and affordable
access to the Internet, in targeting the least developed countries, who have been calling for that since 2010, or
2011, in the plan of action. That was out there. It was nice to see it codified. And yes, that will make a huge
difference once we, if you give people the tools of connectivity, they will use innate intelligence to solve their

own problems with this. There is lots of proof to that.

But I think overall, the most important one is goal 17, the means of implementation, where ICT's are
recognized as a tool of implementation and necessary means of implementation across all 17 goals. That gives
us the opportunity to point the finger at each one of the goals, and say, okay, how have you implemented that,
how have you improved health using ICTs? What can you do to improve health using ICTs? Then being
accountable for it, and that will be the key. How can you be accountable for using ICT's across all 17 goals, all
169 targets? That is going to be a big challenge.

I think we are looking at the ITU through the WSIS Forum to begin to deal with that, how we manage to
combine the WSIS action lines and SDGs. I'll come back to that. But means of implementation, we know
here, inherently this is a tool of empowerment and tool of implementation. Now the world knows, now we

have to put it in action. Thanks.

>> JOSEPH ALHADEFF: Thank you very much. As we consider the concepts of implementation, obviously
one of the concepts is the first thing you have to think about the implementation of is the concept of access,

because without access, many of these other opportunities do not actually exist.

With that, we want to talk about how we can expand the role of access and make it more available, and our
first speaker will be His Excellency Minister of Information, Government of the People's Republic of
Bangladesh, if you could do your three minutes, please.

>> H.E. JUNAID AHMED PALAK: Thank you very much, Moderators. Excellencies, and ladies and
gentlemen, actually, what I was wondering for the last few minutes, that we have excellent innovations and
excellent job done by the private sector in the ICT world. But the point is that how to deliver this innovations

to the public, the public that means the rural people, women, etcetera.

The major hurdle at the moment is content development. Another is ICT illiteracy. Another is accessibility,
and of course, the women need to be brought to the empowerment of men. Then having said that, another is
the necessary backbone and proper legislation for ICT; illiteracy, the Government needs to intervene. In
Bangladesh we have 22,000 schools. The Government is investing free of cost to develop computer

labs. That helps to educate. Content development, they are a challenge. That is to be developed. And here

the Government should come again to facilitate to develop content in mother tongue. Accessibility is a very
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important thing. In Bangladesh, we are setting up eCenters by the Government, at the rural level. Almost
5,000 eCenters have been set up.

And from that eCenters, the people can come and get the services. Apart from that, we need to develop
specialized eCenters. We are farmers. EAgriculture centres, eHealth centers, that has also been set up by
Bangladesh Government. 3,000 community clinics are already set up across the rural area. Where eHealth
center is working and eCulture center, this is where all departments can get all the information regarding crop
and the market. Well, and for the services by the Government, the Government needs to develop Web

sites. Bangladesh has developed a Web portal with 25,000 Web sites, that helps the people to get services and
information from the Government, and that bridges the gap between the Government and the people.

Well, having said that, the important challenge for a country like Bangladesh and other island nations, how to
apply ICT to climate change phenomenon in Bangladesh and across the world. Here ICT is doing an excellent
job. Here the private sector is here. But the community reduces the cost of bills, mobile phones, and ICT
applications at the coastal build that helps to adopt, to mitigate the climate change phenomenon. And that
saves life and property, and that disseminates knowledge.

Well, lastly I should say that the role of media is very important. That has not been discussed as yet, how the
media should act to enhance and monitor SDGs. Throughout the year, reports of how the Government is
doing, how the nonGovernment sector is doing, how the private sector is doing, that will enhance

implementation of SDGs. Thank you very much.

>> JOSEPH ALHADEFF: Thank you. I recall that we had a comment from our colleague from South Africa
about the fact that they were actually looking at the data related to policy implementation, so again another way
of measuring and monitoring these items, which is very important. I turn the floor over now to Madam, if you

could please.

>> KOTCHOFFA AMEHOU FELICITE: Thank you, Mr. President, Mr. Chairman. I am the Deputy
Director of the Ministry of Communications and Information Technologies and Communication. Ladies and
gentlemen, I'm going to talk about the cutrent situation of Internet Governance in Benin. But before this, I'd

like to tell you that the view of the head of state, Mr. Boni Yayi, is making Benin the digital country in Aftica
by 2025.

The digital market provides three categories of products, fixed broadband, wireless and mobile. In Benin,
fixed broadband moved from 4,700 in 2013 to 46,997 in 2015, a growth of 894 percent. The penetration was
assessed in .25 percent in 2005.

Broadband moved to over 1,911,000 in July, 2015.
This is an increase of 202 percent. And the penetration is assessed in 18.95 percent on the 30th of July, 2015.

Considering the differences of progression, we may conclude that the access to the Internet has faced in Benin
a great improvement. The Benin administration since 2011 has established the Internet Week that aims at

promoting and disseminating the Internet as well as other information technologies and communication.

The 2015 edition or version had as a theme connecting Benin, a dream to be fulfilled. The factors that have
contributed to the development of the Internet in Benin are, amongst others, the adoption of the law on
economic communication, and postal office, the development of 3G, the entry and functioning of the
installation, and functioning of underwater cables, and the deployment of IXP, or Internet exchange points in
the country.

The next development of transportation network of high flow is also one of the next steps. And this will allow

the access to an Internet connection with high-speed, and I would -- we would need for this to generalize the
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use of fiberoptics and also develop access technologies, as well as ensuring the permanent availability of electric

power, as well as quality.

I must talk about the Internet quality in Benin, that should still be improved. The second, the 10th actually,
IGF is the ideal medium to speed up the quality and accessibility of the Internet. Thank you very much.

>> JOSEPH ALHADEFF: Thank you very much. And this is very interesting to hear your observations,
because this is something we can insert in the access in the context of everything that can be done to promote

access. Thank you very much for your important words.

Let me first find out, do we have a remote participant on this one who is coming in remotely, Mohammed
Tarek, and I don't know if he's joined us in a remote fashion. Is there any way to discover that? Perhaps some
people try to figure out whether we have him remotely or not. Let me continue on to Jari Arkko, the
Chairman of IETF, please.

>> JARI ARKKO: Good morning. I'm happy to be here. Ihave a very positive vision of the ongoing
development. The future is bright. I don't want to minimize the curtent problems or the issues that we have

ahead. But I believe broadband for the majority of people on the planet is a reachable goal.

Looking at the growth of mobile broadband, as Sergio mentioned eatlier, Ericsson's research predicts that by
2020, 90 percent of the people on the planet can have mobile broadband available for them. This is a good

situation, even if getting there still means a lot of work ahead.

But, I want to take a look at things a little bit beyond this. And I think there is barriers. The first one I want to
mention is that it's easy to have a too rigid view of the Internet services and what they are today and modern

day vision.

For instance, we tend to focus on only the people. In fact, I think the real situation that we need to look at is a
broader picture, on things, the Internet of Things for instance, agriculture, environment, things like that. And

some of those issues are, or application areas are very important in developing world, for instance.

I think the question is not just how to connect everybody, but how to connect everything, how can we ensure
that the crops in Africa in some field are doing okay, that they are under best conditions, and how can ICT

help in monitoring and caring for them.
That is the challenge. There are technical and economic aspects of that.

I know that we are discussing access, but I wanted to briefly highlight that this is not just about access, so 1
don't want to dispel the myth that, as long as we give people bits per second or whatever that everything is
fine. What is in those bits does matter.

Some of the bits that do matter is that, for instance, the Internet retains its natural ability to allow
permissionless innovation. That is the engine of economic growth, that is important here. Secondly, I'm here
as a chair of the IETF, an organization that improves core technology. One of our focus areas is security,

ensuring that we have technology that can keep communications over the Internet private.

As a way of one example here, in the 1990s we at the IGF had a heated debate about whether we can use
encryption in Internet for various things. At the time, several agencies were opposed to that. But fortunately,
we made of course the right decision that we need these kinds of tools for eCommerce and so forth. Some

decades later, of course, we are glad that those decisions were made at the time.

These debates continue today, and we still need to continue to make the right decisions around those
things. While positive, I want to caution that we have to go beyond people. We also have to go beyond just
delivering the bits. We need also the right bits. Thank you.
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>> JOSEPH ALHADEFF: Thank you. I think we start to see a trend forming of it's technology, people,
processes, creativity harnessed across all the sources we have available.

Then we have the potential to do many interesting and beneficial projects and applications that may help close
the gaps and advance the Sustainable Development Goals. We have specific sectors like health and education
that may benefit from such applications, and we also need to promote innovation across the technologies and

sectoral applications, and we may need to consider what best or good practices are available in that space.

With that, if I could turn again to Sergio Quiroga da Cunha from Ericsson, to talk maybe about some of those
examples, perhaps from Latin America.

>> SERGIO QUIROGA da CUNHA: Yes, thank you. We can divide the examples in enablement-related

and Internet economy related.

If T go to education, for instance, we have a project called Connect to Learn, starting in Brazil six years

ago. We installed one base station, one single base station here close, from here it's a little bit closer, but it
could be in the middle of nowhere. That one base station in Belterra, triple the population, triple with just one
base station. It was a place that the operator would never touch, would never go install, because they see no

business there.

Today I'm happy to say that they have this Connect to Learn is business, it's health, it's eCommerce,
etcetera. They have three base stations. Together with projects like this we have similar things in Chile or
Mexico. This is SDG number 4 that we consider that.

Talk about SDG number 5, we have the gender equality. And we have a big program inside our company,
Ericsson, that we are quite pioneering things. And now of course the diversity inclusion, we have a target of
30 percent of the Ericsson population, in technology and service company, 30 percent must be women by
2020. It's a difficult task, I can tell you.

It's perhaps the most difficult thing of the day. We have reduced inequalities. We have the SDG and number
10, that we have the problem of penetration, connecting the unconnected and bridging the digital divide in
Brazil's lands. And it's amazing what we do in Brazil with very huge projects. And we see that the traffic there
in the favelas and sometimes in the jungles, I'm talking about Colombian jungle as well, that we had
untouchable base station installed there, that not the army nor the guerilla could touch because it was the way

for communicating to the outside wortld. It's amazing reduction of inequalities is even in this sense.

Talk about jobs, we have of course the problem, together with World Bank, we are following what is

happening with increases in the base station, the number of base stations connecting to the problem of the
wortld, and the problem increase to 10 percent penetration means in economies increase of 1.38 percent of the
GDP. So increase 10 percent, the GDP will grow. Wow. It's difficult sometimes. It's a seesaw thing, because,
okay, GDP growth, and creates Telecom. I go the other way around. Unfortunately, we have governments
that do not prioritize the ICT sector. We are screaming for that, because ICT prioritized means economic
growth. Just see what is happening in countries like Sweden, Korea, etcetera, that had examples on innovation
and infrastructure, that they were quite pioneer in that.

We have some examples here in Brazil, in cities like San Campos, that here outside Sao Paulo, that we have a
complete security from one place that we are helping a lot there. In terms of transportation systems, with
connection of Volvo and Ericsson in Goias, access San Pedro, connection between us and telephone, we put
smart parking and smart lighting, and that is a very big smart city. Santiago and many countries here in Latin
America are already in the sustainable communities and cities that we are, of course, with the

partnership. Using partnerships now, we ate starting to talk about 5G, 5G in Latin America.

We announced a big time with American mobile we are going to start tests next year. That is a little bit of the

examples we have.
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>> JOSEPH ALHADEFF: Thank you.
>> SERGIO QUIROGA da CUNHA: I have ten more seconds.

>> JOSEPH ALHADEFF: Our colleague has decided to be generous and give everyone five minutes instead
of three. That is the problem. If you are speaking, do math, the only one who gets an exception from the
math is going to be Silvia, because she wanted to actually put all her comments in one spot. Silvia will get the
five. All of you, it's the three. I know that all of you are masters of math and can do that subtraction.

So and our colleague in the back has now become a master of math as well. With that, I did want to say that
since thete was a smart transportation system, I'm going to turn to Helani Galpaya again, because I think that
may be one of the things that you have also looked at in some of the research, some of the concepts of how
transport logistics can be helped, and some of the data that you may be able to glean from it and analytics you

may be able to bring to it.

>> HELANI GALPAYA: Let me take a broader view. That ICT's can help certain SDGs is without

question. We have a real issue of how do we monitor our progress towards all of these SDGs. Here, ICTs can
really contribute. The work we are doing takes whole detail records that is CDRs, that is the digital trace we all
leave when we make a phone call, SMS, have Internet browsing session. This is a very rich data set. Itis, has
almost universal coverage, because most of the people, including the poor, which is very important, are using
phones. This is one of the few data sets that is representative of the poor, depending on the question you are

trying to answer.

Because of the universal coverage, it allows us to really combine with other traditional data sets, like income
expenditure surveys, houschold surveys that are done every four, five years. We can actually take the data from

that and extrapolate to the larger population based on big data, because analytics are quite rich.

It tells us about movement of people. We can look at what happens when a new highway is built. What
happens to mobility, we can look at migration, be it long-term or short-term migration, if you are talking about
cities in SDG 11. If we are talking about poverty, the analysis of core detail records combined with the reload
data is turning out to be a very good indicator to develop multi-dimensional poverty indices, as Christopher

Smith's wotk has shown. We can really at a granular level measure poverty.

And it is very high-resolution. That is the other thing. Unlike census data or survey data which stops at a
particular enumeration area, particularly in cities we get very granular insights, so we can look at over time how
a particular very small area, almost a part of a signal area, a cell is changing from a residential area to a

commercial characteristic.

What does that mean in terms of delivery of public services? So, it's universal, it's high-resolution and it's near
realtime. So this also then helps with disasters. What is happening, can we obviously, other than warning
people, big data, where are people congregating? Where are people moving? How can we then deliver services
and information to them? All of these things can help.

SDG 9 talks about infrastructure and getting financial access to small industries and small businesses in
emerging economies. The biggest problem that these small industries, SMEs have, is lack of access to finances,
because they are asset poor. They can't get loans. When you combine variables created from cell phone data,
including expenditure data, top of data, last remaining load, etcetera, you get good proxy indicators about a

petson's creditworthiness.

This is being used already in Brazil to extend credit, microloans to entrepreneurs. The monitoring and actual
implementation of some of the SDGs is hugely enhanced by the availability of a specific form of big data that
is generated through mobile phones and people carrying mobile phones acting as sensors.
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Imagine the possibilities if this is now combined with a lot of other data, data sources, like putting sensors on
buses. Majority of the poor people travel in buses. The fact that they arrive on time or the knowledge of when
the bus is arriving can make a huge difference in a person's life. These are some of the possibilities.

>> JOSEPH ALHADEFF: Thank you very much for that. You are so far at the gold star level for keeping on

time.

Our next participant will be a remote participant. I think he is in the remote room. And if we have the
technological capability, I give the floor to Mohammed Tarek from the Misr Elkheir Foundation.

>> MOHAMMED TAREK: Thank you for giving me the chance. I'm not sure if you can hear me.
>> JOSEPH ALHADEFF: Yes, we can hear you.

>> MOHAMMED TAREK: To put this into perspective, I can tell you that in the last years Egypt has been
developing in terms of IT infrastructure, and accordingly, there were a lot of solutions that provide also
actually accessibility to education and healthcare, and also more importantly the crowdsourcing of challenges
and solutions. Internally we have supported four main initiatives in that sense in the last two years, one of
which is called Monetizer, which is a solution that connects all NGOs and have been accessed to the Internet,
and also connect them with volunteers, which all of them can participate based on their interests, and also

connect them with programs, corporates that are interested in these projects or problems.

The second one is another start-up that is incubated in one of our programs here in MEK. They have a
solution and that transfers any surface, regular surface into an interactive white board, and you can save all the
data taught. And with that, you can have, all students can have access to all taught data. We are currently
applying this in 50 of our schools that is built by MEK.

Another solution is also related to education, which is providing access to children that have no access to
schools. We are talking here about more than two million plus for only basic education. So the solution is
mainly about providing a tablet or a device that can be given to facilitators and through which all facilitators

can have regular meetings with children and teach them through the curricula stored inside these tablets.

The final one, which is related with healthcare, it's more like a preventative solution for fraud donation. So
basically donors can have some privilege in Egypt, like a free meal or something. So they basically, if they have
capacity, for example, they would go from one bank to another and provide a donation which costs a lot in

terms of tests and retesting again.
This platform provides an alert in the system, because we cannot afford with limited budgets several tests.

Outside MEK we have also multiple solutions regarding access to education as well. But we have never seen a

scale up, even in any case health. So the rule here is never fail but never escape.

>> JOSEPH ALHADEFF: Thank you very much for that. I have come back again at this point to Jari Arkko
from IETF, to perhaps talk about some of the applications, especially perhaps in sectors like health and

education and also concepts of driving and preserving innovation.

>> JARI ARKKO: Thank you. Once again I'm approaching this question from the techie angle. This
determines the interesting opportunities in enabling the Internet of Things, on education, open sharing of

information or participation.

To cover examples, healthcare is one of the key application areas for the Internet of Things, giving you
one-button import example perhaps. Better tracking of health parameters allows more focus on prevention,
care at home, and consideration of hospital resources on the critical cases. Environment protection, another
case for the Internet of Things, both in terms of monitoring the situation, prevention, as well as optimizing

various industrial and other society processes for less environmental burden.
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Education, I believe we are at the verge of a major change, transformation, when we disconnect physical

presence from education specialization, and to some extent also economies of scale start to have an effect.

Many many more people will be able to have the best possible education in the world that they need in their
particular field because of this. In order to enable these changes, there is obviously both technical and other
challenges or work ahead.

We are working on that, on some of these aspects, with the rest of the ecosystem, on enabling technologies for
these fields at the IETF. For instance, with video and realtime communications from browsers, or with
protocol suitable multiple devices that are used in various Internet of Things for health applications, but it is
not just about underlying Internet technology. This is a big project that encompasses also the fields themselves.

They have to do it all. For example, when you take I'T technology into a business, it's usually not just about
supporting the business as is, but it's about transforming the business itself to doing something in a very
different way.

The same thing applies here. We have to transform education, transform healthcare, so it's not just about the

Internet. We have to do it together, hand in hand. Thank you.
>> JOSEPH ALHADEFF: Thank you very much. You are rivaling for the gold star now too.

This is the long-awaited topic. Let me remind everybody, we had a couple of questions on the topic of local
content. And one of them had to do with the policy environment, and one of them had to do with pertinent

local content, and there were also some questions for financing.

I wanted to lay those out for the speakers who are going to be addressing local content, just if they wish to
address any of those aspects in their comments, it might be helpful to the questioners who were providing

questions on local content in the last panel.

Obviously, we are developing these applications, we are looking at projection, looking at beneficial solutions
that are going to be applied in a local area, and obviously the development of local content and local
application plays a important role. We don't always have regulatory and investment regimes that help support
that development, and so what can be done to improve the chances of successful promotion of local content

and applications. And I'll start this by asking Sunil Abraham to give us a three-minute intervention.

>> SUNIL ABRAHAM: I've been following language technologies and local content for about 15 years

now. And progress is painfully slow. Perhaps this is one clear case of market failure. There are language
communities that are too small to be a viable market for proprietary software companies. In specific, for the
last three years, we have been working with five wikipedia communities thanks to a grant from the community
foundation, and we are trying to grow these communities both organically and inorganically. That means,

inorganically would mean having existing encyclopedia relicensed and integrated into the wikipedia.

The problem is huge. Just to give you an idea of scale, 20 official languages in India, 200 major languages, and
for most of those languages, apart from the first 20, there are no forms, no input methods, no dictionary, no
thesaurus, no voice to text, to text to voice, no machine translation and no voiceover. There has been
substantial progtess though from the proprietaty software industry. Google's Translate today suppotts,
Google's OCR technology today supports 200 languages. That is a significant feat.

Also, Google's Translate works very effectively, thanks to its ability to leverage a crowdsourced corpus of

information.

The complication is, using proprietary technologies comes with a surveillance overhead, and there is an
infringement of the right to privacy. And while we can't wish all of that away, governments have to start
working on the solution. I have three recommendations.
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The first is to use the money we get from spectrum auctions in the area of language and content
development. In the last spectrum auction the Indian Government earned $14 billion. That shouldn't be used
to balance the deficit budget. It should be used to invest in information societies.

We could also have regulations and procurement mandates in the European Union. I'm told that any phone
that is sold must support the 20 official European languages. We can do similar things in Myanmar, for
example. When governments buy technology, they could have a long-term strategy to building free and open
source based language technologies. And finally curriculum, if we have neutral curriculum and transform
students from being computer operators to computer scientists, they could contribute to free projects and also

establish credentials globally. Thank you.

>> JOSEPH ALHADEFF: Thank you very much. I now turn to Silvia Rabello, President of the Rio Film
Trade Association, and since you chose to concentrate your comments, could you please give us a five-minute

comment.

>> SILVIA RABELLO: Good morning. Thank you very much for giving me time for my presentation. I am
going to address all topics that we have been hearing so far, but in a lighter version, so to speak. I'm going to

speak on the perception of independent audiovisual producers, and how that can be a sustainable activity.

The topic, sustainability, refers to the topic of future. This is the environment of where we live, based on what
we have had in the past. This is where we perform professionally and personally. We have to maintain the
environment or try to improve it for future generations. There is at least three dimensions within which we
can consider the topic of sustainability. To be sustainable, an activity has to be environmentally correct,

socially fair, and economically viable.

It's a triple borderline. AV industry feels very comfortable to operate within this concept, because we focused
on a very low environmental impact activity. Economists might say that we have more positive externalities

than negative externalities. Rather than polluting, we inform people, including about pollution.

Concerning our relationship with planet, species, natural resources, we are doing quite okay. Social justice is a
more complex concept, which really considers some level of subjectivity. However, there are some

international parameters to which we can abide by.

Social justice is related with dignity, living and working with dignity. Technology is within ourselves in all our

activities, but it's not an end.

We have content. It is not simply neglecting technology, but leveraging the human development of the

productive chain. This is why our jobs are not easily replaced by machines.

We really depend on human beings. I don't know if you know, but in Brazil, AV industry generates 200,000
jobs. It's a lot; the same as tourism, for example, which has always been relevant for job generation. Content
is absolutely key. This is what drives us and takes us to the third dimension of the concept of sustainability,

economic sphere.

What is our business is to bring together talent, transforming them into a piece of work and showing that to
the audiences. In this process, we obtain rights over text, songs, image. We select, organize, edit, and finally,
we get to a final product whose market value can be then commercially traded according to the return on

investment strategy that we all have, and according to the rules of the market.

Therefore, legal security is very important. So for AV industry as well as for any other kind of industry, and
this is why the discussion about intellectual property and copyright is really important for content producers
and generators, if we invest time and money, usually a lot of both, in developing a film, a TV series, a soap

opera or a documentary, it does not feel flattered when the product of our investment is simply copied and be
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distributed without our knowledge, because it's exactly when broadcasting our products that we expect to have

resources to pay our initial investment and start planning for future investments.

Technology has brought a number of new opportunities for AV production. We have different possibilities
and different opportunities where we can interact with our audiences. The content of these dialogues is
absolutely key for our process of collective development. And this is why sustainability of this industry
responsible for creation, production and distribution is really of all level interest, because we do not listen to
iPod or iPads. What we see is what they show. We listen to songs using our iPads. So we really have to
protect the product of human minds. As we have heard from the Brazilian singer, no electronic brain can

really help us with glass eyes. Thank you very much.

>> JOSEPH ALHADEFF: Thank you very much. There were questions about the economics related to local
content. It has been raised in one of the questions. Professor Raul Katz, might you be able to address those

concepts for us in three minutes?

>> RAUL L. KATZ: Yeah. My comments are not going to counter those that were mentioned before either
by Mr. Abraham or by Silvia Rabello, because they are relevant when it concerns linguistic idiosyncracies or

protection of intellectual property.

I'll just add another layer to the problem. I think that content development is something that we all agree with
on the need, but maybe still we haven't done a good diagnostic as to what the batriers are. I wanted to give

you some numbers, to frame the discussion.

As I mentioned before, there is limited private sector investment going into the development of local content
or local applications. As I mentioned before, Latin America has only $412 million that comes from venture
capital. If I normalize that number, in Latin America it's $1.67 per person. In India it's $4.63 of VC

money. Israel is 818.

So, there is clearly an issue of critical mass and resources. Obviously, Israel has seven million and a half
people. But nevertheless there is not enough private sector money going there. We need to think about how

do we stimulate the flow of private sector money, particularly VC money into this sector.

Second, and as I mentioned before, we have coordination failures in the allocation of public capital. $20 billion
are going annually in Latin America, for instance, to the development of applications, content, scholarships,

even scaleability and export promotion. Of those monies, 13 percent only goes to projects and start-ups.

Very little is assigned to that particular part that is critical in the value chain of development of new

applications and content.

Third is, I'm referring my example is Latin America, we have a very high attrition rate on projects. I analyzed
the numbers of start-up Chile, one of the most successful incubators in our region. And of the projects that
are coming up as ideas and up front in the funnel, only .3 percent make it to the point where they receive some

infusion of private sector money.

That attrition rate is very low. That says there is a lot of creativity, but we are very bad at taking that creativity
into projects that are viable business models.

The pipeline is spread too thin. We have an issue on human capital. We are producing right now in Latin
America 150,000 engineers per year, of which Brazil produces 58,000. These are UNESCO numbers. The
economics indicate that we need 200,000. Just to give you a benchmark, the U.S. is producing 300,000 on an

annual basis.

So a countty, so we have a issue of critical mass, that if we don't overcome, this issue of development of local

content is not going to materialize.
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Recommendations: I think we need to rationalize public sector spending. We need to add all these $20 billion
and assign it in a proper way linking it back to development goals, and reducing the frictional cost that exists
between different Government entities, the subnational entities and the like.

Secondly, we need to avoid tropicalization. In the developing world we tend to imitate a lot. And we need to
come up with a situation where we can actually develop things that are linked more to the needs of our

population in our regions.

Third, we need to increase the project success rate. We need to improve the practices and incubation. I could
talk quite a bit more about that. Finally, we need more of a digital strategy. What is our vision, what is it that

we are trying to achiever On what areas are we going to focus? How are we going to solve the human capital
gap? Those are critical things that we need to address.

>> JOSEPH ALHADEFF: Thank you very much. That was helpful. We have looked at the strong potential
for benefit from ICTs, looked at hurdles that have to be overcome technologically, but we also have looked at
other concepts which include the need to invest in human capital development for needed skills to make
productive use of ICT. We have to think about the obstacles that may exist to entrepreneurship. We have to
eliminate perhaps the barriers to equality, whether based on gender or other factors.

Part of the question is, are there thoughts on how to address these or other issues which you see which stand
in the way of obtaining the benefits of ICT and Internet suppott for the SDGs? I'm going to lead off on that
again with Bambang Heru Tjahjono, Director General for ICT application, MCIT, Indonesia.

>> BAMBANG HERU TJAHJONO: Thank you, Mr. Chairman. Yes, we are fully agreed regarding the
development of ICTs are so complex. In my country we are a little changing regarding the policy, because
before we decide that policy, so at least that we should have a lot of data; like the Ambassador said, I'T is many

to many.

So inform all of things, not only the -- all of the people itself. So before we decide the policy of regulation,
better that we cooperate with the multistakeholders, from the development, the players and other things from
the academical, in order to set up the roadmap itself. It means that it takes a long time to decide, but it could
be better if we have some of the result with the, agree with others for the multistakeholder, so that way, that
now regarding the eCommerce, because the eCommerce, we set up the mission of the eCommerce, inform a

lot of parameters, a lot of institutions. But this is along the roadmap itself.

So after four or five years at least, that we have some of the, a good policy regarding the fulfilling of the

Internet itself.

>> JOSEPH ALHADEFF: Thank you very much. I will say that southeast Asia is very fond of
roadmaps. Every member nation has, and to your credit, you keep to your roadmap. So well-done, and good

planning.

I now turn the floor to His Excellency, the Minister of Information, Government of the People's Republic of

Bangladesh, if you could give us three minutes, please.

>> H.E. JUNAID AHMED PALAK: Thank you. I did mention that the major hurdle for the process of the
developing world is that the ICT literacy and content development, and that sense of necessary ICT backbone,
and also necessary absence of proper -- ICT developing Internet economy, and at the same time, ICT is

developing as hyperspace which needs to be peaceful.

Here, we need certain steps from the commit side, because as I said, in Bangladesh, 20,000 schools are
equipped with computer laboratories. And if we look into the matter, from eight, nine, ten, grades, so three
years, so if we started this year, these three years, so that the boys and gitls are equipped with ICT literacy, but
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the point is that how to apply ICT, how to apply, that is another question there. We have targeted, we cannot
go for a targeted approach.

For example, turning up boys and gitls at the grass root level, and targeting women, one laptop, one woman,
can become a, women can be empowered. We are approaching in that line. We are empowering 100,000
women with laptops so that the women can become part of the digital society. At the same time, we need to
develop a training program where the young generation at the grass root level, rural level can learn how to,
learn the applications. Here we are not as yet taking any firm stance because the Government cannot do

it. We have the private/public pattnership as necessary. We have asked major giant ICT companies to come
up with the solution to keep training. But apart from this, the important thing, the proper utilization is
necessary to back up the ICT market.

That is also not done. So coming back to all the original question, how these services can be given to the
people quickly, for that I have already said that eCenters are spread across the country. Any country can do
their industry intervene, here the private sector is not coming up. We have set up eCenters, and I will tell you
that Bangladesh has mapped the whole agricultural field. And with the click of a mouse the farmer can get the
information, what type of manure, what type of water, what type of seed is to be planted, for what crop in that

particular area.

The whole Bangladesh have mapped the quality for 89 crops. So spreading of eAgriculture centers at the rural
level can empower farmer not only with the knowledge of farming but also the market. The farmers can have

access to the market also.

EHealth center, I said there is another important thing, 12,000 communities have been set up across the
country with eHealth centers. The rural people and the women can have a primary knowledge of health
problems. I do know that Bangladesh has been successful in MDGs, child, maternal, we have achieved the
target.

Last year, I should say the reducing the bandwidth causes important issue. In Asia, the submarine cables is a
main connecting fiber. But if we can develop information highway in Asia with 32 countries, more than
200-kilometers, that will drastically reduce the bandwidth cost issue, because in other countries the bandwidth

is cheaper than submatine cables.
Thank you very much.

>> JOSEPH ALHADEFF: Thank you very much as well. We now turn to the Deputy Minister from South

Africa, and please give us three minutes as well.

>> HLENGIWE BUHLE MKHIZE: Thank you very much, Chairperson. I'll try not to repeat what
colleagues have said. We, in closing, it's important to emphasize that we move from the premise that
information and communication technologies including Internet are key enablers of development, and also that
they are catalyst for accelerating outcomes of all three pillars of Sustainable Development, that is economic

development, social inclusion, environmental protection.

We have a population of more than 50 percent which is still not connected; hence, the priorities is to roll out
the broadband to those communities. Of course, in line with other colleagues, who are putting a lot of
emphasis on eGovernment strategy, whereby we are creating a demand by putting services online for
everybody, and strengthening our e strategy whereby people acquire critical skills of being able to do, to use the
mobile technology of which ICT as I said yesterday were more than 20 percent penetration of the mobile
technology.

Investing in that for e-learning, eHealth is priorities and of course the justice. But the eCommerce is a critical
one, where we are trying to work, to deal with what we see are priotities for economic inclusion. The small

business enterprises, we see them as the driver of the economy, and we are using Internet to make sure that
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people learn from each other in terms of financial management, also how to access the markets and also what

they need to grow their economies, how they access their major players.

But of course, included in that is this whole area of the partnership between Government, education system,
and the private sector, which you see as a major area of concentration, where sometimes even the institutions

of higher learning, they do not really give you what you require if you want to scale up.

So treading carefully in that area, we are a new Ministry focusing on monitoring and evaluation, working very

closely with the statistics of South Africa, so that where we see as gaps we are able to close them. And we are
interactive on a ongoing basis with institutions of higher learning. And of course, students have captured that
area and started talking about that, if we want to succeed, education should be free immediately. They are

using the hashtag, again technology, to put pressure on governments to quickly move towards a free education.

And the question, well, I hope as we move forward we look at also the question of affordability of Internet
usage, especially in developing countries, because if we oversimplify that, we might miss an opportunity of how
investment should be directed, and in which areas in developing countries if we are to close the digital gap, not
to widen it. Thank you.

>> JOSEPH ALHADEFF: Thank you very much.

When we considered these issues, I think there is a theme in the two comments you have made, and clearly
people in the Ministry are measuring, and they are keeping tabs on where things are, where gaps exist,

quantifying them and thinking how to address them.

I think that is a valuable lesson across the table, and also thematically referenced in a number of other
comments about how we have to deal with these issues, because we first have to identify them, quantify them

and then deal with them. I think that is a very important concept.

If Mohammed Tarek is still on the phone, I was wondering if there were any issues he would like to address

under this. Mohammed, are you still with us?
>> Hello?

>> JOSEPH ALHADEFF: We can hear you, Mohammed. Go ahead. Did you hear the question or do you

want me to paraphrase it for you?

>> MOHAMMED TAREK: Yes, thank you. I can hear. Basically, there are many stakeholders in terms of
taking a solution for these problems, with these challenges.

From my perspective, I can speak about entrepreneurship perspective or the supporting entities for
entrepreneurs, and also the NGOs. Regarding entrepreneurship, I think there is a very huge room for moving
the entrepreneurship system to solve local challenges, by addressing the real challenges in the market, and

studying what is in each sector the real challenge, and where is it, and how to tackle this for entrepreneurship.

The second issue here regarding NGOs, they can work also on raising awareness about the importance of ICT
sector as a whole, and how multiple challenges have been solved through ICT sector. Also the promotion for
existing solutions, so we have multiple entrepreneurs that are working on real solutions, but they are lacking

the accessibility to local communities. So NGOs can help a lot in that field.

Also, they can source the real data about their challenges, in order to make it clear how the challenge is big or

not, and how specifically they can tackle these challenges.

>>JOSEPH ALHADEFF: Thank you very much for that. We have been speaking now for quite a long
time. And it's time to go back to the floor. I remember we had two questions that were parked with us. I

actually think two of the interventions have answered the environmental question.
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But remote moderator, could you remind us of the first question that had been asked, which I don't think we
dealt with, because I think it dealt with blocking access to data, if I'm not mistaken. And also remote
moderator, are there any other questions accumulated in the interim? Those who would like to make a

intervention, please head towards the mic.

>> ELIZABETH THOMAS-RAYNAUD: Okay, so there are the two questions. One of them is dealing with
climate change and the other one was the IP blocking.

>> JOSEPH ALHADEFF: Right. I'm suggesting the climate change one has already been addressed in

comments. But I don't think the first one was.

>> ELIZABETH THOMAS-RAYNAUD: This question is, when we do not have a setup mechanism to
ensure the reduction of digital divide as it concerns IP blocking, without consideration for the development
status of the source, we undermine the economic benefits from such part of the world. Who gets to address
the blacklisting of developing or underdeveloped countries?

>> JOSEPH ALHADEFF: So the question for the panel is, who wants to address this question, if

anyone? Jimson Olufuye is brave.

>> JIMSON OLUFUYE: Thank you very much. That is a serious issue in developing, where a lot of IP
addresses is blocked and not usable. What we have found out is that the country responsible, outside the
African region, the bases where they capitalize on the capacity level, capacity in developing countries, to

address this. And it brings about reputational damage. It is a serious issue.

I think we need to broaden capacity, and to getting this challenge, increasing know-how, network

configurations, and how to remediate and tackle repetition damage this brings about.

So it's a serious issue. We need to work on capacity, improve the know-how of administrators, network

administrators and techies in developing countries.

>> JOSEPH ALHADEFF: Thank you. Did anyone else want to address that? If not, we will go to the
mic. Please go ahead. Identify yourself. I can't figure out whether you wanted to also address the question
that had been asked.

>> JUAN FERNANDEZ: No, I want to follow up in my previous question. My name is Juan Fernandez,
from the Ministry of Communication of Cuba. Following on in my previous question, it was given some
answers by Ambassador Sepulveda and also Professor Raul Katz and some other, of some of the indispensable
conditions needed for this local content to flourish. It was mentioned the openness of the market, that this is a

condition of course, capacity to do that.

Professor Raul Katz mentioned the need for institutions and institution to carry out the problem, but my view
is that all those conditions are necessary, but for us are not sufficient, as we see, as we say in science. I think
that there is a need for some affirmative action in some way, in order that the bits that goes on, it's like the

colleague for IGF said the right or the bits that are really needed.

For this, for to put more precision to my question, I'm going to tell this paradox. I've been following in Latin
America, there is an award called the Freida award that makes, every year that gives awards to very nice

projects on Internet and ICTs.

I have found out, those awards mainly are the ones that are mentioned for agriculture and mainly free, not
paying, not services that you pay for. They are free and useful award for fishermen, in Trinidad, for sign
readers, a lot of those, very interesting and very good applications and Web sites.

But we have found out that mostly all those projects have been financed through grants, through donations,
and when that source of funding finished, it cuts out, the project dies.
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My question for the panelists is, because this is different conditions in different parts of the wotld, in the U.S.
there is a huge advertising company that fuels companies like Google, Facebook and others that are able to do,
to give wonderful services for free. But that condition does not apply in many part of the world.

So I ask the panelists, how can they envision a way, a model of, for economic sustainability, because it was
mentioned here that the Sustainable Development has three parts, threes pillars, the environmental, the social,

but also the economic sustainability of this project.

So I ask the panelists how they envision, not with the view from advertising fuel that is only in a few
countries. In the rest of the world, how do you see the sustainability financially to have this free Web site, the
right bits as my colleague said before?

>> JOSEPH ALHADEFT: If we can take a couple more questions at the same time, and then we will do a

round of answers. Please introduce yourself. Thank you.

>> GIACOMO MAZZONE: Giacomo Mazzone, European Broadcasting Union. Because you said this was
the appropriate moment for question about local contents, I want to bring to your attention that again
European model, that is one I know more, in Europe we have every year from the broadcasting sector around
40 billion Euros invested in local content production. This is a model that could be replicated in other parts of

the world; in South Africa for instance, we have a strong presence of public sector in the broadcasting areas.

This money goes mainly to local producer, to local authors, to local screenwriters, etcetera, etcetera, people

that could develop creativity. And then where is the link with our work in the discussion of today?

20 years ago, the Government of the UK discussed with BBC how to enhance the quantity and quality of the
contents on the online world, and asked to BBC because BBC knows how to do it. BBC invests and today is

the biggest access point for content over the Internet.

So this is a very simple model, and synergy with existing reality that immediately could be implemented. And I
address this point to your attention, and community radio, because in some countries we have strong public
sector, but in others we have communities. Bangladesh is a place where the community sector is as important

as public sector.

The second point that I want to, is simply thank Ambassador Sepulveda what he said about
spectrum. Unfortunately, there is a mislink of communication with his representatives in Geneva, that WRC

today are asking to use all the rest of the bands spectrum for broadcasting for other uses for Telecom use.

There is a problem. I hope that Mr. Sepulveda could send a link to Geneva and then the position will be more

homogeneous.

>> JOSEPH ALHADEFF: Thank you. We have one more question at the mic. If anyone else has a question,

please come up to the mic now. We can take about one more.
(no English interpretation).
>> INTERPRETER: Apologize for no interpretation.

>> AUDIENCE: Amessinou Kossi. We can take care of the challenges that are both in electricity, and the
spaces to be able to receive the data and the Internet traffic for to access the data, and how from the technical

standpoint, and from a financial standpoint as well as strategic, how can we face such challenge.

>>JOSEPH ALHADEFT: I would like to have an answer regarding this question. Thank you. This round of
questions, we have had two questions based, actually three questions based in economic models and how you
may finance creativity. And then there was one question on spectrum allocation, which I'm going to lead with
that one because I'm sure that is a somewhat narrower answer. And I'll ask Ambassador Sepulveda to answer

the spectrum allocation if he wants to do that, or answer it bilaterally at your own time, whatever you prefer.
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>> DANIEL SEPULVEDA: I will answer both questions and in exchange sacrifice my time on the next
panel. European Broadcasting question, what is going on at the WRC, the question is whether or not nations
can themselves determine whether or not they want to reallocate aspects of the broadcast spectrum, all of it,
some of it, any of it for mobile broadband purposes. That will be a decision made up by each individual
nation. As you may or may not know, in the United States we have a incentive auction system for the

reallocation of some parts of the broadcast spectrum, to meet the growing demand for mobile spectrum.

As it was presented, there is a proposal before the WRC to take away all the broadcast spectrum, make it
mobile spectrum. That is factually incorrect.

Second, I wanted to address Juan's questions. I'd like to hear what Juan's proposal is. There is a proposal
embedded in the underlying question I think. But I would point to how the successful models that we have
seen relative to content creation and economically sustainable mechanisms for local content creation, and I
want to make sure I address the point raised by the colleague from UNESCO. When we talk about
encouraging the use of ICTs, we are talking about encouraging the use of ICT's for local content creation, for

local creativity.

Some of the greatest creative works in the whole world have come out of, my family is from Latin America and
some of the other parts of the developing world, but relative to Juan's question, I'd look at private sector
initiatives, like witre incubator initiatives. I've been doing incubation centers where telephony voluntarily
creates a space in which you have entrepreneurs creating and developing services delivered over the Internet
from a local space. 1'd look at start-up Chile which is an initiative out of Chile. They encourage start-up
businesses from around the world to come to Chile, create their business in Chile, and in exchange, tutor and
mentor Chileans themselves for creation of start-up programs. I would look in Colombia, another example in
which you see multiple investments in creation of the use of ICTs within Colombia across sectors for local
content creation. Three successful models. I'm not sure if there were other models that Juan would like us to
look at. We would be happy to have a conversation about it. I didn't understand the third question. I wasn't
able to hear it.

>> JOSEPH ALHADEFF: The third question actually I think went to some of the similar ground, but was
looking at the breadth of potential economic models related to the development of local content and was

looking at strategy and other issues on that as well.
I think I've got Professor Raul Katz willing to opine on that one.

>> RAUL L. KATZ: Not only on the last one but also on Juan's question. I think that Juan pointed
specifically to issue of scaleability. What happens when we have a business model that has been proving it's

prototyped and we have to take it to market. Who is funding that scaleability?

Cleatly, there is a problem. On start-up Chile, they detected that and created a fund which was precisely
addressed to the notion of taking it to market. But we have a gap. I'm saying private sector of VCs are not
going into the scaleability.

Even the public sector, BNDS doesn't fund these things because they consider them too risky. We have an
issue there, as beyond getting to the prototype on the business case, proven business model, how do we take it

to market. The funds aren't there and we have to change parametets.

In the private sector and VCs, the VCs go when necessary conditions exist. When there is capital markets that
is developed, when there is good taxation treatment for the investments, where is good bankruptcy procedures,
where there is no corruption, and there is a fact today that VCs in Latin America are shying away from this
sector because they see that there is not appropriate transparency and visibility. We need to change those.
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As to the question from the gentleman, I don't see the economics of servers or IXPs being the interconnection
points being a barrier for LDCs. These are very scalable pieces of infrastructure. We have developed and
implemented those starting with a very small investment, and these servers grow. You pay as you go.

I think that this is a little bit of red herring. I think there is no barrier, and as Sergio will attest, prices are
dropping on infrastructure. We can handle them.

I'm not very concerned about that being a bartier.
>> JOSEPH ALHADEFF: Thank you. Did anyone else want to add anything to those questions?

>> SERGIO QUIROGA DA CUNHA: Thanks for remembering that the prices are dropping. I'm used to

one base station for one million dollar and now it's in the 20,000-dollar. But whatevert.

But prices aside, and everything that we are talking here is mobility, broadband, and cloud. The mobility I was
talking at the beginning of the session here, if we talk about regulations and development and Sustainable
Development, all the convergence and the public sector and private sector must go into convergence towards
this development because we will not be able to regulate this technology that is happening. How to regulate
the cloud? I heard a comment on jobs or job loss in many countries. Talk about Brazil, the labor laws from
1943, and now, and now remote jobs that we are buying services from India let's say, and whatever. Come on,

it's impossible to regulate that.

And this is worsening and worsening and worsening. We need to prepare the world for cloud as a reality, that

they will create this ecosystem, that we grow together.

>> JARI ARKKO: I want to briefly add the answer to the question. I agree with my colleagues on the panel
of course. The one thing that I wanted to say is that many of these innovations are not freestanding alone
things, but they are actually part of something else, a part of industry, part of the healthcare system, part of

agriculture, part of something else.

I think part of the answer is in trying to figure out in those industries exactly how they allocate money, and
where they put their resources and figure out what they actually need. There is a clear local need, as this

existing funding for a particular industry already, and being able to use ICT technologies there is crucial.

>> JOSEPH ALHADEFF: Thank you. We have one last bucket of questions which is a small bucket of
questions, which really goes to how the IGF and other Internet Governance organizations might better
support the Sustainable Development Goals. I want to first call on Jimson Olufuye, because of some
interesting work being done in Nigeria on how to actually use the IGF, local IGFs, and most interestingly

subnational IGF as a vehicle for actually having these conversations with local populations.
If you can give us three minutes.

>> JIMSON OLUFUYE: Thank you, Joe. The African IGF lead the presence in African continent and from
Africa IGF to Nigeria IGF, and specifically this year we are motivated to go subnational. And so we add the
first subnational IGF in Canoo states Nigeria which belongs to the northern part. I was actually last week
Tuesday there and brought in about six states around that zone, and they came together to see what is this all
about, bringing discourse to the local community, what is the perspective of the private sector, concerning IGF,
concerning topics of Cybersecurity, of freedom of expression, IP rights, etcetera, what is the perspective of
Civil Society, what is the general rule for the Government dealing and also the people themselves. So this is
opportunity for all citizenry to have their voices heard. It will only lead to the SDG that we are talking about

now.

I think it's a good example for many of us to emulate. It brings more awareness. It gets people more better

informed, and we are going to expand that process next year. Thank you, Joe.
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>> JOSEPH ALHADEFF: Thank you very much. As the last part we are going to take the concept of
identifying the synergies between the SDGs and WSIS action lines, and more importantly the practical

measures towards their implementation.

A number of the speakers around the table have spoken about the importance of implementation. Having
theory is insufficient. We need theory to become practice.

So, with that I'll turn the floor over to UNESCO, and if we could have three minutes, please.

>> LYDIA BRITO: Thank you very much. Let me say that first of all, I know that we were only speaking
about Internet economy in this panel. But for example, for UNESCO, one of the very important SDGs for
ICTs and for Internet in particular is the SDG 16 that is related to peace and justice. Because we are talking

about Sustainable Development, we have to have the economy but also the social and the environment.

Once again, there and maybe in line with a comment that was done on the existing draft of WSIS, is that the
target 16.10 really talks about ensuring the access to information and knowledge, and also to the fundamental
rights. And again, if we want to have wholistic approach to the importance of ICTs and Internet in the new

agenda, we need to also bring this social and cultural and education component that needs to be addressed.
That is why yesterday we made this point during the consultation.

Practical issues, a lot of people mention the importance of monitoring, and I did so also in relation to

MDGs. One of the issues that UNESCO is working now, it's how can we develop the indicators that really
allow us to support member states, in seeing how Internet is really being used to Sustainable Development, and
taking into consideration what in UNESCO we talked about the principles for Internet universality, that is
precisely the human rights component, freedom of expression, access to education, through the technology,

cultural diversity, language and so on.

Also, the question of being open and again, we were not only talking about producing local content. We are
saying that people have to produce also new technologies. There is still a lot of space for new ways of
developing and using technology. So we would defend that it's not just about capacity to use, but this capacity

to produce new technology and different technology and different contexts.

That means that human skills, it's also not only about illiteracy. It's also about capacity to program. Someone
today or the day before, during the high level meetings, said why not to say that all, everybody should know
how to program from young to old people, like learning how to read and write and do things, not just to be
programmers, but to really use the best, in the best possible way, the technology.

So we are one concrete area; it's really how to develop these indicators, that do allow governments to see how

they are advancing and what are the gaps and how can we reform, change that.

Also very concretely, really work in this awareness how these technologies can be indeed enabling tools for
Sustainable Development, and the need to look at it in the three pillars of Sustainable Development. Thank

you very much.

>> JOSEPH ALHADEFF: Thank you. I'll give the chair to Gary Fowlie, if you want to give us three minutes
on the aspects of this topic you would like to address.

>> GARY FOWLIE: Thank you. I'm not prepated to speak on behalf of the whole UN system, UN
colleagues, but UN funds, programs and agencies have been asked how they are going to align their policies,
programs to the SDGs, so that at the highest level that is the point of the beginning of the implementation
within the UN system.

For ITU, what we did ot have done, started and continue to do, is to take the WSIS action lines -- I'm going to
hold this up to show the matrix that we are working on which combines the Sustainable Development Goals
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and the WSIS action lines SDGs on the, going down, like across the action lines and asking all of the -- 1
know. Itlooks like a dog's breakfast, I know. But one has to, often has to start with the dog's breakfast before
they can get global Internet connectivity maybe.

Anyway, the idea was to ask all of the action line coordinators to look at the SDGs and propose which WSIS
action lines, which of the SDG goals would align to one of the goals, which targets might fit into the particular
box, doing that matrix and looking at the action lines and the SDGs and doing that matrix. Where do we
start? Which of the ones are going to be most meaningful to ICT implementation?

That matrix has been done. The action line coordinators have provided that input. It is available for your
comment and your consideration at WWW.WSIS.org\SDG. If you have a look at that, so what happens

next? In the short term, I think we need to populate this matrix with case studies and best practices and
applications. We have to identify existing research that supports it. That is a big area where there is many gaps.

We need better and more research that will support the matrix and the confluence of these SDGs and WSIS
action lines. The intermediate term, we need to be cognizant that each of the SDGs have targets. There is 169
targets. We need to drill down on the targets and which will be most easily achievable with ICT access
deployment.

The longer term, and I'm talking about Match of next year, each of the targets will have at least two statistical
indicators which will be the proof points. That work will have to be done to determine whether these goals
and targets have received -- at that point, when these indicators come out, that is going to put a focus on what
Helani Galpaya was talking about. We really need all the kinds of ICT data that are going to be generated to
not only measure those targets, those indicators, but to determine whether or not they have been successful or
not. That is what we have to do, in the short term, medium term and long term. Then at the WSIS Forum

next year, we will I'm sure look at this.

In June, there is an integration segment of the ECOSOC where we are going to look at how digital
technologies can be harnessed for Sustainable Development. All this SDG work feeds into the high level
political Forum of the UN next July, to give you those milestones as we go forward too.

>> JOSEPH ALHADEFF: Thank you. Our speakers in the second half have been incredibly well behaved on

time. Because of that, we actually still have some time.
Ambassador Sepulveda, if you would like to make remarks, you are welcome to.

>> DANIEL SEPULVEDA: I'll defer to my colleagues from the UN system. We will be working with them
to support assuring that there are synergies and linkages between the WSIS and ICT action lines we are trying
to effect and SDGs.

>> JOSEPH ALHADEFF: At this point we have time to take questions from the audience. If anyone,
remote moderator, do we have anything new that has come in? I'm sorry. You have a frequent flier program

now. (chuckles).

>> AUDIENCE: Juan Fernandez. I'm sorty, but well anyway, I received a question from my colleagues, so I
may ask -- I may answer that. He asked if I have some idea. As a matter of fact, I was asking them, because
they have, and I think that the program that he mentioned are very valuable, and also Professor Raul Katz
mentioned VC, venture capital.

But this goes mainly to projects that could generate revenues, not the project that I was talking about.

I think that we need, because my colleague asked what my idea, this is a rough idea that I'm throwing around
for you, as food of thought. We need some green field funding. We need something maybe to reinvigorate
the digital gateway that World Bank had for many years, but maybe specifically for this kind of projects that are
not-for-profit, projects that are free of this kind of the use of the Internet that you don't pay.
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During WSIS, the first part of WSIS, there was this idea of the digital solidarity fund, that maybe something
like that could come again.

Also because I feel that the money is there. Everybody talks about how vibrant is the Internet economy, so
the money is there. So but it has to be moved around to some of them for these purposes. Maybe with all this
auctions of domain names, in which the word "baby" is getting income and money, maybe all those monies or
part of that could be part of this fund of the new World Bank for this kind of investment of green field

investment in projects for social return, not monetary return.

That is some idea that I think that the policymakers here and everybody, all stakeholders could think around,
because everybody talks how vibrant is the Internet economy. Okay, let's get that vibrance and put it into
work. Thank you.

>> JOSEPH ALHADEFF: Thank you very much. The floor is open for responses. Sunil Abraham.

>> SUNIL ABRAHAM: I'm not particulatly sure whether projects like this can depend solely on funding
from grant-making organizations. I think there are several layers to the problem, and I'll start my story from
Hoskote, 20 kilometers from Bangalore. If you go there and turn on the television, apart from all the licensed
TV channels, there is a local pirate TV channel, playing the latest movies, and that is funded through local
advertising, the local barbershop, local tailor, advertises on the pirate TV channel.

Therefore, I don't buy the argument that you can't unlock advertising revenue in even depressed or poorer

economies and markets.

So what is the problem? About 10 or 20 percent of the Chinese made phones available in India have receivers
for terrestrial television. For about two thousand dollars, the lab in my center has created a pirate television

station. That is how cheap it is today.

But slums and villages in India cannot create their own community television station. That is prohibited,
because of the way spectrum is regulated in the country. So if we allow that to change, the forward path in
terms of demand of what movies they should seck or go over IP and the return part of video heavy content,

which is not good on IP networks, could come through television channels.

So we need several pieces of tinkering. We need to allow these type of business, we need to legitimize

them. You wouldn't have cable television in the U.S., if it won't first have compensatory licensing. The
innovation of cable TV in the U.S. happened precisely because of those exceptions in intellectual property
law. We need similar exceptions that would allow communities to set up their own infrastructure, and that is

prevented today because of what I earlier referred to as the excess of property rights.
Thank you.
>>JOSEPH ALHADEFF: Other comments around the table? Other questions from the audience?

Anyone at the table have any comments they would like to make that they haven't had an opportunity to
make? We do still have a little bit of time.

>> RAUL KATZ: Idon't know about property tights on content, but one stimulation could be this spectrum
that is unlicensed that can give entry to all the innovation. In the U.S., the economic value of unlicensed
spectrum has been quantified at over $140 billion. From wi-fi that we all know to RFID to wisps to a number
of things. I could see some of your proposals being taken from that part.

This is something that cleatly the emetging wotld we are looking at white space, but the licensed spectrum isn't

something we are considering yet, but is something I'm starting to propose more to foster some of these.

The other thing, going back to Juan's point, I think I insist that the issue is less so how you fund the start-up
through the point that they get to the launch. I think that the burn rate is relatively low until you get to the
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ptiority. The issue is how you fund the scale, the scaling part of it. And unfortunately, I don't know whether
either public sources or -- you can't do it through grants. You need to create necessary conditions for prior

capital to gravitate to that area, and those aren't there yet, as we all know.

There is some things that could happen, like I could see development banks playing the role of market-makers
in the sense of ensuring some sort of reliability of how those funds are being assigned. But if we don't have
the pension funds, if we don't have obviously venture capitalists, if we don't have private equity trying to put

into the market, we are not going to have the necessary resources.

It's everywhere. The fact is it's not only governments that haven't set the right frameworks. It's that private
capital doesn't understand the market either, particulatly in a region, I'm talking about Latin America because I
know better, they don't understand what the digital economy is all about. It's very little. The people that are
investing are the people that could monetize earlier exit strategies, but not new capital. New capital is going to
cement construction, steel, things that they know and they sort of understand and there is somewhat of a lower
risk. That is something to be considered.

>> JOSEPH ALHADEFF: I have one new question. I'll ask you to make a short question, not a remark but a
question. We will give the floor to South Africa and U.S. and anyone who wants to further respond to that

question. If you can give your question, please keep it as short as possible and tell us who you are.

>> AUDIENCE: I'm Jose Eduardo Rojas from Bolivia. The spectrum, the electromagnetic spectrum is
divided into parts that is divided by the law, the state, private sector, and Civil Society.

This shows scenario to balance the market for service providers, telecos putting new players to be able to
render services not necessarily aiming at profit, but my question is, how do you see the outlook of the Bolivian
state and the distribution of the electromagnetic spectrum to insert new players in services which could
significantly change the critetia of information or ICTss, directed not only towards profit but to access

information.

In Bolivia, what we are trying to resolve today is how to fund Civil Society and communities, and enable them
to have service rendering companies, not aiming at profit, but access to information. How do you see this kind

of challenge and how this could contribute to our debate?

>> JOSEPH ALHADEFF: I'll allow you to make the intervention you were going to make at the time. If you

would like to answer that question too, feel free to do so. But I know you had already asked for the floor.

>> HLENGIWE BUHLE MKHIZE: Thank you very much, Chairperson. I wanted to say, I hope we really
don't miss the opportunity to pitch conversations among the multistakeholder community for sustained

interest.

The question keeps on coming, how to ensure that we have got money which we will use to invest into a social,

cultural level.

I have flagged the issue of partnerships with the ptivate sectot, and I'm hoping that as we move forward, we
will have critical information which will assist all players, even the private sector, to begin to understand
responsibilities beyond commercial benefits. If we really want to bring a new agenda of how the use of ICT's
helps us to step up our efforts, to equalize and create a sustainable society, we have to deepen our

conversations as partners, and as to what responsibilities do we bear, how do we measure the commitments?

Often when talking to the private sector, we talk about spectrum allocation. And we have had those
opporttunities, and people have moved out, and left huge gaps in society. But I'm sure as we move forward, we
can step up efforts in such a way that we begin to share benefits and begin to create dignified societies that are
sustainable. Thank you.

>> JOSEPH ALHADEFF: Thank you very much. Ambassador Sepulveda.
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>> DANIEL SEPULVEDA: I wanted to add to some of the things that Raul was talking about in terms of
the challenge and how to meet it. I agree with Juan that the money is available and the technology is available
to deploy these services to people around the world.

And once you build a platform, human ingenuity will take root and market demand in those places will drive
the development of services. But there is a fundamental challenge to the degree of how easy or how hard it is

to invest in infrastructure and to deploy services in any given market.

The reason in the United States that you can build a service and that it's deployable across 50 states and

300 million people, makes it a very attractive place to invest money. India, you have 750 billion people
connected to a single network. There is a lot of money being invested in China in the development of Chinese
companies and Chinese services delivered over intellectual property, I mean over the Internet. You are going
to see the same thing happen in India once the digital India initiative is deployed effectively. You will see the
same thing happen in Brazil once you have the economies of scale in Brazil. If you can piece markets together
the way they are trying to do with a single digital market in Europe, if you can do it in Latin America, other
parts of the world, you get the scale necessary to attract investment, but you need easier regulatory spaces to do
itin. You need significantly more open markets and significantly greater certainty of investment. Otherwise

the money won't come.

>> JOSEPH ALHADEFF: Thank you. One last opportunity if anyone wants to make a further answer to the

question that was posed.

>> JIMSON OLUFUYE: Quickly to say from the private sector perspective, really support the last two
speakers. The private sector is always looking forward to enabling environment. Once what we called
E-frictions are removed, like cases of multiple taxation, indications where there is no transparency, even in

policy, or no political will to see a policy driven to the end, challenges. I want to note that.

Secondly, to say that the issue of IP black list is a very serious issue, because you are strong as a weakest
link. We need to underscore the need for more capacity in developing nation, with regard to the Internet

economy and Cybersecurity particularly. Thank you.

>> JOSEPH ALHADEFF: Thank you. I'm going to make a couple of observations of terms and concepts

I've heard without making any conclusion related to them.

And then I'll turn it over to Hossam Elgahmal for a slight summary perhaps of actual conclusion and then for

a closing to our host chair.

We heard that SDGs were relevant across, sorry, ICT's are relevant across all SDGs, that they are key enablers
of development across all three pillars of Sustainable Development. But that we need practical implementation
and need to be accountable for implementation. There are issues of metrics and measurement which must be
had. There needs to be a diffusion of application and technologies. We saw examples of how sensors in buses
and crowdsourcing of mobile phones using the digital exhaust of those phones could be beneficial and provide
new applications that could help individuals. There were discussions of applications including local
applications that are, quote-unquote, pertinent because that was one of the questions, are the applications

pertinent. They were in agriculture, traffic and e-Health and used to broaden market access.

There was a question of access to ICT, access to Internet, access to broadband, access to knowledge as a
separate concept, the need for e-commerce, economic inclusion especially for entrepreneurs and small and

medium size enterprises and obviously also at the educational level and also across gender divides.

There needs to be skilling. There were questions raised from the audience about dislocation aspects of new

technologies and sharing economy and how skills gaps may affect that.
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The fact that there were concerns of local economics, local economies may not supply the continuous funding
basis for all of the models. There was some dispute as to whether that is or is not the case. But there was an
agreement that sustainable funding for models is important whether it comes from venture, commercial or

other sources.

How to develop the right business and investment ecosystem for local players, whether green field funding
might be useful, the use of ICT as a means to creativity, to digital economy and societal benefit, but also the
importance perhaps of having some ability to participate in the production elements, whether in programming
or other concepts.

The ideas of cloud emerging technology and the innovation ecosystem, whether you need and how you
develop a facilitating policy ecosystem, for those kinds of developments, how we can all capitalize from these
benefits while still addressing privacy, security and fundamental rights, and how in partnership with the private
sector you can have developments, but also understanding the role of the private sector in the SDGs that goes
beyond commercial interest in those SDGs.

That was by no means a complete capture of the breadth of topics and ideas, but I can only write so fast.
I'll turn it over to Hossam for a few comments. He did all the heavy lifting for organising this panel.

>> HOSSAM ELGAMAL: Thank you for the moderation and thank you for participating, especially all the

panelists, ministers and all the guests, and it was a very rich panel.

Some of you have attended yesterday's Opening Session. I put a word, it was related a little bit to our
session. But mainly now, I just want to summarize in a few what I understood. We have three main

approaches, or depending on the maturity of different economys, it seems.

So we have heard regarding countries and places where the change is not about expanding the access, but
about having basic requirements in testing. I think approaching those types of challenges might be different,
and this is what was expressed. How can we provide this with a very cost effective manner, so that we can

help those areas develop much faster, and benefit from the Internet and ICT.

We have the second path is regarding the policies empowering more access efficiently and with
competitiveness, transparency, secutity, openness, and providing ease of investment plans, so to encourage

investment to come in, and to bring the next billion online.

It's very important for many countries to have better policies in order to really engage further

multistakeholders.

But we have heard the third one, which is many developing countries who have already invested in access are
currently looking for beyond the access, and looking for the result in their development, in their societal and

cultural development.

And they have a problem, because they are not able to develop their own ICT industry, that current ecosystem
is not helping. So they need economic development, social inclusiveness, environmental protection. And all
of those business models are not available easily. They will need help and assistance in order to be able to

implement the information society, to enable societal and economic development.

How to ensure local Internet content and ICT industry development with the proper ecosystem investment
tools, to raise industry sustainability and competitiveness with the idea of the international cooperation. I think
that there is a social responsibility on the international cooperation, to work hand in hand with developing

countries in order to be able to provide Sustainable Development goals through ICT and Internet.
And by this, I do thank you and I give it to --

>> JOSEPH ALHADEFF: Have we missed anything, to our Rapporteur?
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(off microphone).
>> HOSSAM ELGAHMAL: Back to the chair. Mr. Chair, thank you.

>> HENRIQUE FAULHABER: It's time to close the session. Excellencies, ladies and gentlemen, thank you
for a very informative consultation session, and thank you, all the partners and the panelists and moderators
for making the discussion so informative. I thank the moderator and the organizer for this that they

provide. Ihave my thanks to all of you being here this morning, and your valuable contribution to our

important discussion. It is now my pleasure to close the session. The meeting is adjourned. Thank you.

IGF Intersessional Work: Policy Options and Best Practices for
Connecting the Next Billion

The following are the outputs of the real-time captioning taken during the Tenth Annual Meeting of
the Internet Governance Forum (IGF) in Jodo Pessoa, Brazil, from 10 to 13 November 2015. Although
it is largely accurate, in some cases it may be incomplete or inaccurate due to inaudible passages or
transcription errors. It is posted as an aid to understanding the proceedings at the event, but should
not be treated as an authoritative record.

k3kk

>> MAXIMILIANO MARTINHAO: Good afternoon, everyone.
I'm Maximiliano Martinhao, Secretary of Telecommunications of the Ministry of Communications of Brazil.
I would like to ask you all to take your seats. We're about to begin.

I would first like to greet Mr. Lenni Montiel, UN Assistant Secretary-General for Economic
Development. And I would like to greet my colleagues on the panel, ladies and gentlemen.

Distinguished members of the panel, we start this session on intersessional work entitled Policy Options and

Best Practices for Connecting the Next Billion.

I would like to welcome you all in Paraiba, Brazil. I'm quite excited regarding the works we're going to start
now. The Internet is a democratic instrument of access to information with reducing geographic, social,
regional differences. In addition it has fundamental rights as education, healthcare, employment, culture,

leisure, freedom of expression.

We're aware of the fact by the aim of 2015 over 3 billion people will be connected. However, we still have

4 billion people far from the Internet, prevented from benefiting from this virtual environment. Including
these people is more challenging because citizens currently disconnected represent as a rule the poorer part of
the world population. We see that the socioeconomic issue is in many cases in the roots of the digital

gap. This year the Policy Options for connecting the best next billion has a multistakeholder resolve designed

by all of the Internet community.

The Best Practices for the IGT have actually yield many results for the community to serve other pertinent
forum and drivers to regulation that are a designed development and response to cyber-attacks, development
of mechanisms of multistakeholder, implementation of traffic exchange points. The purpose of this session is
to bring the IGF community to a roundtable to have interactive debate and guided to result aiming at seecking
paths for conducting or Connecting the Next Billion to the Internet from the Brazilian perspective I would like
to bring some inputs from the debate.

The intersectional programs have identified five parts for connecting, increase of investment, public-private
investment, increase use of availability, availability, citizens to use applications, development of local content
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allowing online inclusion of all based on Human Rights, youngsters, women, age, disabled, affordability and the
open character of the Internet.

The Brazilian recommendation regarding infrastructure is the focus of the satellite of defense and strategic
communications operating on the band Ka covering territory with the ability of connecting any citizen at most
remote places in our country. As a way of getting increasing connection in the northern area of the country
without compromising the environment we are developing the Amazon Connected Project which to the largest
connection of communication project in the eastern hemisphere with over 7,000 kilometers of fiberoptics in
the Amazon Rivers. Itis a creative, innovative form of connecting 20 million people that are isolated around
the region of the forest, the rain forest. We have this undersea cable, transocean cable between South America,
Africa, South America, Europe, in addition to this South American cable to connect the countties in the region
because we believe that the interconnection effort cannot be made isolatedly. It is important to have the

coordination between the countries to identify connection roots to the benefit of all Internet users.

With regards to the recommendation of increase of use by citizens in Brazil, we highlight a set of policies to
develop applications with start-ups in various categories, and the development of digital plants and parks that
have potential of becoming positive arrangements that are local. This is the few measures and highlight the
policies to expand infrastructure and access, but also of capacity building people to be able to use all the
qualities of the Internet. Regarding the need of ensuring protection of Human Rights and the digital world as
well as Internet access of global quality and open for citizens to be connected. The passing of the Internet
Marco da Civil in our country was an important step, we have supported and taken various measures for
reduced prices, reducing the tax burden and allowing access to terminals that connect to the

Internet. However, we alert that high cost of interconnectivity internationally as well as having data being
housed from the house in point make it difficult to reduce prices and improve quality for the access by the end
user. Brazilian Government has worked in the definition of the broadband for all with a goal of updating the
goals and instruments of the national policy to broadband access. The focus is to broaden the network
structure for -- in terms of distance and also expanding the access of users. This is some Brazilian

examples. We want more. We want to share and learn from other experiences. We are, therefore, open to
debate, endeavoring to have the best results of the session with identification of bottle next and opportunities

for the expansion of world connectivity.

To conclude, I would like to express my satisfaction to be part of this panel, and to say that we should move

forward in concrete actions for the issues brought up here.

After these opening remarks I would like to give the floor to Mr. Lenni Montiel, UN Assistant

Secretary-General for Economic Development in the department of the Economic and Social Affairs.
>> LENNI MONTIEL: Thank you, moderators, panel members this afternoon for being here.

At the outset let me express my appreciation for the intersessional activities carried out in advancing the IGF
work on this important topic. This morning in our discussion on the Internet Economy and Sustainable
Development we talk about the digital divide. My view, Connecting the Next Billion is a strategic approach to
bridging the Digital Divide. This session, in my view complements well our discussion this morning and I
want to commend, again, the MAG and host Chair for this session. Likewise, I hope the results of this
discussion will be a valuable contribution to the preparatory process of the WSIS outcome document. In fact,
addressing the Digital Divide was featured prominently in the Zero draft of the WSIS outcome document. In
the preparatory meetings as well as in the informal interactive discussions with stakeholders, delegates and
speakers called for intensifying efforts to bridge with the Digital Divide, including the gender Digital Divide.

There is no doubt about the fact that we have had remarkable progress over the last decade. It is aptly
recognized also in the Zero draft.
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Member States agreed there have been many ICT enabled breakthroughs in eGovernment, eBusiness,
eEducation, eHealth, eEmployment, eAgriculture, eScience allowing, of course, greater numbers of peoples
access to services and data. At the same time, there was general agreement that large Digital Divides remain in
place including within and between countries and women and men. This indoubtly slows down Sustainable
Development. Both the remarkable achievement and the continuing Digital Divides are well documented and
substantiated by a range of data and statistics.

The key question, what to do? Some of the answers emerge in the discussion this morning, and I think that
the WSIS action line and the SDG matrix that I referred to this morning that's been prepared by a group of
UN entities that's available in the UN WSIS -- in the WSIS website lays out specific areas for focusing our

action. Let me reiterate a few points which I think are essential to our strategies to connect the next billion.

First, it may sound cliché, but I don't think investment is crucial, and I don't hesitate to say that private sector
has a major role to play there. Governments also have their roles in putting in place and enabling environment
that encourages and facilitates business investment in infrastructure. I also want to stress that investment in
physical infrastructure on its own is not sufficient which brings me to my second point, training and capacity

building.

We talked eatlier about capacity building, about multilingualism, about education, training. I believe we should
also do more in investing in human capacities. Is there a role for international cooperation and official
development assistance in this area? 1 know by asking such questions I'm stepping into controvetsial territory
these days. Personally, I do feel that there is much space for international development cooperation in
bridging the Digital Divide. Justas ITC and the Internet can play a powerful role in enabling progress in
SDGs, investments in official development assistance channels, the Digital Divide can be productive
investments in SDGs and our sustainable future. For example, I think training capacity building, it is an

effective use of development resources for overcoming the Digital Divide and accelerating process in ATGs.

Third, we need targeted action, in fact, in hunger, poverty, Human Rights, the international Human Rights
abuse -- sorry, the international community has developed many targeted initiative. We need similar actions to
inspire support for overcoming the Digital Divides. We need IT engineers without borders. We need digital
peace. We need global efforts for helping women and youth acquire digital literacy, creating jobs, income,
livelihood online. We need incentive and measures to promote affordability and working to increasing access
to ICT, that at the end of the day is to connect the next billion.

We can do it if we have the will. We can do it if we work in partnership, and that's why we strongly believe in
multistakeholder approach. The UN, multilateral family, is large enough to embrace multistakeholders. Once

again, I look forward to a rich discussion, and I thank you for your attention.
Thank you.

>> MAXIMILIANO MARTINHAO: Let me now give the floor to our moderators, Ambassador Benedicto

Fonseca and Constance Bommelaet.

Ambassador, please?

>> H.E. BENEDICTO FONSECA: Thank you very much, Mr. President. Thank you very much.
I will speak English.

Thank you to Constance Bommelaer from ISOC. I was honored by the Chair of MAG to lead the team that
prepared the document on policy actions, this is further explained by my co-moderator, Constance
Bommelaer. I just wanted to say it is an honor for us to be able to present to the IGF the outcome of this
work which indeed we think should constitute a piece of work that should be improved and serve as a useful
tool for all of us.
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With this very brief initial word, I would like to turn to Constance Bommelaer.
>> CONSTANCE BOMMELAER: Thank you very much, Ambassador.

I think I'm going to statrt perhaps by taking a step back to talk about the essence of the IGF intersessional

work, basically why we have done this.

We have seen over the past decade with acceleration of Internet deployment and new usage a number of issues
whether technical, policy focused emerge. With this, a strong appetite of stakeholders all year long to have a
place for solutions. This is a place to discuss Best Practices and Policy Options, it gathers all relevant
stakeholders and we could not imagine tackling Internet issues without all expertise required at the table. This
evolution is in line with the mandate of the IGF which leaves room for it to grow, and here I will state -- T will
quote paragraph 72 of the Tunis Agenda, the mandate of the forum is to identify emerging issues, bring them

to the attention relevant bodies and the general public and where appropriate make recommendations.

We conducted a Society this year on Internet governance which was widely taken. An overwhelming number
of respondents felt they needed the global network of IGFs, national and regional, and also, of course, the
global IGF to be strengthened as a platform where the community could work on the formulation of
non-binding recommendations to tackle existing, but also emerging Internet issues. This confirmed the
consensus of the Working Group on improvements of the IGF calling for more tangible outputs to

embrace -- to enhance the impact of the IGF on global Internet governance and policy.

In light of the renewal of the mandate of the IGF to be discussed this year at the WSIS+10 in December it was
critical for the IGF community to address this call for the IGF to evolve. In this context, the MAG rolled up
its sleeves this year and decided to launch a new program on intersessional work all year long intended to

complement existing work.

Over the year experts from all stakeholder groups have gathered working in a bottom-up multistakeholder
fashion to develop six Best Practice documents, all supporting the overarching goal of connecting the next
billion. Today we'll present and discuss the outcomes of the year-long effort from the IGF community, the
Policy Options for Connecting the Next Billion and Best Practices on multistakeholder mechanisms, mitigating
spam, establishing, establishing successful IXPs and encountering abuse against women online. In terms of
next steps, comments from the audience will be welcome, and we'll enrich all of the documents that will then
be finalized in a few weeks after the IGF, then all disseminated, shared with relevant stakeholders and
organizations as requested by the Tunis Agenda.

Thank you, Ambassador.

>> H.E. BENEDICTO FONSECA: Thank you, Constance, for setting the scene and for those background

context remarks.

I will now turn -- we will -- we will initially focus on the document on Policy Options for Connecting the Next
Billion online. The version we will be examining is available online at the IGF site and reflects the work that's

been done so far and the idea is that should be a living document that should be continuously improved.

In order to also set the stage for the discussion on the document I would like to invite Dr. Pepper, Vice
President, Global Technology Policy, Cisco for initial remarks.

>> ROBERT PEPPER: Thank you very much, Ambassador.

Thank you for the MAG for putting this together, this session, which I frankly believe is the most important
session this week because it is addressing in a pragmatic way how do we close the Digital Divide. Unless we

close the Digital Divide, all of the other issues are secondary. Everybody has to be connected.

122



I also want to thank you, personally, Max for doing a great job as host. It is a second time for the IGF in
Brazil. This is wonderful.

Let me start with -- we have already heard why this is important. We know it is important. I want to point out
what we call sort of the income inequality paradox of the Internet. There is some work that a colleague and 1
did earlier this year that was published as part of the World Economic Forums Global Information
Technology report in which we looked at what happens when people connect to the Internet in a country. If
you get over a 20, 25% threshold, the more people that connect in a country, it increases the standard of living
in that country. Connecting to the Internet is an income multiplier. It closes the income inequality gap

between countries. Countries rise if you'te over that threshold.

The paradox is that as more people connect in a country, it widens the digital divide, the income inequality in a
country. At first people say how can that be? When you think about it for a moment, the people connected
improve much faster than the people who are not connected. In the name of equality we're not telling people
to disconnect so there is only one option, everybody has to be connected. That's -- that really goes to the heart
of this session. It is about Connecting the Next Billion, but frankly, that's too modest. Let me explain why.

Every year we conduct this study, a five-year rolling forecast of everything to do with the Internet. We have
done it for ten years. We actually can go back and report out what did we forecast, how did we do, we're

usually within 10%. I'm going to say I'm pretty confident in it.

We're forecasting that between now and 2019 1.1 billion more people will be connected to the Internet. That's
organic growth. If we do nothing, another billion people will be connected. I actually think we need to be
more aggressive. Number one, maybe we should ask the question how can we accelerate and speed up
Connecting the Next Billion so we don't wait for five years; and then beyond that, we need to connect the next
billion after that and the next billion after that.

How do we accelerate Connecting the Next Billion? How do we get more people? There is very specific
challenges and they are addressed in the IGF Policy Options because of all of the intersessional work. Itis a
combination of supply -- what I call supply and demand.

If we look at the data here in Brazil, for example, there was a really good study published by the Regional
Center for the Studies in the Development of the Information Society. What it found, it was that 90% of
people in Brazil have access to some form of 3G. You know, the quality will vary if you're at the end of the
line, it is a long link. 90%, but only 52% of people are using it to connect to the Internet. The question is,
what's keeping them back? The first thing people think about, it is affordability. People can't afford it. Well, it
turns out that that's only a very, very small part of why people are not connected. People have the option to,
you know, respond to multiple answers. 70% of the people who could have it but are not connected say they
don't see the need, they're not interested, the Internet is not relevant to them. 70% of people said they lack the
skills to connect and use and benefit from the Internet. Less than 20% said it was affordability. Affordability
is important but there are other things that are even more important that I believe are low-hanging fruit that

we can do much, much more to close that gap. What are some of the challenges?

There's a project that I'm involved in -- I'm also speaking on behalf of at the Wotld Economic Forum -- called
the Future of the Internet Project. One of the actions, one of the project's within that future of Internet
initiative it is a project that we call Internet For All. We debated a million, 2 billion, we said no, Internet for
everybody. We identified four challenges, infrastructure, access, if it is not there, that's the prerequisite, you
have to have the ability to be connected. Second challenge, affordability, if you can't afford it, even if you
think you want it, you can't get there.

By the way, the infrastructure is the supply side; affordability, really the demand side.

123



And then the other two are clearly demand side, skills and capacity building, and then the fourth is awareness,
right, and content that leads to relevance. Again, we have already heard a little bit about that. When we look at
the Policy Options on what to do about it, right, it goes right to those.

There is an additional piece here. That's we have also took a look as part of our study looking at this income
inequality. One of the things we found -- I'm glad it was already mentioned -- in some countties -- not

Brazil -- but in some countries, the gender gap in the use of the Internet essentially disenfranchises half of the
people in a country. It harms that country economically as well as socially, and that the Digital Divide in
gender using and benefiting from the Internet is a huge gap. What we do know empirically from the work we
have done, when women and girls connect to the Internet, they use it for more things like education,
information seeking for healthcare, and for activities that actually are beneficial to the family and themselves

individually and their communities. That's a really important focus. I'm really glad it was already mentioned.

How do we do this? You know, the IGF as the multistakeholder organization group -- hardly an organization,

but a collection process -- it is the way to do that, and the intersessional work.

Some of the other work that we've done, back in 2013 I said on the UN broadband -- I sat on the Broadband
Commission of the UN, we studied national broadband bands and digital strategies. A finding of that study
was that if government tries to do it alone or if the private sector tries to do it alone it is not as effective as
when there is a public-private partnership precisely for the reasons discussed about investment, about filling

gaps, enabling policies, but it also must include all of the stakeholders as well as local communities.

You know, we really have an opportunity today with the Best Practices -- although I must say, I actually don't
like Best Practices, but a menu of good practices, there is a collection and every country is different, you can't
say this is best, that's better. There is a menu of really good practices and things that we can do to intervene
both governments, private sector, Civil Society, technical community, working together and through this
intersessional process to make a difference, and we can't wait. It is urgent. Itis essential. I want to accelerate

Connecting the Next Billion. I don't want to wait five years.
With that, Mr. Ambassador, I turn it back to you.
Thank you.

>> H.E. BENEDICTO FONSECA: Thank you, Dr. Robert Pepper for your presentation, and for inviting us

to raise the higher ambition of the task we have assigned to ourselves.

I would like to before returning to the presenting of the main findings of the document, I would like to
acknowledge the participation of other MAG members that contributed to putting together this document.

So first of all, I would like to acknowledge Constance Bommelaer. I think we should all know that Constance

was a real force behind the preparation of this document, and I really thank you for this.

Also I want to acknowledge participation of Lynn St. Amour, Carolyn Nguyen and Marilyn and others as well
who assisted in the outreach for the regional, national IGFs.

With this, I would like to turn to Brian, the Secretariat for the presentation of the document.

>> SECRETARIAT: Thank you, Ambassador Benedicto Fonseca, Constance Bommelaer, Dr. Pepper, as well
for the introduction.

To frame this a bit, I'll invite everybody here and participating online, if you do have a laptop or an iPad,
something like that in front of you, to go to the IGF website, to the home page and there you will find a tab
across the top which says Connecting the Next Billion.

When Ambassador Benedicto Fonseca refers to the output, it is actually a collection. You will find three things
there. There is a compilation document which is the collection of inputs and contributions which I will detail
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more in a bit. Many of the organizations and individuals who contributed to this compilation, they're actually
here at the table. Some of you are in the room. I think that was the biggest success that we had in this process,
was the amount of contributions that we got to this theme and this work which was very important. The
theme came from the IGF community. The compilation document was framed, the structure came from an
open mailing list group and drafting group that decided on the structure. The structure was based on the initial
inputs we got from the community, how they defined the issue and the major subtopics within Connecting the
Next Billion which as we found means very different things to different people depending on where you are in

the world and what kind of access you have already.

So thanks to everybody for joining, in particular to the more than 80 individuals and organizations that
contributed to the process. It was really fantastic. On the IGF website you can find the compilation
document which is very long, and some may think it is a bit boring. There is a five-page document, and then
there is a list of contributions of the more than 80 contributions in full that atre all very interesting that give
unique perspectives. They outline both opportunities and challenges and recommendations from all these

different groups, multistakeholder groups, about how to tackle this challenge.

Following, again, what we have online, we got more than 80 contributions. Five regional IGF initiatives took
on this theme at their meetings in the last year, since the 2014 ninth IGF in Istanbul, the Asia-Pacific, the
African IGF, the Latin America and Caribbean IGF, the European Dialogue on Internet Governance, the
EuroDIG and the Arab IGF. That was great. National initiatives from Zimbabwe, Mozambique -- I won't list
every contribution here, please go to the website to see all of those that contributed and we'll hear from them

in detail shortly.

The governments from Mexico, from Brazil, from Uruguay, the ITU, World Bank, World Economic Forum,
Civil Society groups that are doing great work on this topic, the Alliance for Affordable Internet, APC,
International Federation of Library Associations and Institutions. Again, I'm not intentionally leaving anybody
out, but I'm just presenting some highlights. We have contributions from Google, from Microsoft, from
Telefonica, from the EBU, Facebook, and a lot of great individuals from around the world shared their
perspectives. There was an online forum that many filled -- form that many filled out with guiding questions

to serve this.

Our findings, the compilation is a mosaic or puzzle of highlights and collections from the contributions that,
again, can be found in full on the IGF website. They follow a structure which you can see in the paper online,
but there are five sections. We begin with deploying infrastructure, then move on to increasing usability,
enabling user, ensuring affordability and then the last section, which is the longest section focuses on the
Policy Options, the policy recommendations for creating an environment for Connecting the Next

Billion. The Secretariat put together a short list you can read and a shorter list of highlights and specific
recommendations, conclusions based on the inputs. I will go through them now quickly and then we'll move
on to our speakers and give the floor to the audience talking about their individual conttibutions and what's

important to them.

In the deploying of infrastructure, many said that much more investment and public private cooperation is
necessary to strengthen national backbones in the developing world and in particular rural populations and to
increase and scale up cross-border connectivity. Infrastructure development is a key driver for a
socioeconomic growth and access to that infrastructure is paramount to development. To increase usability it
is important to ensure the availability for the applications to stimulate the local content and service in all

languages and to implement strategies for safeguarding access to people with disabilities.

Policies that promote and continue creation of locally relevant content should be encouraged, including
protections for the freedom of expression, the press, privacy and Intellectual Property, the development of

eCommerce infrastructure, consumer protections and entrusted online -- and trusted online payment systems.
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This is some recommendations, highlights we extracted that permeated through many of the inputs received.

To enable users online emphasis should be placed on the promotion of Human Rights and enablement of
young people, women and gitls, the elderly, Persons with Disabilities. Access to the Internet is essential for the
full realization of human development and facilities, facilitates the exercise and enjoyments of a number of
Human Rights and freedoms including the rights to freedoms of expression and access to information,
peaceful assembly, association, fostering public access points, for example, in public libraries, community
centers and promoting the spaces and digital literacy and local content production will also secure better
conditions for Internet access and use of interconnecting the Next Billions to the Internet to ensure
affordability in addressing the Digital Divide, increased efforts in investment are necessary to increase supply
and lower the cost of access. Increasing affordable Internet access is essential if countries are to achieve the

social development and inclusive knowledge-based economies they desire.

Many of the challenges and improving Internet affordability requires innovative policies and methods to make
the strategic innovation guys reality. There are many well-known benefits to infrastructure share, lowering
industry costs, to encourage this practice and make operators more amendable to sharing governments can put

in place guidelines and regulations to support infrastructure sharing and introduce new business opportunities.

Finally, in creating an enabling environment, future connectivity efforts need to ensure that those coming
online have access to the entire global and open Internet, access should be universal, equitable, secure,
affordable, high-quality on the basis of Human Rights and the rule of law and respect should be given to

privacy and freedom of expression.

Again, this is not an exhaustive list, but just highlights that we pulled from inputs. We can give the floor to
many speakers. I hand it back to you, Ambassador Benedicto Fonseca. Thank you to all that
contributed. Looking forward to a good discussion.

>> H.E. BENEDICTO FONSECA: Thank you, Brian, for this.

As you have indicated, this document represents a collective work, outcome of collective work that have

assisted us and evolved in putting together the document, establishing parameters and guidelines, but basically
it was populated by contributions coming from all of you. Itis a collective achievement. I think we should all
take pride in that. Beyond this, to be continuously stimulated to improve the document. I think by doing this

we should take the call by Dr. Pepper to seck to accelerate and raise the ambition of our exercise continuously.

I would like to turn to those participants that have been collaborating closely in the development of the
documents. I would start by calling on Mr. Makane Faye, Knowledge Management and Library Services,
UNECA, you have the floor.

>> MAKANE FAYE: Thank you.

I would like to speak on behalf of the African IGF Secretariat hosted by the African European Commission
and ECA.

On Connecting the Next Billion session, we had a panel which was moderated by the President of The African
ICT Alliance who also gave a statement, and we had Constance who gave us a global perspective through
video conference and we had a coordinator from Uganda and others. The African ICT was organized with the
support of several partners, including the Centrality of South Africa, APC, ICANN, ESOC, UNESCO and
others.

Following the presentation of the panelist we had given the floor to participants and asked those indicated by
the previous speaker there were recommendations which came from the participants. We had 150 participants
from multistakeholder groups, private sector, Civil Society, technical community, academia, government as well

as other communities which is a business stakeholder in Africa.
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We had eight recommendations: The first, Connecting the Next Billion should be viewed as a program project
by countries and stakeholders, and as such the approach should be used using a program project, Best
Practices and methodologies.

The second, department in charge of communication and IT should review the ICT and broadband policy and
plans through enhancing multistakeholder cooperation involving diverse multistakeholder groups because we
have seen as indicated earlier, in some places government will just work isolated or they'll give it to the private
sector or private sector will work with the government without involving the stakeholders which have Civil
Society, for example, and technical activity, they have a very important role to play in making, bringing

inclusiveness.

The third one, there is a need to develop strategic partnerships between government regulators, network
operator, technical community and Civil Society to support infrastructure development to have the access and
connect the underserved communities at the same time enabling access affordability because affordability may
not be an issue in some countries, but in Africa, it still -- because when you go to a country where someone
will pay $80 U.S. dollar to have a 2-megabyte bandwidth a month, it is recommended that people should not
spend more than 5% of their salary, $80, it is maybe 150% of most of African salaries. So affordability, it is an

issue in Africa.

The fourth recommendation was to enable sustainable use of ICT implement and application. Power grid
capacity should be boosted through diverse sources because there is no need to have a recommendation if
there is no power to make them sustainable. There is a need to also look parallel when talking about ICT to

look at the electric dimension.

There was also a local content. We said that you cannot just develop the road without cars, and I believe that

this is important here.

We had number five, local content development and elLearning initiatives are necessary to promote the
creation of local content online to boost the demand in order to promote inclusive access. Also there is a need
to produce content locally and translate external content to local languages and in other formats to reach a
maximum number of people because we have a large Internet population and they will understand what you

give them in their local language but they may not be able to read it.

In addition, there is need to invest in local developers to promote innovation. That's also one way to boost

local content development and elLearning initiatives.

The number six is increased access to information and knowledge is a social pillar to the sustainable
development, however. Not everyone has a smartphone or commuter to help them get online in Africa, hence
public access to ICTs is needed to help more than 4 billion people in the world who do not use the Internet
individually because even in the developed world we are going to the U.S., you see people going to the public

library to be able to have access, to look for jobs, so on.

So here what we said, the libraries worldwide provide public access and should be supported as spaces to
provide access to the Internet, but also access to information and knowledge and also can provide capacity
building to the users.

The seventh, we should explore the creation of a continental free Internet platform with telcos and other
stakeholders to preserve the identity and unique cultural heritage of Africa.

The final one, it was in order to follow-up the implementation, successes and failures, there is a need to have a

monitoring and evolution program using online realtime reporting.

Thank you, Mr. Chairperson.
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>> H.E. BENEDICTO FONSECA: Thank you for your statement. I thank Africa for the contribution to the
document. You have been providing us with good examples of solutions, and we certainly are aware of the
challenges. We certainly wish that this document will be useful for you and others in Africa. Thank you very
much for this.

I would like to turn now to other panelists that also will make interventions on this topic on the document. I
would like to ask to the extent possible that interventions should if possible not extend 2 minutes. We have a
large number of panelists and we would like also to give the opportunity for the audience to make comments

on this.

We would like with this to turn first to Dr. Tomas Lamanauskas from the ITU.
>> TOMAS LAMANAUSKAS: Thank you.

Not yet a doctor, but hopefully in the future.

Also thank you to the General Secretariat and to Constance and the contributors for the excellent compilation
of the policy practices that could be used to connect the next billion or more. That's the thing, also something

to discuss in this panel.

Also, I think it is very timely discussion, of course, with the Sustainable Development Goals which we
recognize the need and the importance of ICTs for the Sustainable Development overall, especially goals 9C
and 18.8 which cleatly say that we need them.

We have many good stories: We have 3.2 billion online. Also, I think -- I like Bob's optimism, but I also like
to be optimistic but we also have some other sides of the story. Another side of the story is 4 billion people
are still offline and if we look at LDCs, 10% of the people there, only 10% are online.

When you look at the graphs, they decelerate, it is not optimistic, but if we see that it actually -- the growth is
not accelerating, but decelerating which is something that's interesting to see how it is a problem and how to
deal with that. That's not surprising. You know, every next billion is more difficult, more rural, more remote,
less skills. It will not be easier, but will be more difficult. That's why it is, again, a timely discussion to have

how we connect that.

Again, when you look at the broadband, it is not just about having people connected. Now it is about what are
they connected to. Broadband is not the same broadband any more. If we count the 3G connection on a
smartphone as mobile broadband users, whether -- does that mean they can use all of the abilities of the new
communications? Whether we actually need, you know, high speed broadband connectivities. When we look
at the gain, for example, in new opportunities like Internet of Things we see a number of connected devices,
some regions actually not even -- we're not having a catching up, but a widening of the Digital Divide. It is not
to paint a optimistic picture, but to say we came a long way, but there is a long way to go and it is very early to

say that, you know, now it will be easy, we just have to push. We need to work together on that.

Also the good thing also about that, more and more stakeholders recognize that. Especially we saw a flurry of
initiatives saying that we want to help, and we want to be connected, and we have a few people around this
table who will speak about their initiatives. It is not up for me to refer to them. What is important though, for
all of us to work together and look for synetgies and how to contribute to that and we'll try to also do this
week with our connecting workshops.

On that, I'm kind of -- another aspect I want to mention, important to have a vision. There is a vision of
1 billion connected, but what's also important from our perspective, have a clear, measurable indicator of
where you want to be. In ITUs, the meeting last year, it came with Global Agenda for connecting and it sets

targets for connectivity in general, but also inclusiveness as well as sustainability and innovation.
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Just to try to wrap up a bit, this is important, having a vision, what's the tool? Some tools, again, I would -- the
speech will lack something if I wouldn't mention what's now happening across the ocean in Geneva. We have
a World Radio Conference happening which is coming to agreements on the new Spectrum for the mobile
broadband, the next generation. We agreed on 29th of October what -- how this third generation will look
like. Now this conference, World Radio Conference, we'll find the Spectrum for that. That's enabling a

generation of opportunities and faster speed to everybody, Spectrum.

Also, Bob mentioned, it is important, national leadership, national broadband plans and again, we have good
traction in 148 countries not having national broadband plans and 6 countries developing them. And I will go

along with what's in those plans but leadership, it is important.

To finish, I think a few things, it is important, part of the discussion here, we have in other sessions also, small
stakeholder engagement, not only about business, academia, Civil Society, within those, we have different
stakeholder, we have the government, we have the communication, finance, education, health, they also need
to have them around the table to tackle the demand issues and supply issues.

Also -- and the last thing just to -- the real last thing, sorry, Constance -- the really last thing, it is that we also
want those people that are connected not to be users, passive consumers of the content, but want them to be
active contributors and active patticipants of the economy. From ITU we're launching partnership was
another seven partners from various stakeholder groups, public sector, Civil Society and again, this is a
discussion of how -- it is encouraging to hear from Aftrica, that this is something that's recognized as important

and how to together work towards that goal.

Thank you very much.

>> H.E. BENEDICTO FONSECA: Thank you for your statement.

I will keep calling you doctot, especially since we're in a forward-looking exetcise.

>> (Laughter).

>> H.E. BENEDICTO FONSECA: Thank you. I touch now to you, you have the floor.

>> AVRI DORIA: I look at this report. I'm fascinated and impressed by how much information we were able

to collect. And then the question occurs now what?

One of the thing is, we're here, we're talking about it, we'll get a good report out of it. How do we take it
forward? Especially looking at what Dr. Pepper mentioned in terms of using this stuff to accelerate the work,
some of these things came out in discussions, we have an IGF meeting and we absorb a lot of information, but
we don't take it further. We then have perhaps another next yeat's IGF regionals, nationals, we collect more
information. Somehow we have to find a way, I think, in taking this to sort of, A, pinpoint some of the
objects. There is an immense amount here, you hand, you know, the 27 pages of the full report to

people. Where do they start? How do we take this material and actually do something about it that's

useful? How do we build on it? How do we next year sort of take it and go down a level? Some of these

options are at a very high level. How do we take it down?

Especially when I look at the issues I'm very interested in, how we avoid the problem of while narrowing the
gap internationally we're increasing it nationally. That's been a trend that's been going on for over a decade
now when it was first noticed in terms of women within countries, now it is a general tendency. I really think
we have to now start focusing in on some of these narrower issues and find the smallest thing we can fix for

improvement.
Thank you.

>> H.E. BENEDICTO FONSECA: Thank you for your statement.
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I will give the floor now to Carolyn Nguyen from Microsoft.
>> CAROLYN NGUYEN: Thank you, Ambassador. Thank you for allowing me to participate in this panel.

First I would like to thank Constance and also the tremendous work by the Secretariat to organization and

collect this tremendous collection of information.

I would like to share Microsoft's perspective and also completely agree with Avri's question on what's the next
step. 1 also completely agree with Dr. Peppet's challenge with respect to commemorating and the need to
compulate the conversation in the Digital Divide and it is now where we're at the point of moving the
conversation to how and this document, to your point, and -- it is a unique value and invaluable asset in

addressing that question of how.

Firstly, just to share Microsoft's perspective, we have been actively participating in the process. We fully
believe in addressing the Digital Divide. Our mission statement is to empower every person in every
organization on the planet to achieve more. Itis completely aligned with the goals and objectives that's been
shared thus far. As a company we're focused on creating innovative ICT solutions and initiatives that are
inclusive by design and help to realize the full potential of peoples around the world while enabling sustainable
socioeconomic development through partnerships with all of the stakeholders. It is in that spirit that we
submit a contribution in to the process and into the intersessional work addressing specific examples of issues
on both the supply side in terms of how to provide affordable access to remote areas, including very practical
solutions such as using solar energy to enable access to areas that have no utilities, infrastructure. We also

address a demand side with respect to capacity building.

Here just to share a couple of statistics with respect to economic growth, furthering on the information that
Dr. Pepper shared eatlier, for example, we note that for every 10% increase in broadband network penetration
in the country the World Bank estimated GDP growth between 1.38 and 1.8% for developing and developed

countties.

The impact, it is -- it is a network effect. To give you an example, again, in Africa, for every $1 that Microsoft
makes, between 9 and 11 is made by local partners. That's a network effect we're looking at in looking at ICT
to enable the Sustainable Development. Bringing additional 600 million women and girls online could boost
global GDP by 18 billion according to the ITU.

Those are some of the objectives and the concrete examples as to why we contributed and why we firmly

believe in this.

Our contribution also had specific examples under role of ICT in addressing SDG goals 8, 9, 14 and 16. 1

want to do a high level review of what was hour thinking.

With respect to our thinking, with respect to Avri's question, what's next, answering, trying to put on the table
the -- and answering Dr. Peppet's question of accelerating this, it is to do it by evidence, it is about
evidence-based policy making. This -- because around the world each region, each nation, each city,
community, village, they're starting on this effort at different stages of development. It is not possible to say
what is the single best approach. We cannot debate it. There is no single best approach. There is Best
Practices -- there are practices I should say, and that's why I really, really like the example of the title in terms
of Policy Options. Where you are, you can find examples in other countries, et cetera, and get some examples

as starting points again focusing on how and acceleration.

Another point that I would like to make that was very unique about this document, it is that it is -- it has a
framework that addressed the issues related to connectivity holistically. If you look at the outline, what's
included in here, it is essentially almost a framework, a set of tools that countries, communities can use for

addressing this issue from everything from infrastructure to policy. If you look at that in terms of what's
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needed, again, it is a helpful tool as people -- as countries, communities, policy regulators, as they look at how

to implement this Digital Divide.

The third point is that through this process, which is unique, there's been a unique platform for
communication and information sharing between multiple stakeholders. Everybody is participating. There is
no centralized -- there is no central headquarters. If I may use an example, it is almost -- it is accessible, like
Wikipedia, information is out there, but also people contributing information and there is also opportunity to
say what worked and doesn't.

Going forward, one of the questions I would like to put on the table is how can this platform for

communication and information sharing be continued?

Constance, in the opening remark you mentioned finalizing a document. I think it is a living process. The
question is how to make the information accessible, what is the platform that enables contributions and
modifications. It is that Policy Options.

The WSIS review, it is ongoing right now. Part of this question, it is how can this information be shared more
widely with policymakers? One of the questions I would like to put on the table for consideration is if we look
at the draft of the cutrent outcome statement, look at the evidence that's presented here, some of the evidence
somewhat contradicts what's in the draft today. How do we reconcile that? You know, there is a set of very,

very clear evidence and example sharing right now.

Lastly, to look at the question of, you know, what next? Asking the questions, should this be -- can this be

some sort of a set of connectivity principles, a framework, a tool set? I think with that, that's my last question.
Thank you very much.
>> H.E. BENEDICTO FONSECA: Thank you. Thank you very much for your statement.

I would like to just remind all those who make interventions to stick to the 2-minute time we have set. We

have provided a clock to help you, to discipline to the extent possible.
I now turn to Manu Khardwaj from the U.S. State Department.

You have the floot, sit.

>> MANU KHARDWA]J: Thank you, Ambassador.

Max, I want to start by recognizing the terrific work of the Secretariat and Constance and putting together this

terrific document for all of us to use today, facilitating a productive discussion.

To go to the question that was asked by a fellow panelist, what next? We thought hard about this question at
the IGF U.S.A. a few months ago. We had wide consultations on this issue of Connecting the Next Billion
both in a closing panel, closing plenary, a lot of the discussions we had at the IGF U.S.A. reflected the

recommendations here and also the discussion that's occurred so far.

After these consultations, because of the IGF is the premier venue for international Internet policy making and
because the stakeholder community wanted us to really do more in terms of the development we have
launched our U.S. State Department joined by major development organizations launched a new Diplomatic
initiative called Global Connect seeking to bring an additional 1.5 million people online by 2020, internationally
agreed upon goal. Through this effort we're also recognizing the critical importance of the Internet in
achieving all of the SGs at our launch and the IGF U.S.A,, all of the stakeholders involved, we have been
thrilled with the support from so far 22 global NGOs, Jim Keim of the World Bank, President of Tanzania,
other foreign dignitaries from the developed and developing world. As patt of Global Connect we're
increasing our own development assistance. Since the Secretaty of State's speech, major U.S. development
organizations including Opic announced major commitments for financing in Kenya, other, and we hope to
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continue to provide this level of development assistance to mainstream the view that the Internet is as
important to every country's economy as energy, electricity, highways, roads, and we need to prioritize the

Internet infrastructure on the Agenda and that resonates with all.

In terms of going back to Avti's question on what's next, this is a terrific set of policy recommendations to
potentially guide initiatives like Global Connect, other efforts underway, we should all now think seriously
about how we might operationalize this as global community to really build more support that, you know,
these types of government policies are the ways to unlock digital growth and expand the benefits of
connectivity to the world and we look forward to working with partner countries, stakeholders as we continue

to not only our initiative global connect but the IGF's important work of Connecting the Next Billions.
Thank you, Ambassador.

>> H.E. BENEDICTO FONSECA: Thank you for your statement very much, your comments.

I turn now to Mr. Jack Deasy from O3B Networks

>> JACK DEASY: Thank you.

It is a pleasure to be here. I second all of the congratulations to the Chair and the group that put this
document together. The breadth of information gathered here, it is really striking. I would like to comment
briefly on the infrastructure at the beginning of the document. There is a lot of important commentary about
the importance of additional investment in infrastructure. I think that the other striking comment that I heard
was that the incremental difficulty of Connecting the Next Billion is notable, it is harder as we add the billions

mn.

The good news is that part of the solution of that is a significant range of new investment going particularly in
the satellite industry which up until now has lagged in terms of ability to support real broadband and this is all
long-term investment. There is a significant number of new initiatives over the satellite industry to improve
the offerings by the satellite to these particularly unconnected, more difficult to connect communities and

that's an important part of the work going forward.

I also want to comment just in discussing here at the table as we were getting ready, when you connect
communities with significant broadband from a standing start, the importance of the menu of good practices
that's been presented here becomes even more important. The communities have to absorb essentially
overnight what a lot of communities have taken 10, 15 years to absorb. The work that's been done here to put

that in a manageable, accessible format is really valuable I think to the communities going forward.
Thank you.
>> H.E. BENEDICTO FONSECA: Thank you for your statement.

I turn now to the last speaker on the panel, and then we wish to take comments and questions from the

audience.
I turn now then to Mr. Kevin Martin from Facebook.
>> KEVIN MARTIN: Thank you.

We agree with the multistakeholder approach being critical in solving this problem ,and we appreciate the
reporting recognition of the multifaceted nature of the policy necessary to address it. I think the Secretariat
described it as a mosaic in the report. That's not surprising considering that the challenges are so different in

connecting.

As Dr. Pepper outlined before, that the challenges for the remaining people that aren't connected yet to the
Internet vary dramatically. We at Facebook see that is three buckets of people, a billion of people that lack
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access to the necessary infrastructure to be able to connect, about a billion people who cost is the significant
barrier, but the largest group of people is actually 2 billion that live within a signal as Dr. Pepper indicated in
some of his remarks, but that relevance and awareness are the biggest barrier to connectivity. We think that
the policies and actions need to reflect the fact that you have such dramatically different problems. We at
Facebook have initiatives trying to be multifaceted and efforts to address the lack of infrastructure with the
connectivity labs for satellites, for drones, app, other technologies to lower the cost of access to those that are
currently lacking the access to that infrastructure. We also have significant programs to try to address the
issues that we're talking about in the report about increasing usability, enabling users that would try to address

the relevance factors that Dr. Pepper alluded to.

We have rolled out a service of free basic service, an open platform of basic content that's available for free to
consumers. Those -- that basic service includes news, education, health, jobs, government sites. There is a
couple of key characteristics of that program, it is not exclusive, open to any operator in the countries that we
have rolled it out. It is non-discriminatory, an open platform. There is only limited by the technical standards
to participate. Itis free. Itis-- Facebook doesn't pay the operators and content owners ate not required to

pay and the consumers are able to access it without any data charges.

Most importantly, going to Dr. Peppet's questions of how do we accelerate this people coming online, we have
eventually seen that it is working in the countries where we rolled it out, the 29 countries of accelerating
access. We see a 50% increase in the rate of people coming online for the operators who actually rollout the
service and most importantly, that's because 50% of the people that try the service become full Internet
subscribers within 30 days. We think this is exactly the kind of program to accelerate the very challenges that
would have been outlined in the largest group of people unconnected and we think that the policies should

reflect the approach that again is multifaceted and involving a mosaic of solutions to a multifaceted problem.
Thank you very much.
>> H.E. BENEDICTO FONSECA: Thank you.

We would like now to offer the opportunity for those in the audience to make short comments or address
questions or remarks to the extent possible to improve the document or an input to the discussion. We have

microphones on two sides of the room. I see a gentleman standing.
You have the floot, sir.

>> MAX SENGES: Good afternoon.

Thank you, Chair.

I'm Max Senges. I work for Google Research and report on the research project that I do as visiting Fellow

with the Stanford Center for Democracy Development and the Rule of Law.

First of all, I would like to congratulate everybody who was involved in this important work. We agree that
Connecting the Next Billion is a very important, if not the most important step for Internet governance and
for the future of the Internet.

Allow me to tell you about our pilot project that is on access to the next billion, the results of which we would
like to offer to complement the work that's been done so far by the IGF and the collaborators, it is built on
expertise of two Stanford professors, Larty Diamond and Dr. Fishkin who is with us, the director, they're
wotld-known experts on democratic practices in the globalized 21st Century and I'm on the Advisory Boatrd of
which IGF stakeholders believe the methods are interesting to add democratic practices which has been

discussed in the variety of formats to the multistakeholder governance practices that are occutrring here.

This is a scientific method that's been applied and developed further in 23 countries and more than 80
iterations with all kinds of policy proposals over more than 20 years. We chose access for the next billion as
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topic for this first deliberative pole because we agree with Dr. Pepper and the distinguished panel that we have
here that access is one of the key priorities right now. The deliberative pole is designed to gage the sample of
what it would take, what it did take, we did the pilot, if the positions were informed by balanced information
and structured discussion with peers and experts. The project touched on almost all of the options that are

discussed in the report, Zero Rating, how to evaluate access projects and how to fund them.

We conducted the pilot both online and face-to-face on day 0 and allowed us to learn a lot where we were
happy that we tried it as a pilot this year and hope to improve the application and discuss with the community
how to further have it rations and adopt a method nor particular community. We would like to analyze that
data quantitatively and qualitatively.

We think that anyone that witnessed the depth of the discussion on Monday and online will be impressed with
how engaged the participants were in discussing the trade-offs and the quality of the questions that were
produced with the questions with the experts we provided. To give you a taste, it was a wide range of access

discussed, the questions as discussed in the report.

We cannot share with the preliminary results right now but we'll do so in a workshop on Friday morning from
9:00 to 10:30 and we invite critical feedback, constructive feedback from the community and we'll be in

workshop room 4.

With that, I would like to close my comments.

Thank you.

>> H.E. BENEDICTO FONSECA: Thank you for your contribution.
You have the floot, sit.

>> ANDRE LUCAS FERNANDES: Hello. I'm from the youth IGF program and from the Observatory of
the Youth in Latin America.

I would like to ask the members of the session about an issue of the expansion of the Internet with the
connection of the next billion, and its process. A specific point that bothers me, I mean, specifically, will this
process be guided in a way to respect the principles of the Internet, the social, cultural particularities of the
country and the people that are out of the Internet or this process will go as a vertical expansion that ignores
the particularities and imposes the prejudice and other standards to specific countries and in the world. If I
think about the expression with the participation of the youth or others, they said digital natives, we see a
second way, there is a discussion in multiple ways about the youth and Internet and the expression of the
Internet, but the youth is not effectively listened or participating in the process of the construction of the

policies in this sense.

I would like to know what you think about this.

>> H.E. BENEDICTO FONSECA: Thank you.

I think we'll take a few comments and questions and try to answer collectively at the end.
I see that the line has grown rapidly.

I think that maybe at this point in time we can take only those that are already in line. I would like to close the
list after those five participants will take the floor.

You have the floor, sir, on my left.

>> MIKE ENSON: Thank you. Itis Mike Enson from the Association of Progressive Communications.
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I was very disheartened to hear the comment by the representative of the I'TU that we have to look at the type
of connection. Connecting the Next Billion is not a binary problem. I feel we have billions of what we call
that are barely connected rather than just fully connected. We have to address their needs as well as the people
that are not yet connected today. In doing that, as mentioned by the panelists, we have to be pragmatic rather
than comprehensive in the possible Policy Options. We have to focus on some of the key ones that really are

going to make a difference than look at those that will follow through afterwards.

From the perspective of ours, there are three, one, in very great importance, it is increasing the competition. It
is not sufficient to just have one form of infrastructure available. This doesn't provide the level of choice we
need to provide downward pressure on prices and to create an affordable type of connectivity. Part of that
solution is also opening up the Spectrum so that it goes beyond providing Spectrum for mobile broadband, but
for other types of wireless infrastructure as well as we have seen already by the huge success of Wi-Fi.

The third option, it is to promote infrastructure sharing. This isn't just infrastructure sharing between Telecom
operators, but also infrastructure sharing between Telecom operators and the operators of roads, power lines,
where there can be huge savings in the deployment of infrastructure. We found, for example, in a recent study
we did on this that if you just add a duct to road deployment project, it increases the cost of the road
deployment by only 1.5%, there is huge savings made by ensuring that every new road, every new power line

that's put in place has ducts for fiber, has provisions for passive infrastructure.
Thank you.
>> H.E. BENEDICTO FONSECA: Thank you for your statement.

I recognize Ambassador Janis Karlins who Chaired the MAG, the preparatory Committee for this meeting, you

have the floot, sir.
>> JANIS KARLINS: Thank you very much, Ambassador Benedicto Fonseca. Thank you.

I would like to address the question what next. I think I remember in '91 when we asked the first Ambassador
of Germany how we can put the name Latvia on the world map. The answer was simple. You do good work
and tell the rest of the world about it. Then here, we have done very good work with assistance of national,

regional IFG initiatives with the contribution of a number of countries.

We have gathered together information what's worked and what's not. What we need to do now, we need to

disseminate that information as wide as possible.

Here I think that United Nations system in general, through the SIRTS, committees, ITU, through I'T council,
through UNESCO, through council meetings can disseminate this information and make public officials aware
of what's worked and what circumstances and what's not. This would be most probably the best way of going

forward.

That's my contribution in this discussion.

Thank you.

>> H.E. BENEDICTO FONSECA: Thank you, Ambassador, for those important comments.

I recall that in the MAG one of the things that we discussed continuously was how to make the work of IGF
known to people outside of the IGF community, how to make sure that other participants from other sectors,
those that are involved. I think as you have said, Ambassador, that the work that we have produced, an output
that's available tool should -- we should think of ways of making it known to people outside of our community
those that have been involved more closely with IGF and with the IGF brand name. This is exactly what we
want to make known through concrete outputs. The kind of work that it is possible to achieve through the
stakeholder cooperation within the context of IGF.
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Thank you very much for your comment.
I would like to turn to the lady on my left side.
Please, you have the floor.

>> EVELYN NAMARA: Thank you. I'm Evelyn Namara, I'm an Internet Society Ambassador. My

comment, it is I read the document, it is very good.

I would love to know what strategies are being put in place after Connecting the Next Billion in terms of
governments and different companies and countries thinking about moving forward. What are the strategies
being put in place after the next billion has been online in terms of training, capacity building, are those

strategies being made now? We have to start thinking about those discussions right now.
Thank you.

>> H.E. BENEDICTO FONSECA: Thank you.

I would like to give the floor to the gentleman on my right hand.

>> PAUL MUSAFIRI NALWANGO: Mr. Ambassador, I'm from the Democratic Republic of Congo, I'm
the head of cabinet, chief of staff of the Vice Prime Minister in charge of ITCs.

T would like to ask, I'm here to ask that the Internet or the connection and the connection of the next billion
should not be in the sphere of this panel a difference, in my opinion, and as it has been decided, the Internet
connection should be an element not -- not an element that should bring differences, but an instrument that
allows us to bridge the gaps and barriers between people just as the lady that just has spoken. I would like us
to be pragmatic regarding the solutions that we're going to come to at the end of this panel so that we

can -- we can think of what we can do for the countries that have no possibility of connection.

We have discussed this in the African panel. We know that 1 billion people will be connected, but we should
take into consideration what the starting point is. We have illiterate people that cannot read or write, thus we
should actually tackle illiteracy, we have to fight against this. Otherwise, the connection will only increase the
divide between those connected and those that are not. There are many people in the world that cannot even
read or write, most of them in Africa. There are many people that have no access to electric power. This

should also be taken into consideration.
The document, it is very good.

It is full of interesting contents. For it to be understood, we must take into consideration the fight against
illiteracy and the need of access to electric power. All of this so that the IGF endeavor can be indeed
useful. Otherwise, this will have no local practical effect. There are people that don't even know what

Facebook is and we must work considering all of these realities and being practical regarding that.
Thank you.
>> H.E. BENEDICTO FONSECA: The person on the left side for the last intervention on that section.

After that, I'll turn to my co-moderator for comments in regard to the questions and the comments that were
made and as appropriate maybe some panelists also would like to make very short interventions with regards to
the points raised by the audience.

You have the floot, sit.
>> NICOLAS ECHANIZ: Hello.

I'm Nicolas Echaniz from Argentina.
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We have been working for some years now, especially with community networks that are grassroots networks
built by the same people that need connectivity. We are actually working with an international team from Italy,
Catalonia, North America developing free software to enable communities where they have no people with
special skills to build their own networks so they can actually build the networks without more education on
the matter than just a few videos, the video tutorials that would help them build antennas and

infrastructure. This has been actually working very well in the places that it has been tested.

We believe it would be interesting to have more relation between this grassroots initiatives and other strategies
that don't usually take this possibility into account like in our country, for example, the Argentina connection
plan that's installing fiber optics all over the countty, they don't have a specific plan for very, very small towns
where there is no local player, yes, there is no ISP, small ISP, nobody, and those are the specific situations
where community networks are a really good option.

I just wanted to mention this and I would like it to be considered in the document.
Thank you.

>> CONSTANCE BOMMELAER: Thank you very much for these interventions, comments and for the

questions.

I think I heard four questions from the audience. What I would suggest is that we redistribute to them to

some panelists since they have been involved with this work very, very closely.

The first question, perhaps, is for me, whether or not this is a living document. Absolutely. The first thing
when the MAG started this track of work on Connecting the Next Billion it was agreed that the document
should stay open, should stay alive. This is intersessional work and the Policy Options need to adapt to the

environment.

I also noted the very good suggestion to move from the terminology Best Practices to perhaps good
practices. I thought that was very interesting and perhaps something we can take on board for intersessional
work leading to IGF 2016.

I heard another question about I think how do you respect national specificities, how do you take into account
the national local frameworks when you think about Policy Options for Connecting the Next Billion. Here
pethaps I would like to turn to my colleague Lee or Christine to highlight perhaps the importance, the chance
we have at the IGF to have this coverage of national, regional IGFs and this is really the trick, we have
substance that's really important, because we have the national, the local IGFs and then I'll bring the other

panelists in.
>> CHRISTINE HOEPERS: Thank you, Constance.

I'd like to share my experience in trying to facilitate the contribution from EuroDIG to this exercise
because -- further to the call to the MAG to participate in this exercise there was agreement to include a
workshop in the EuroDIG, the European Regional Forum on Internet Governance, but of course we were
immediately faced with the need to adopt the title -- adapt the title, to reframe it a bit, it had a very strong
developmental focus and we needed to adapt it to the European local and regional context to make it also

relevant for participants in EuroDIG.

We adjusted a bit the title, instead of Connecting the Next Billion we organized a workshop on Policy Option
for Digital Access and Inclusion. This allowed us to enlarge the scope of the discussions and to address some
of the challenges that we have in Europe, in particular beyond the mere physical coverage for Internet access
which in Europe is relatively high and, therefore, we could extend the discussion to issues like how to increase
usage when the infrastructure is already there. In this context, EuroDIG held this workshop with a number of
panelists that address the various digital gaps that still exist in Europe. This is due to, you know, the variety of
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the continents, so you have north, south, east, west, you have rural areas, urban areas, there are differences
which relate also to the geographical realities. You have small countties, big countries, island countries,
panelists trying to address solutions, how are solutions being implemented to address all of the different kind
of challenges.

A lot of examples were mentioned also related to the different aspects that create digital ecosystems, not just
the technical layer, the technical infrastructure, but also the logical layer. The role of the technical community
in this sense, for instance IXPs, the importance of IPv0, all aspects that were mentioned and very specific
examples of national, local and European level. What emerges is that indeed there are what we could call
digital agendas for all the different layers with different solutions, different ingredients and for sure a lot is
going on, a lot of attention is spread to these issues and everybody is trying to find the solutions that are best

for their realities.

I think that also an important aspect to mention is that we had a wealth of data available. We really started
from data, statistics, clear indicators also on broadband access, from there we could move to issues like how to

include people with disabilities, vulnerable peoples, so on.

Of course I don't want to cover all of the aspects of that, of what was mentioned in the report. Maybe another
point, the international organization, among the various parties that are necessary to facilitate the connection of
an inclusion of everybody international organizations also on a national level, they show the benefits of
investment and they can transfer expertise and technology and facilitate the development of public-private

partnerships.

>> LEE HIBBARD: Just to add to that by saying that I think that the workshop was also discussing the
context of access to, you know, being a catalyst for the exercise of Human Rights and freedom of expression in
particular. That it informs the access parts of the service value of the Internet and now I think of the
NETMundial statement, the Internet as a global resource, should be managed in the public interest, and we
dealt with access to Internet but access to what actually, access for access sake, do you want to -- we talked
about literacy, skills, and the importance of making sure that are giving access means democracy, censorship,

critical thinking regarding content questions, et cetera.

U.K, there is a higher penetration rate in the north of Europe, rather than the south, and of course, rural,
urban, it is distinct. It seems from terms of the infrastructure questions that it is different combinations of
actors, it is a public-private partnership, led by the government, led by the private sector, but not
one-size-fits-all, and therefore there is no silver bullet on how to do these things. We had good case studies
from Slovenia on access to Internet on rural areas and Latvia, not disturbing the competition for the market,
but there was sort of healthy competition between the push for fixed and mobile, access to the Internet and
the same time they were introducing new public access points which was having an effect on the access to
mobile 3G access. There are correlations between the push for public access points and fixed and mobile

broadband.
Thank you very much.
>> CONSTANCE BOMMELAER: Thank you very much, Lee.

Before we weave in the discussions the results of the Best Practices that support the Connecting the Next
Billion, I think that there were two other questions:

One, how do you define Connecting the Billion, it was a gentleman from APC, Tomas, you started your
intervention with your definition, I think the question was oriented to you, with the Policy Options for
Connecting the Next Billion we tried to have a broad understanding of the issue. If you would like it share a

few comments.

>> TOMAS LAMANAUSKAS: Thanks a lot.
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Just that we should understand it is not a final goal, a moving target. So the connecting next billion, next
billions, it is a process not -- that will never -- we'll never reach it. It is about not only connecting but about
bringing better connectivity. We can see ten years ago, connectivity, now the connectivity talk, and in some
ways, you know, we moved faster than we thought we would. Now everyone in the world has access or most
of the people have access to mobile telephones, yeah, it is already connected, now again we say it is a new

Digital Divide, Digital Divide, that's important to appreciate.

I don't think we'll reach the point in time where we say there is no Digital Divide. There will always be,
just -- we'll always have to chase that point, that target. I think that's important from that regard.

Thank you.
>> CONSTANCE BOMMELAER: Thank you.

The other question I think from the audience was now that we have all of these Policy Options and thinking of

the sense of urgency that Dr. Pepper conveyed well. How do we move to the national strategies.
Manu, can you share thoughts on moving from understanding the situation and actually moving to strategies?
>> MANU KHARDWA]J: Thank you, Constance.

I just also wanted to iterate we should have a national strategy, and the IGF community could even help with
the international aspect of how to come together and build momentum for connectivity efforts

everywhere. This is to encourage all countries to view the connectivity as central to their national development
strategy and encourage them to think of the Internet and ICT not as a siloed aspect for their own country's
economic growth and development but to consider the cross-cutting nature of it in terms of how its impacting
all sectors of the economy. We look forward to partnering with organizations like the alliance for affordable
Internet which we actually helped support four years ago when it was first launched and others in terms of
showcasing the types of policies that are out there that can really spur economic growth and unlock digital

development.

I wanted to also touch upon two things. One, I very much support the statement that was made from the
floor that whether it is the multilateral development banks or national countries as they kind of do traditional

infrastructure projects they should think about how to integrate the Internet connectivity within the elements.

T also heard and thought Ambassador Katlins' statements on how to share the work that you have done,
Constance, and here, but with other companies, banks, other folks, spreading awareness on the IGF's work as

well. T wanted to make those two observations.

>> CONSTANCE BOMMELAER: Thank you so much.
Dr. Pepper wanted to add a few suggestions.

>> ROBERT PEPPER: Very briefly.

I talked about the Internet For All project at the World Economic Forum. The next phase of that, it is very,
very pragmatic, it is to develop very specific multistakeholder country programs to work with specific countries
that are -- that are in a work in gross to figure which ones, to work in country, with governments, with Civil
Society, with the private sector to drive up Internet extension and access and adoption in the countries. Itisa
very wide open process and anybody who is here will have the ability to participate. That, again, pragmatically,
a way to approach this, let's pick places, work together, make it happen, lessons learned, then, you know, really
drive it in partnership with other countries.

Thank you.

>> H.E. BENEDICTO FONSECA: Thank you.
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We would like to turn now to the second part of the session. One in which we'll hear from the leaders of the
Best Practices streams, a report on the outcome of their work and making the link with the issue of Connecting
the Next Billion and we would like, of course, to also reflect the next steps with regard to the work being
undertaken by that particular stream of work.

I would like to start with Avri Doria from APC who led the Best Practice forum on the topic. You have the
floor.

>> AVRI DORIA: Thank you.
I'll try to keep this brief.

Basically, this was two years that we were working on it. I think we eatly on accepted the notion that we
weren't really talking Best Practices and in fact we're looking at what practices worked, what practices didn't

work quite as well, and trying to understand that.

The first year -- and that was last year -- was basically mostly a theoretical year. People talked about
multistakeholder approaches in a broad stroke. This year we started to look at cases of what would worked,
what hadn't, what were some of the issues that you ran up against, and out of that, Brian basically put together

a report of them. We came up with certain issues that provoked a lot of discussion.

For example, when we talk about multistakeholder processes we're constantly using consensus, rough
consensus. What did we mean about those? Were there steady definitions of them? Was that something that
really each group needed to find on its own, how it would determine, you know, we ran into concepts like
people talking about bad actors. You know, what was meant by that? How do we not confuse being
frustrated or not understanding and how do we avoid the accusations and avoid the situation. So we got into

practical issues.

What came out of it, basically -- we had a session, I guess it was yesterday though time is stretching out it
seems like much longer ago at this point, but basically there was very strong support I would say for the report
and for doing something with it. How do we get this to other people? There were changes. There was a
request to say this is not about multistakeholder practice at the IGF but more in general about
multistakeholder practice. It would perhaps generalize it a bit more, that we have webinars, some such where
we actually explain this, where we make this useful in some sense to many efforts national, regional, otherwise
that are trying to build multistakeholder processes and how could we help with that. There was really a push to
make this output go further, explain it, talk about it, and perhaps even to work further on coming up with

detailing some of the options and how they could be used or built upon.

Hopefully that's a quick recap. It was quite satisfying to have the discussion. It was a very good meeting, a lot

of people participated. Throughout the year, you had these meetings with good outputs.

>> H.E. BENEDICTO FONSECA: Thank you for leading the Best Practice and discipline in conveying the
important points in a very concise, short. It is really appreciated especially because we want to take this
opportunity of this meeting to hear some comments and questions that could be addressed to the leader of this

Best Practice forum.

I would like to open the floor for panelists that may wish to comment in the first place and then we'll take

interventions from the audience.
Do any of the panelists -- yes, Dr. Vint Cerf.

>> VINT CERF: An interesting question that you and I, Avri, discussed in the past, capturing experiences in
IGF and making an archive, making it accessible, something of such. Is that still something that's on the
Agenda for improving the utility of the multistakeholder process as we experience it here?
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>> AVRI DORIA: Thank you.

It wasn't something discussed as part of this, but certainly the work being done by friends of IGF and bringing
the stuff together in a searchable way, certainly we do have transcripts on everything, we do have a report on
the multistakeholder processes just as there is a report on this. That was also going to remain a living report
with continuing running commentary on it. The intent, I think, is of everything we're doing is to make it, but
what ends up needing to happen, is to actually have good ways of searching on it, of finding things because we

are really accumulating a mass of words.
>> H.E. BENEDICTO FONSECA: Thank you.

Do any of the panelists wish to make any comment or address questions to Avti? Otherwise I'll turn to the

audience.

Jac.

>> JAC KEE: I'm wondering in the process as well if you examine the question of intersectionality? Did you
look at gender, youth, not just between the stakeholders but also between the sectors within the stakeholder

groups whether that was something that was examined?

>> AVRI DORIA: We had some discussion, not deep, not extended. We did have some discussion when we
got into talking about stakeholders and the kinds of stakeholders and the fact of being multistakeholder all the
way down. That it wasn't just a notion of Tunis Agenda, defining 3 plus 2, that was the end of it, in every one
of the circumstances that were different groupings. We didn't talk about women as stakeholder, youth, others,
but basically talking about the fact that stakeholder breakdown is really something that goes further deep than

the top level.

>> H.E. BENEDICTO FONSECA: Thank you.

I would like to turn to the audience.

We have one participant who would like to make an intersection.

>> GEORGE SADOWSKY: George Sadowsky from ICANN. You

say you have a mess of words, a lot. If you had to boil it down into either an elevator speech, 30 seconds of

what are the most important things that you learned from this in terms of doing, not doing, understanding.
>> AVRI DORIA: Elevator pitch?

So basically the thing that I learned most about it is the variability, the flexibility in the process, the need to

listen and the need to be able to adapt to the variety of stakeholder experience you run into.
>> H.E. BENEDICTO FONSECA: Thank you.
I don't see any further requests for the floor.

I would like to suggest -- I would like to thank Avri Doria for leading these Best Practice group, and I would
like to turn now to Julia Cornwell McKean, eSafety Commission, Australia and leader on the mitigating spam

forum.
>> JULIA CORNWELL KcKEAN: Thank you.

The 2015 Best Practice forum, it carried on work from the 2014 IGF which we identified 16 challenges and 11

recommendations.

The terms, they are referring to written unsolicited communications that are carried on in the Internet

including and not limited to messages that spread malware or have other nefarious purpose, we have focused
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on two streams: Statistical and numerical data scaling the problem, and current examples of multistakeholder
cooperation attempting to resolve the problem and the future of the unsolicited communications, the next

billion coming online, challenges for the developing world.

Rather than provide a new set of Best Practices that must be followed, the 2015 Forum has made use of
established practices providing examples of where there have been successful so that others are encouraged to
consider what may work in their own environments. An example is provided for the most part through a
series of case studies. They represent contributions from the diverse array of participants and are annexed to

the forum's report.

The forum is selected and presents data from a variety of sources regarding the scale and scope of spam,
phishing, malware, infections around the globe. While some data was available indicating, for example, that the
time of writing that the button related spam is decreasing and the reason for this is unclear and it may be a
temporary respite, but what became clear is that despite spam being a global issue accurate quantification is a
significant hurdle. No single dataset can reliably measure the scope nor the scale of the problem or the cost or
the impact on economies for both industry and government to mitigate it. Further research is recommended
by this BPF in that regard.

The BPF held the view that the problems likely to be encountered by the next billion are likely similar to those
that came before. Spam, infections, malware, cybercrime will invariably be prevalent, perhaps more so in
developing nations as measures that have been deployed over time to address the issues may not be

implemented prior to the broader deployment or broader broadband connectivity.

The BPF wanted to learn about the needs and wants of those coming newly online, and solicited input from
developing nations working with I'TF Africa and sending a survey out and carried out. The results are detailed
in the BPF report and were found by the participants as reflecting the real situation in Africa. The results

indicated a desire of leadership to resolve the problem of unsolicited communications.

Training has been flagged as a particular need. In order to give more focus to the topic we organized a
matchmaking session on Day 0 of this IGF. This session discussed many issues that have been highlighted in
the forum's report and form recommendations, in particular, capacity building for developing nations coming
online in the form of technical, consumer, regulatory, other learning needs are identified, as was the need for

industry to fund the initiatives, there is willingness among many to collaborate and move the issues forward.

The forum session at the IGF yesterday focused on a discussion of its 11 draft recommendations. 1D rating
sheets were distributed for a clear view on the attending views on the recommendations and an opportunity to
provide feedback without giving a formal intervention. The draft recommendations cover many topics
including but not limited to the scope of future BPFs, training, education, the value of litigation centers,
cybercrime reporting, desirability of further region specific surveys and the benefits of multistakeholder
arrangements both public, private, private, private, exampling of which is mentioned above or in annex to the
forums report. The recommendations were received and many will be nuanced in response to the productive,

candid discussions that resulted.

There was much discussion at both the matchmaking session and at the forum's broader session about the
future of this work. In particular, it was acknowledged that in order to facilitate the implementation of the
recommendation there was a need for a regular check in or review. However, it was agreed and it is a key
recommendation of the 2015 BPF that if the IGF decides to continue this work that there is more value in
expanding the topic to encompass broader cybersecurity, including crime and safety issues. As
communications are only one aspect of the many issues relating to the protection of infrastructure and citizens

online unsolicited .

Thank you.
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>> H.E. BENEDICTO FONSECA: Thank you for your presentation, and similarly I would like then to open
the floor first to panelists who wish to make interventions or ask questions to the lead of the Best Practice

forum.
Yes, please.
>> VINT CERF: I was distracted a bit. I may be asking a question that you already answered.

With regard to spam in particular, one of the things that appears to be helpful is that if you are an aggregate
server of e-mail, you can actually detect what is spam and what is not spam because you're seeing a lot of
things and, you know, many copies of the same thing going to lots of people. It may turn out that identifying
the mechanisms by which this stuff can be identified will be valuable because people who are on low-data rate
services at the edges of the net, they're the ones that are most harmed by getting a bunch of spam mail chewing
up the capacity and maybe costing a lot of money. The implication is that to mitigate that, since we can't really
stop people from sending e-mail is that you need to go through some service that has the ability to process all
of the incoming mail and filter it out before it reaches you, downloaded to you. I assume that must have been

covered in the report, but if it wasn't, I would make a small footnote.

>> JULIA CORNWELL McKEAN: In fact, the report focused more on those things, the issue, we tried to
look more at the partnerships, the practical solutions rather than getting into the nitty gritty. Certainly that's

something to note.

>> VINT CERF: Most of the solutions that the problems involve a lot of nitty gritty.
>> H.E. BENEDICTO FONSECA: Thank you.

Are there any other interventions from the panelists? I see none.

From the audience, I don't see either.

I would suggest that we could move to the next Best Practice forum.

I call upon Christine Hoepers, General Manager of the Internet Steering Committee, you have the floor for
talking about this.

>> CHRISTINE HOEPERS: The Best Practice for establishing, this is a forum running for two years

now. Last year our focus was on getting the community together, to clarify what this is, talking about the level
of service and what are the major topics CSIRTS work on. The work of 2015 was built on the
recommendations of the 2014 report, especially for focusing on this year, to clarify the possible
misconceptions that could have among different stakeholders about the roles and responsibilities of CSIRTS
and on the topics of privacy and relationships of C. As a note of great outcome of the 2014 forum was that
we -- that the report of the Best Practice forum was used by the Government of Serbia as a background for the
definition of cybersecurity policy. This was not an intended use of the report, but was one of the examples of

how IGF and Best Practice forums are having a real impact on policy shaping in the world.

The key outcomes of 2015 were on the basis of consensus. The first one is a consensus among the
participants that of those CSIRTS there is a lot of sensitive data and a lot of potentially privacy issues when
dealing with information. CSIRTS is one of the major custodians of privacy and CSIRTS contributes to add

privacy and every time you add more security you add more privacy as some contributors have said.

Also another major consensus is that CSIRTS are only effective if there is trust, if there is trust among experts

or security experts or from the community in general. Trust is the basis for any work of a CSIRTS work.

Another topic that was debated a lot was teams with national responsibility and the need for stacks when
creating such teams to carefully looking at the impacts or the trade-offs resulting from where the CSIRTS is

located.
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And there is another point that was raised especially today in the session that we had and the feedback from
the report, it is that to reinforce that CSIRTS, it is only one of the actors. It is not an organization and a team
that will resolve all of the security problem. They have a special function. They have a lot of

organization. There is a need to have everybody involved in the security and in improving security of the

ecosystem.

There is also a lot of discussion on the similar care to be taken when CSIRTS cooperate with law enforcement,
really not to be mistakes and not to have any issues with privacy. The group as a whole felt the need that we
should continue to have a dialogue with all of the stakeholders, a dialogue here, it is still to be discussed how
that would be best, if that would be a Best Practice forum or any other forum, but there is a great need for
really keeping a dialect open about the roles of CSIRTS and how to improve the community with all the
stakeholders.

As the major topic of this section here, it is Connecting the Next Billion and billions, and I think one of the
major challenges for the next billion would be how to have then -- them more secure online. The learning
curve is cheaper. We'll have people less aware of the problems that especially when we think about the digital
literacy, how they know about the technology. One of the major challenges for security, it is really computer

literacy and in our age now, it is any device literacy, how to deal with it, identify the threats.

Then there is another major issue that is technical capacity and how to have people that can recognize

threats. We see instant response teams as a key point for having people there ready to help new people that
will be connecting to the Internet and I also -- also helping to provide more technical capabilities for the

next -- with new people connected, we have new technical people, new professionals that we need to form and

that we need to bring in to the table.

Thank you very much. That was the report. Thank you.

>> H.E. BENEDICTO FONSECA: Thank you for your presentation.

I would like to turn first to the members of the panel for any questions or remarks in regard to that team?
Yes.

>> SUBI CHATUVERDI: Thank you for that excellent presentation.

I'm Subi Chatuverdi.

This is a valuable report. When we see any kind of crisis unfolding especially developing countries and
emerging economies the first responses almost is always to block. I do want to know what is the kind of
participation that you saw from law enforcement agencies and others and there is a proactive engagement that
you're seeing in terms of recommendations with terms of crisis and if its traced back to content shared

online. What is the kind of new approach that's developing?

>> CHRISTINE HOEPERS: This year we didn't have that many engagement from law enforcement. I
couldn't report in every detail of our teport. You see in the teport that one of the points, one of the
stakeholders that we need to talk more is law enforcement. One of the points that was really how to consider
because some people think that instant response teams are part of law enforcement, they work with in some
countries they work in a lot of discussion, especially the mailing list that's public, it was on how actually -- how
close should this work be and what was the role. From the CSIRTS, from the teams participating in the forum,
most reported that actually they provide technical assistance but don't do actually any policy work.

We didn't discuss in the forum specifically the issue of blocking. Today in the session thete was discussion but
then there was a lot of conversation also that blocking is not the answer for everything. We should all be

working toward a more healthier system or Internet and a more reliable, not necessarily just adding barriers and
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blockings and really working with all of the agencies and trying everyone to understand each othet's roles and
as a complimentary role I think is the way to go forward.

I hope I answered your question.

Thank you.

>> H.E. BENEDICTO FONSECA: Thank you.

Are there any more questions from the panel? Remarks?
Then we turn to the audience. Yes.

>> GEORGE SADOWSKY: Thank you.

George Sadowsky, ICANN.

This is cleatly a work in progress, as is all of our work with regard to cybercrime no matter the form it appears
in. It seems to me that the CSIRTS offer a major leverage on the ability to deal with cybercrime and to track
down perpetrators, but it depends -- given the borderless nature of the Internet, they really have to be able to
work together because a cyber event, a bad event hops from country to country and there has to be a way to

establish that trail to find out who is doing what to whom.

The question is, really, what have you found with respect to CSIRTS being able to operate together across

national boundaries through a chain of countries?

You mentioned the role of trust. I'm sure that that is really pivotal. What else can you say about what -- what
does it take to make that work and work really well? To what extent are there things that get in the way,

national politics, other things? I don't know. The question is to you.
>> CHRISTINE HOEPERS: Thank you for the question.

This I think was one of the major topics of debate in our conversations through the mailing list and on all of

the conference calls.

In the report we note that most of the CSIRTS that are established for a long time, they work well together,
they cooperate a lot. This is built on trust, and trust is built on knowing each othet's capabilities and knowing
that each other has the right, dealing with information, that you protect data, we talked about importance of
sharing information and that we have to have the information flowing but we cannot have too many detailed
information flowing. There is always a balance. All of the cooperation work -- and it works with teams that
know each other and there are a lot of forums that are bringing this team together. We have in our Best
Practice forum to thank the first community, that's the security teams, most of the teams, they had come to our
mailing list, they participated in the calls and they provided a lot of input with real cases and scenarios on how

cooperation works.

We have a case study submitted from Switzerland, Korea from the Netherlands. We had a lot of very good
discussion, but there is not a recipe on how to cooperate cross-borders. What we're doing, to meet a lot, trying
to get a common ground on what could be a better way to cooperate among the CSIRTS and for sure, a point,
it is that depending on where a team is located, as I said in my report, that would help or hinder how much
information can change, how much information others would change with a team. This is really one of the
major points in the report that needs to be more conversations among policymakers and among CSIRTS for
each other to understand the importance of sharing the information, to what extent the CSIRTS can help the
policymakers and what extent that the policymaker also help CSIRTS be effective. This is why we say there
needs to be more dialogue, needs to be I think more awareness of everyone and there is a lot to do, to be done

in the future.
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Thank you.

>> H.E. BENEDICTO FONSECA: Thank you.

You have the floor

>> KOSSI AMESSINOU: I'm Kossi Amessinou from Benin.
Thank you very much.

CSIRTS work, is it a formal type of work or informal? In the countries where we have no CSIRTS, how can
we have cooperation? Are these countries left aside, is there an international structure that will work to ensure
the safety or the security of the data. How does this take place?

For the countries that require CSIRTS, do we need a formal structure? Is it a structure of the public sector, the
private sector? Are they technical players that have the ability to filter information and need to work with
safety? In practice, how does this work? Can we have details on it?

Thank you.
>> CHRISTINE HOEPERS: This topic was discussed more in the first year, the first report.

One of the major points that we had in the report was exactly the difficulty from developing countries, the
information that still don't have teams, that usually they also don't have the means to participate in the forums
because as we said, CSIRTS work based on trust and trust is built from people that work together, that know

each other and that are participating in forums.

This year we specifically reached to three organizations from Africa specifically. We had a participation of
Africa cert as lead expert, participation of some input from OKOWIS from eastern -- western countries of
Africa and we had feedback from the UN Economic Group from the region. We're trying to work with the
teams. There are a lot of organizations that are doing first capacity building and I'm doing a lot of work in
Latin America in going to the conferences, bringing the work, where people need and trying to provide training

and material.

One of the calls from last year in the repott, it was for even countries that don't have formal CSIRTS, they still
don't have a cybersecutity strategy, you can still have a points of contact, what we call the CSIRTS of last resort,
someone, a team, an organization that will be recognized or that would have a tradition of working with ICT
that's a point of contact when someone needs help. A lot of -- every country is different on how the team is
created. That will should be in the 2014 report. We have teams from governments, from private sector, from
the international teams, not-for-profit, there is not, like, one model. There are several ways that a team can be

created and can be effective.

I welcome everyone to read the reports, done tact me, any of the other leads of the CSIRTS Best Practice

forum that we can provide more detailed information.
Thank you.

>> H.E. BENEDICTO FONSECA: Thank you.

Yes, please.

>> VINT CERF: If I could make a short intervention.

One thing I have found historically, the effectiveness of the CSIRTS is a consequence of informality and the
issue of trust is important and a point taken. When you create a set of rules you have a situation where you're
not effective anymore, everybody is checking the boxes. I'm not trying to be -- what's the right word for

this -- you know, completely without any rule set at all.
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The informal nature of many of the organizations has permitted many different players to participate in a
useful way. I hope we don't lose that recognition, but again it only works because everybody recognizes the

need for confidentiality and trust -- they trust each other to maintain that confidentiality.
>> H.E. BENEDICTO FONSECA: Thank you.
I think with this we have concluded the discussion on that particular Best Practice forum.

I would suggest that I invite you to turn to the next Best Practice on the topic of enabling IPv6. I will turn to

Susan Chalmers for a presentation.
>> SUSAN CHALMERS: Thank you.

In over the past 67 months our work grouped to develop a 9-part document on Best Practices for IPv6
adoption. We did this through discussion on our open mailing list, over four conference calls and collaborative
drafting.

We were also able to collect experiences from all around the world through our Best Practices survey from

Saudi Arabia, to Venezuela, Japan, Canada, from many, many countries.

So the topics we cover in the document include IPv6 task forces, Best Practices for content providers and ISPs
for when they want to start deploying IPv6 and we examined the helpfulness of projects that are designed to

measure IPv6 usage across the Internet.

The document is written for the non-technical reader. The importance of IPv6 adoption should be
well-known not only to the technically minded but policymakers, end users as well. Now I'll turn it

over -- turn this over to my colleague who will explain a bit more.

Marco.

>> MARCO HONEWONIG: Thank you.

I am a contributor. Itis my pleasure to share the outcomes of the document.

Of course the most important and obvious conclusion to be drawn from this process is that we need IPv6 to
connect the next billion. That said, we focused on elements that we think would create this environment of
promoting the IPv6. A thing that we have identified and especially important, besides the international
coordination is to cooperate at the national level as well. Local IPv6 task force provides an efficient way to
exchange the experiences and distribute knowledge amongst the local operators. It is a great way to coordinate

amongst different parties involved.

We have identified several things that exist. For example, between providers of access servicers and those that
provide the content and coordination on the milestones, cooperation between the players to align efforts to

greatly increase the effect of the IPv6 deployment in a local context.

That said, focusing on the topic of this afternoon's discussion, the policy options that contribute to IPv6. Our
group identified two areas where governments specifically can contribute to create an environment that's a

positive attitude to the IPv6.

The first thing would be to deploy the IPv6 yourself. Governments are a large user of Internet themselves and
by employing IPv6 in their network and their services. They could provide an incentive for equipment
manufacturers and service providers to deploy the IPv6. Showing leadership gives local markets as IPv6 is an
option and stimulates them to adopt the IPv6 in their products and services as well.

A second policy option is to carefully evaluate existing policies and regulations for protocol and more
importantly obstacles that would prevent or discourage people from deploying IPv6. A local IPv6 task force
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could provide great venue to discuss, identify any issues and to discuss solutions that would be satisfactory to

the objection for all stakeholders involved leading to a widespread adoption and use of IPv6.

Finally, we also discussed the continuation of the IPv6 Best Practice forum itself, and more importantly any
area where is we think that this future work could focus on. We think that the intersessional work and tangible
outcomes produced are a cutrent contribution to the human institutional capacity building and the document
we have the comments which were well received by the community and several stakeholders have submitted
comments in support. We would like the IGF to continue this work to the 2016 session. More specifically we
would like to suggest to focus on the economic decision making process that's behind the decision to deploy
IPv6. We feel that the potential financial impact of IPv6 adoption is a key factor for the decision of many
businesses and other stakeholders make and further studying and documenting this mechanism could be a
great contribution to achieve the goals of the global deployment of IPv6 and finally in Connecting the Next
Billion users.

Thank you.

>> CONSTANCE BOMMELAER: Thank you very much. This idea of exploring the economic incentives of
IPv6 implementation for next year, it may be a way forward.

Before we open the floor for questions from the audience, are there any panelists that would like to react to

this -- what a surprise! Please.

>> VINT CEREF: First of all, it is really an important topic. We need IPv6. I hope that the report make it is
clear that we need to have duel stack if we're going to have a fully connected network at least until we finally

get everyone up and running on IPv6, you're saying yes, that's good to hear.

The second point, the Internet of Things is going to drive this demand, as that tidal wave hits that will drive

incentive as well. That's important and this does not -- this is very important to understand.
>> CONSTANCE BOMMELAER: Thank you.

Another question from Dr. Pepper.

>> ROBERT PEPPER: A quick comment.

If we think of the IPv6 deployment and adoption, three legs to the stool, right, one is that the devices, and as
pointed out, thete is no new devices or machine to machine things that are being deployed that don't

have -- they're not V6 capable.

The second though, it is the networks, right? It is not just the public networks but it absolutely is -- it is the
private networks, government networks, enterprise networks, the incentives and the point of getting
governments to do it themselves first can be a huge driver. It is not until those two things underway, that
really it is the third leg of the stool that will pull and drive the broader adoption and that's the applications and
the things up the stack that have to convert.

Some of the application providers have already done that. Many, many have not. It's the chicken and egg
issue. Crack the first two, then pull through, have compelling content providers and application providers
convert, that will create sort of the critical mass that's going to accelerate further.

I'm optimistic, but I'm very impatient. I call -- I call myself an impatient optimist on this one.
>> (Laughter).
>> CONSTANCE BOMMELAER: Thank you very much.

Any other reactions from the panel before we move to the audience?
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We have a question from the floor, please, start by introducing yourself.
>> XIAODONG LI: I'm Xiaodong Li. I'm a professor for Chinese Academy.

I want to add a comment for that IPv6 deployment, of course the IPv6 deployment is important for the next
billion users. It is very important of how to deploy that IPv6. The first comment, it is, you know, I can
remember the mystery of four years ago, the allocation, the work, now there is still some IPv4 addressed for
the IPV, before the transition, but maybe it will be out next year. It is a very good time to evaluate if that IPv6
should be deployed next year.

The second comment, you know, now the price for IP is expensive, it is $10 to $12 U.S.A. It is higher than the

minimum price.

Even with .com, it is about $10 U.S. dollars. How expensive for the users can be accepted? 10, 20, 30? If that
cannot buy an address in $50 U.S. dollars, I cannot accept it. It would be an important thing for us to deploy
the IPvo0.

Another common issue, I don't think that IPv6 is unique factors for the next billion users. Butitis a very

important thing, but not a unique one.

Thank you.

>> CONSTANCE BOMMELAER: Thank you very much.
Would you like to react to that?

>> MARCO HONEWONIG: A response to Dr. Pepper, we put such focus on the coordination, to align the
effort between the players.

And in the response to the gentleman, I think that you raise a very important point regarding the price of IPv4

which is why we suggest the further work on the economic aspects that drive the decision.

To youtr comment, to clarify the status of the small pool that's left of the IPv4, it has ran out, there is no others

available. Like I said, we hope next year that we are allowed to look into the economics of IPvo6.
Thank you.

>> CONSTANCE BOMMELAER: Thank you.

We have another question from the gentleman on the left.

Please introduce yourself

>> AUDIENCE: I'm a consultant for German Government to introduce IPv6. One of the governments

which do it for themselves.

I have a comment, perhaps it is not a key factor to bring people in the Internet, the IPvo0, it is important but
not key factor. From my perspective, it will be the key factor to a huge part of economic sectors in the

countries to provide machine to machine connection in the next decade.
The question is somehow should we change the title of this to connecting that next 100 billion machines?
>> CONSTANCE BOMMELAER: Thank you very much.

We'll take the following question and perhaps close the queue for now and then redistribute the questions

before we move to the next Best Practice.
Please, introduce yourself.

>> DAWIT BEKELE SERBESSA: I'm a director of the Africa Bureau of The Internet Society.
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My comment is with regards to what Marco said, I think there was recommendation on what governments
should do. What about the other stakeholders? I know for example the Internet Society led an initiative a few
years back to promote content, that content within IPv6 with the IPv6 and what are the next things that are
recommended for other stakeholders to have more content available on IPv6?

Thank you

>> CONSTANCE BOMMELAER: Thank you very much.

I think -- -- I think Dr. Pepper wanted to react.

>> ROBERT PEPPER: Sorry. Itis the Pepper and Vint thing.
>> (Laughter)

>> ROBERT PEPPER: I mentioned the forecast, it goes to the point of machine to machine and relates to
something earlier about the Digital Divide.

With the forecast, what we're seeing, it is that by 2019 there is 10.5 billion IP-enabled devices connected to the
Internet and billions more in addition that won't necessarily, you know, like the chips with no IP addresses, but
what's important here, it relates to the broader session of Connecting the Next Billions 43% of all IP addresses
in 2019, that's the global average, some countries it will be like Kotrea 72%, Europe on average, 50%, U.S., 58%.

There is, I fear, an emerging new Digital Divide in machine-to-machine devices being connected.

What we're forecasting is that in Latin America it is only 31% of things connected and Africa 17%, India,
13%. If indeed these new types of devices will add real value because of the positive sides of the Internet of
Things with all kinds of applications for things like food security, water security, disease detection, we can't
afford a new emerging third version of the Digital Divide in the Internet of Things and machine-to-machine

devices.
>> CONSTANCE BOMMELAER: You wanted to react, please.
>> VINT CERF: I want to reinforce this observation.

It may be that you will end up with -- with skipping over the history that other countries have lived through
with regard to Internet. This is kind of happening when you watch people getting online with the mobile and a
smartphone, they're passing over 30 years of history in other parts of the world.

One possible scenario in response to what Dr. Pepper mentioned, it is that the devices that are available on the
market may come with IPv6 built in because you can't get one that doesn't have that capability. Then the
question will be whether it has any utility at all. If there is no network capacity to make use of that kind of
protocol it won't serve in the same way as it would when fully connected to the rest of the net. It may be that

we'll see a more uniform adoption of this set of enabled devices simply because they're the only things available.
>> CONSTANCE BOMMELAER: Thank you very much.

Susan, then we'll move to the next Best Practice theme, please.

>> SUSAN CHALMERS: Thank you.

Briefly to respond to the audience's question.

In the paper we not only provide the Best Practices that were mentioned for governments but we also
canvassed Best Practices per stakeholder group. So I would encourage you to check the document out because

it is a pretty robust document. We do cover all groups, including businesses as well.

Thank you.
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>> CONSTANCE BOMMELAER: Thank you very much.
It was a very good discussion following the presentation on Best Practices.

I would like to move to the next theme, Best Practices for establishing successful IXPs. A small team worked
on these Best Practices, and here today we have Malcom Hutty from Lynx and Jane Coffin.

>> JANE COFFIN: Thank you. Thank you.

You mentioned our small, capable team, not sitting with me here today are Guy Hernandes, Kyle Smith and

others who were core to that team, and Malcolm, of course.

The intersessional work that we undertook formed a strong team of people, very important to this human
aspect, yes, who spent time discussing the issues and more importantly listening to each other over six months
on monthly, almost weekly calls over the last two months and through a survey done by the IX federation
which was very helpful.

These Best Practices should be viewed as setting the stage for establishing enabling environments, to establish
successful IXPs, Internet exchange points. Like the IPv6 team, our Best Practice report is not meant as a
how-to on the technology, not a how-to to build an IXP, but they're a baseline and a foundation related to
enabling environments to establish IXPs. These Best Practices complement the excellent IGF workshops that
have been held since 2007 by colleagues like Bill Woodcock and others. The successful work is done around
the world to establish the IXPs and level them up. This is a framework to look at those environments. Simply
to summarize our Best Practice report focuses on the role and benefits of IXPs, lowering costs, increasing

quality of service, increasing competition, building local technical communities and forming partnerships.

Identification of main stakeholders and roles, IXP operators, coordinator, technical community, government,
regional associations and experts, environmental constraints, challenges and opportunities, power, human
capacity, policy and regulatory challenges, how to shift those challenges into opportunities to build out Internet
exchange points and a robust Internet ecosystem. Indicators of successful IXPs, growth, peer, locally relevant

content being built and the development of more local technical experts.

Case studies and reference documents and links to helpful materials are contained in the report, and we know
that during the Best Practices forum session yesterday we had excellent questions from colleagues from
Afghanistan, from -- with remote, local experts who helped amplify questions that developing countries and

emerging markets do have. How to develop that community of interest and those IXPs.

Key policy messages articulated in the report. This is not by any means final. There are a lot more that could

be articulated.

IXPs do not provide international transit connectivity directly. A need for an IXP is driven by local and

market conditions. No IXP is the same around the wotld, the communities are similar but different.

IXPs need time to mature. It can take two to six to seven years to develop one just depending on the local

circumstances.
Neutrality is essential. Location management of that particular aspect on neutrality, that's super critical.

IXPs are a piece of the puzzle, not a single solution. Internet traffic is not an accurate measure of success in an
IXP.

There are licensing and policy issues as well that we articulated and we know that there is more work that can

be done on the issues.

To summarize, IXPs are not a Panacea, a magic solution, but they're part of the value chain. What's the nexus

between the best or good practices as Dr. Pepper said in Sustainable Development and in Connecting the Next
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Billion, how do we accelerate, speed up that connection? We have seen a formula that's worked for targeted
development and that formula is building connectivity, the infrastructure. Building communities, the people,
the stakeholders, the capacity development, the training, the face-to-face, online training and the policies that
enable them, bottom-up governance, local and national government and other factor. This works through

partnerships with people.

We have seen that through the Sustainable Development process, the Sustainable Development Goals process
in the United Nations and this is a way that we can enable that process for development and through building
human trust networks, it takes people, seeing each other eye to eye, our colleagues on the CSIRTS team
articulated that well. This is critical, building the human trust networks. We have an opportunity to strengthen
and amplify and accelerate Connecting the Next Billion and the final billions.

With respect to IXP good practices, what's next? We offer a caveat that, again, all countries are different, but
we think there is a lot more to do with focus on some of the key challenges that have been articulated,
questions raised, for example, landlocked countries, small island developing states, countries that have satellite

connectivity almost solely, how do we reboot the IXPs that are dormant.

Thank you very much. We'll keep it short. Those are some of the aspects of our report, the issues we have

identified and a formula we think is helpful for Sustainable Development.
Thank you very much.

>> CONSTANCE BOMMELAER: Thank you very much, Jane.

Now I would like to open it for questions from the panel or from the audience.
We're a little late on schedule, and you have to leave, please.

>> VINT CERF: I'm hurting myself, I understand.

Just a question about -- IXPs and the content distribution networks, the two have some relationship and in

some cases an IXP is useful as a CDN and that also has benefits.

>> JANE COFFIN: Thank you. That was in the report and articulated in the Best Practice forum and in a
workshop today, very important factor, CDNs are attracted by IXPs and it starts this visitor virtual cycle of the
Internet economic ecosystem, more CDNSs, content, up take, more use, lower prices, more user, more up take,

more use.
>> CONSTANCE BOMMELAER: Thank you very much.

Since we're a little late on the schedule, apologies, but then we'll move directly to the last Best Practice

absolutely on countering abuse women online.
Please, first.

>> WIM DEGEZEUE: Thank you. I'm a consultant with the IGF Secretatiat, specifically to help the Best
Practice forum only IXPs and IPv6.

An observation, a personal observation, that's accounting for the two ones I have been working with, but I
think it is for all, this discussion, it is here around the table, we're focusing very much on the Best Practice
document, the Best Practices we have collected. I think something very important also is to look at the
process that went before that. My personal feeling is that during those six months we -- when I say we, me as
a consultant and colleague consultants together with the coordinator, we were obliged to reach out to people,
experts, that are normally not attending IGF meetings, that are normally not involved in the IGF process and I
think that's been valuable, that's a valuable part of the end document that's there, that's based on people that
now cooperate on something that's produced by the IGF that normally are not involved. I think that Susan,
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Michael said it -- Marco said it clearly, we had discussions on the list, we were obliged to say it to the technical
people, normally, they're so happy to discuss hours and hours on IPv6 in the technical meetings and
communities to say again we have to say the same thing but in a language that those people of IGF that will
understand. Thank you.

>> CONSTANCE BOMMELAER: Thank you very much.
We have one additional question from George Sadowsky.

>> GEORGE SADOWSKY: A comment more than a question: I didn't think of the CDN complement but
I thought of root servers, shadows and root servers and other commercial issues that may come up and may
benefit from the colocation. Are you finding do you have any evidence on the IXPs, the nature of the
organizations of the IXPs that are formed public, private, for profit, not-for-profit, governmental,

non-governmental, et cetera?

>> JANE COFFIN: Yes. Non-profit bottom up IXPs from a non-commercial nature, commercial,
governmental, others. There is a mix across the board we have found, and this was articulated well today in a
workshop. Bottom-up are the most sustainable and most successful; top-down, it is difficult. It doesn't mean
when there is a partnership with a government saying that is important for our economy, let's do it, it is the

partnerships that are critical, working together with the technical community and the stakeholders.
Thank you.
>> CONSTANCE BOMMELAER: Thank you very much, Jane.

Now I would like to turn to Jac Kee who led the Best Practice Forum on Countering Abuse Against Women

Online, a very successful session this morning. It was absolutely on fire.

If you could share a few thoughts, a few findings from the groups and ideas for the future before we move to

the conclusion with Vint.
Please.

>> JAC KEE: This is the first year of the BPF. We spent nine months gathering a community of stakeholders

through a mix methodology of talking about the issue of online abuse and gender based violence.

We had virtual meetings, we had used open and digital platforms, survey, receiving input from 56 respondents
from 25 countries, case studies from different countries, from individuals, multistakeholder communities and a

contention multimedia campaign.

We produced a document. I won't go into it, but I want to look at some things specific in the production of
the document covering the topic of the definition, the undetlying factor, the impact, the consequences to
individuals, communities, some emerging responses, solutions, strategies, we're not good or best yet, we're at
the moment of emerging. Looking at public sector, private sector, community led initiatives and
intergovernmental initiatives facilitating multistakeholder participation. I want to share some of the related

insights, the question of access, because of the focus there.
If you can just bear with me, I'll have to read, I hope that's okay.

Although great strides were made to improve around the world, this has resulted in the increased use of
technology to infringe Human Rights online, reducing the Internet's potential for development. This includes
the increasingly recognized and documented issue of online abuse and gender based violence which is the

focus of this work.

Online abuse and gender based violence is understand as linked to Human Rights and the violence broadly
which is a manifestation of correlations between inequality between women and men leading to discrimination
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again women by men and the prevention of the full advancement of the women rides. This is from the

declaration.

In addition to existing structural inequality and nondiscriminatory and the decision making over the technology
development are all factors that are playing a part in the manifest takings online and through the use of ICTs,
this is disproportionately affect women on online interactions. Online abuse and gender-based violence can
limit women's ability to take advantage of the opportunities that ICT's provide for the full realization of the
women's Human Rights and access to exacerbate the gender digital gap and violate Human Rights and
reproduce and reconfirm gender stereotype. It prevents women to access justice and online and off line and

lack of effective, timely remedies to address the issue and obstacles faced in collecting evidence related to them.

It also effected and impacted women in different ways depending on the context and intersectional factor, age,
income, sexuality, this is where access gaps play a role. For example, women in rural contexts face multiple
challenges in terms of access to the Internet, including access to available, affordable infrastructure,
importantly different gender norms applying with who is prioritized for using the technology and the existing

dispatity on income and neutrality.

As a result, digital device effect women more than men in rural context and further women in rural context
may be subjected to greater social and cultural surveillance that can result in far greater impact and harm in

incidents of online abuse and violence.

When compounded with existing gap in access to and control over technology, in also significantly impacts the

capacity to take action and to access redress.

Because the root cause of online abuse and gender based violence is discrimination and inequality it is
impossible to address this without also addressing the access gap on the basis of gender. It begins by locating

the gap within social, cultural, economic and political context.

Conversely, it is impossible to address gender disparity in access to participation in and decision making over

Internet development and governance without addressing the issue of online violence.

Online abuse and gender based violence. We had a good discussion in the workshop this morning. We looked
at in terms of the challenge of the definitions, how do you actually pin this down, we looked at the tensions
between freedom of expression, anonymity with the need to look at this issue and the measures needed and the
roles and responsibilities of different stakeholders and this included a range of practices from digital literacy
and awareness raising to better understanding and balling of the different rights and interests to utilizing the
existing law and more effective ways to greater commitment by Human Rights standards and the collective
creation of better standards and behavior and communication ethics. There is no simple solution to this
complex and changing issue. Different sectors, actor, stakeholders, they need to come together to understand,
conduct more research, collect data and develop solutions in a way that's transpatent, that's consul active of
users, including the Civil Society and participatory that could respond to the issue to provide access to justice,
redress, remedy to those that face them. As well as to develop a free, open Internet that enables, promotes,
respects the Human Rights of all, including the Human Rights of women.

So, some recommendations specifically to the BPT is that there was really a recognition in seeing the value of
the BPF, the facilitating of the multistakeholder conversations, this topic is key, we're seeing a lot more interest
and recognition that we really need to look at this now and it requires the kind of participation, various
different stakeholders and the BPF is a good vehicle to kind of -- good and timely to facilitate this to some
extent, there was a need to continue the work, but the focus on looking at good practices in solutions and

responses.

>> CONSTANCE BOMMELAER: Thank you very much. Thank you for offering as well some options for
the future for the way forward.
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You wanted to add a few words, please.
>> SUBI CHATUVERDI: Thank you.

Thank you jack, Andre, the entire community to make sure that this BPF actualized. When we started out
two years ago it was a response to paragraph 35 of the Tunis Agenda to look at IGF and to look at
intersessional work and how it is that we can create value for all stakeholders, be it women and youth. I want
to briefly respond to the question first that was raised earlier about how we can amplify youth participation by
this young gentleman behind me.

It is important that you are here. It is important that you are speaking with us at this table and it is important
that you are asking the questions. Both when it comes to women pain youth and marginalized communities,
being there at the decision making table, so when we're Connecting the Next Billion, connecting them is the
first step, when we started out with the BFF, as key issue to look at, problem definition and was to look at
violence and what happens when you bring young gitls, young women online and then they are in an
environment where there is a lot of online violence and abuse. Do they come back to that

environment? What is it that we can do in terms of affirmative action as a community? Why is it that this is
not just a gender based issue, why is this not just a Human Rights, a women issue, when we talk about the
robustness of the Internet, the first thing we try to do was also to bring in stakeholders from across
communities to look at how is it that each of them could contribute, whether access to legal recourse, whether

it is access to technology, and what is it that we could do in each of our country experiences.

Jack mentioned that there were examples taken from state interventions, examples from different countries
where they had different experiences. I strongly urge all of you to go back and visit the BPF website and to
look at the fantastic document that's been produced and with the hope that we'll be able to make this
document a constant, where we will look at more Best Practices, good practices, and to keep adding to the

work that's already happened.

Also to afflict the complacent who believe that there is no issue, there is no problem. One of the biggest
successes is to mainstream the issue and to clearly create more awatreness about the challenges that occur when
we bring young people online, whether it is bad, legally framed laws which look at mitigating unsolicited

communication but end up sending young women to jail for posting content which is constitutionally valid.

The kind of challenges that you would not imagine that are keeping people from getting connected and this is
also with what happens off line in developing countries and emerging economies, the same kind of behavior

exerts online.

The kind of way forward we're looking at is constant engagement and more solutions and also engagement

from across stakeholder groups.

Thank you for your participation.

>> CONSTANCE BOMMELAER: Thank you very much.

Do we have questions from panelists, from the floor? Any reactions? Comments?
Please.

>> WOUT DENATRIS: I wanted to talk about the process. I think we had six excellent examples of how
BPFs can work, but I would like to stress that instead what happened last year, is that we -- I think I speak for
many, that we have an evaluation of the internal process also. I think there are a few points that could be
better and we all agree on that sort of. That's not to discuss here, but not to forget it when the MAG comes
together again and we have the chance to discuss the process of the whole BPF.

Thank you.
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>> CONSTANCE BOMMELAER: Thank you very much.

I think definitely the question of the methodology, the continuously fine-tuning it year after year, it is critical, a
related issue, of course, is the resources, the resources of the IGF Secretariat, the experts such as those that
have contributed, making this possible, that we have the resources to continue intersessional activities.

Any -- yes, please, on the right. Introduce yourself.
>> JAN: Thank you. I'm Jan, and I work with APC.

I'd like to commend the IGF for undertaking the process of this particular Best Practice forum. I think six
years ago when trying to have these conversations they really didn't happen at all. It is great to see not only
within the space here, but the number of workshops which are really addressing this issue, not narrowly

looking at online abuse but also looking at the intersections with other kinds of issues.

Just the last point in terms of the process, I think it also will be important to look to see at how intersessional
work can be more permanent within regional IGFs because that's a value of this kind of work to bring regional

specificity so that we can all develop regional specific responses.
Thank you.

>> CONSTANCE BOMMELAER: Thank you.

Another question?

>> ARSENE TUNGALI BAGUMA: Thank you so much.

I'm an IGF ISOC member to the IGF. I'm glad to be here today.

A quick comment on the Best Practice forum on women and online violences. I would like to just say there is
a lot going on in Africa especially from where I am from, from the Democratic Republic of Congo, the same
issue of women's participation and women's access to the same privileges as men, it is still going on in

Africa. When talking about object line abuse, there is an issue for women to access first education and women
are not accessing the education, they're not able to access ot to even think of being digitally literate. Those ate

the things that I keep on -- that women are facing violences.

If your organizations, if the people, if they can keep on encouraging women to have access to education
women participating as well on all of those heavy access to everything that's men not having access to, that can

help to reduce the violences offline and online.
Thank you.
>> CONSTANCE BOMMELAER: Thank you.

I think we'll have the leaders perhaps react to that very quickly and then Vint will kindly conclude the session
before he has to disappear unfortunately.

Would you like to react to the comments?
>> JAC KEE: I couldn't agree with you more.

I think that's exactly what we were also finding, that you really need to locate it within existing inequalities and
how technology play as role. It really is looking at the interrelation between how technology can actually

empower or disempower and either address discrimination or sort of exacerbate them.

Different contexts, I think -- I could go on and talk about about -- I guess a lot of different cases and
experiences. Yeah. I really appreciate you bringing that point up.

Thank you very much.
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>> CONSTANCE BOMMELAER: Thank you very much.
Jack, Subi, all of you, all that have worked on this very important piece.
I would like to ask -- we really have -- I'm very sorry. We have to wrap up.

I would ask Vint to help us conclude the session with a few thoughts about Connecting the Next Billion, of
course. The different themes we heard about that feed into the priority Connecting the Next Billion and also
the role of the IGF in reaching the targets. Please.

>> VINT CERF: Thank you. I do have very little time.
Let me try to summarize a few things.

I'm getting feedback. Sorry.

I need to -- yeah.

All right. Now I'm back online.

First of all, the discussion leads me to think that we have mislabeled this forum, it should be the Internet
stewardship forum, everything you talked about it seems to me has a great deal to with stewardship and making

the Internet continue to be a constructive environment for everyone.

Second, I want to observe that this notion of Connecting the Next Billion is really a funny concept. Itis asif
you were saying we're only going to connect the next billion in a certain location or something. This is a
distributed connection and it means that the next billion will be coming from many, many different parts of the
world and they'll be connected by many different means. So none of this is uniform, and it is a continuous
kind of process. We're aided in this effort by the fact that technology keeps changing and costs keep coming
down, the speeds keep going up. The consequence of that, it is that everyone, not just the next billion but all
of the billions that are already online should encounter an extremely useful experience in the Internet

environment.

The question on emerging trends, it should be obvious by now that we're seeing more wireless availability,
more speed, more frequencies available, satellites and the like. In fact, outside, I hope you'll visit the O3B

Networks tent to see what's possible with the lower cost and satellites, we have 400 megabits down.

The point of literacy, it is vital. When we talk about infrastructure, it is not about the technology, but all of the

things that make the Internet useful, which includes access to electricity among other things.

The problem of illiteracy must be overcome, and only will be overcome by education as will many other

deficiencies.

Accessibility, it was what brought up many times, it is a broad topic. Getting access to the Internet if you have
a disability is a big challenge and that's partly a technological problem. Some of what we heard about
particularly the last item on violence against women, this is a societal problem, this is not a technology
problem. This is a societal problem and changing societies is something that's hard to do, it is vital, but it is

not just a matter of throwing a switch or adding a new piece of software somewhere.

In terms of catalyzing the effort that's already gone on, the notion of intersessional work is fundamental, it is
vital. We can't get enough done if we only meet once a year. 1 want to congratulate the groups that have been
making it possible to make progress in between these annual meetings. I think we should be thinking also
about the regional and national IGF meetings which have sprung up on their own as another source of energy

and ideas and initiative.

In terms of what the IGF can do, in this particular group, what they can do, in helping to move forward on
making Internet available and useful for everyone, one is to work on framing the issues, the challenges which
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you have done admirably with these six topics. Let me ask to you do one more thing, you cannot understand
the problems and you cannot understand the solutions until you understand the incentives of the parties who

must act in order to solve the problems.

So spend some time analyzing the incentives, the lack thereof for parties who have to decide to do something
whether it is deploying IPv0, finding business model for deploying new technology for access, whether it is
tackling the societal issues that have already been alluded to, analyze the incentives and find ways to create

incentives to get the outcomes that you're looking for.

Reporting, this is something that's vital. What works and why? You must not skip the why part. If you report
to someone this worked here it may not work there unless the conditions happened to be conducive. We must
understand why things work so that we know when to adopt these suggestions and when to consider

alternatives.

There is something that I had been told about today having to do with legal frameworks to allow various things
to happen, specifically with regard to law enforcement and for improving electronic commerce and the like,
there are so many different rules and so many different countries that all of us are faced with, there is nothing
uniform about the world that we live in, nothing uniform about the Internet's environment, understanding
what the variations are in legal frameworks all around the world can turn out to be a very, very useful tool for
figuring out what each company, for example, can do in each country in order to forward the objective of

making the Internet useful.

The idea of codifying what the rules are in vatious places, just so people can know what is allowed, what's not,

it is another example of useful data gathering.

Let me just finish up by saying that this particular effort is possibly the most constructive one I have seen
come out of the IGF in the ten years of IGF's existence. I hope that you will continue this work between now
and the next time we meet in Mexico and that you will let all of us know what we can do to conttibute to this
effort.

Thank you.
>> H.E. BENEDICTO FONSECA: Thank you.

I would like to thank all of you, particulatly Robert, Vint, the leaders of the Best Practice forum, all that
contributed to this document. This is a collective work, one that should continue and we're encouraged and
challenged by the presentations that were made and I think one of the topics to be discussed in preparation for
Mexico, for the Mexico meeting. It is the streams of work that should be continued, that's strengthened and to
identify other streams of work that should also be embedded in order to improve the output that we're
assigning to the world out of this IGF.

Thank you very much.
I declare this session closed.

Thank you.

Enhancing Cybersecurity and Building Digital Trust

The following are the outputs of the real-time captioning taken during the Tenth Annual Meeting of
the Internet Governance Forum (IGF) in Jodo Pessoa, Brazil, from 10 to 13 November 2015. Although
it is largely accurate, in some cases it may be incomplete or inaccurate due to inaudible passages or
transcription errors. It is posted as an aid to understanding the proceedings at the event, but should
not be treated as an authoritative record.
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>> SUBI CHATURVEDI: Good morning, everyone. Thank you so much for joining us today. We should be
ready to start in about five minutes. Please take your seats. Thank you.

Good morning, everyone. Once again, a very warm welcome. Welcome to this city and very important session,
Cybersecurity and digital trust. We think this team speaks to the heart of everything Internet, everything that
we hold dear and for the future of the Internet. We have a fantastic panel of speakers today. And we hope to
have vigorous sustained consistent engagement from all the in-room participants, and those of us who are
going to be joined online. We don't think -- there are online virtual participants, so hold on to your questions

and comments.

I'm delighted to have my colleague Dominique Lazanski, and together, we are going to be joined, guided,
shepherded by two excellent moderators. May I call upon our chair from the host country, Paulo Sergio

Carvalho, who heads the cyber defense center to open the panel. Over to you, sir.
>> PAULO SERGIO CARVALHO: Good morning.
(no English interpretation).

Which will approach the following topics, enhancement of Cybersecurity and building digital trust. I'd like to
greet all those here, and I'd like to thank for the invitation to open this main session. I'd like to say it's an
honor and a pleasure to be here, and take part in this relevant discussion, relevant for all the countries in the

world. Thank you very much.
From now on, I declare open the session this morning.

As the cyberspace expands itself, adding ever more networks, we also have an increase in the risks inherent to
the use of this space. Consequently, an increase in an improvement of Cybersecurity is required, in order to

protect the space, and to contribute to its use with freedom and ethics.

At the same time, Cybersecurity shows very clearly that the success of this process depends basically on an
intense collaborative action. It requires building and maintaining trust relationships among all the parties
involved. And like in any other trust relationship, we need initiatives to bring people closer, mutual knowledge

and convincing demonstrations of respect to people's values and rights.

This takes time. Cybersecurity is sustained by technological devices, supported by exact concepts. On the other

hand, this trust is based on subjective values.

At first these concepts may seem incompatible, but based on the lessons learned resulting from the work from
the several institutions that operate in this area, I think that these concepts are inexorably linked when it comes

to cyberspace.

There is an attempt to make these concepts compatible, and this leads us to many questions. Many of these

questions are open and will be discussed here.

This panel is no trivial matter. I say this based on the day-to-day results conducted by the Ministry of Defense,
side by side with representatives from all sectors we collaborate with in order to improve cyberspace security.
With all representatives of this sector, Brazilians and people from other nations, we are building and improving
the trust relationships. This morning's discussions therefore will be extremely valuable not only for the people
who are here in this audience with us, for people who are anywhere in the world, and for people who will see
the files of IGF 15 in the future.

Now, you are invited to moderate the panel, Mr. Wout de Natris, and Mr. Blaker, you have the floor.

>> PAUL BLAKER: My name is Paul Blaker, from the Government of the United Kingdom. And
throughout this morning, with my colleague Wout de Natris, we will be moderating the conversation up until
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lunchtime. We are both sure it is going to be an interesting, informative and valuable discussion on enhancing

Cybersecurity and building digital trust.

Before we get into the conversation, let me say a few words about how we plan to manage the agenda this

morning.

So we have divided the conversation into five sections. First, we would like to try to identify the issues. Second,
we will talk about the kinds of capacities that we need. Then we will talk about capacity-building. Then we will
2o to multistakeholder collaboration, and finally we will like to look at the next steps.

We are very fortunate to have a really great range of speakers here from many different backgrounds, bringing
many different perspectives to the conversation. And just looking around the table, I feel very privileged to see
so much expertise and experience in the room. I think it's going to be a really good and rich conversation.
Some of our panelists may have to leave a little early, and there may be one or two who are not able to join us

until later.

So the approach we will be taking is that for each of the five agenda items, we will be asking four or five

panelists to make contributions of around two to three minutes.

After each of the agenda items, we will invite comments from the floor, and any comments or questions from

the remote participants.

But to start with then, let's move on to the first question, which is around identifying the issues. There are two
questions which have been posed. First of all, what are the critical challenges in establishing resiliency and trust
from the different stakeholders' perspectives? What are the key issues and challenges for a secure and

sustainable, free and open cyberspace, and how can international cooperation be enhanced?

I'd like first of all to invite David van Duren from the Global Forum on Cyber Expertise to speak for a couple

minutes on those questions. Thank you, David. The floor is yours.

>> DAVID VAN DUREN: Thank you. So the question is, what are the key issues? And speaking from the
perspective of the Netherlands, I'm also from the Netherlands, the key issue is we are vulnerable. In the
Netherlands, for example, 80 percent of the people is doing online banking, 60 percent Internet shopping, 95
percent use social media. 94 percent use more than one PC. So we are very dependent on ICT in our daily lives

these days.

What are challenges, what challenges do we face? I think if you look at the past years, the scope of cyber has
been broadening from Cybercrime to Cybersecurity to cyberspace. Also, actors involved are increasing. This
means we need a comprehensive approach. This comprehensive approach should include resilience, response,
recovery, and all kind of elements like knowledge, awareness-raising, detection, prosecution, crisis management,

etcetera, etcetera.

This is very important, this broad approach should not only have a national dimension but a strong

international dimension as well.

Also, because what we do on a national level gets more and more integrated with what is happening on the

international level or to say differently, national is international per se.

I think the main challenge is building, is to building trust between the relevant multistakeholder parties. And
yes, it's hard building trust. Like one person once said, trust takes yeats to develop and can be destroyed in

seconds.

Conditions of public/ptivate cooperation, public/ptivate partnerships, are having a shared interest, trust, a
base of equality and getting results.
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Within the Netherlands, the partnerships were pretty good I think, and what helps is that, for example, critical
infrastructute is very important, it's an end to private organization, but also there is a culture of dialogue. There

is not a top/down management approach, and that helps in the multistakeholder setting.

For the Netherlands, it's a challenge to make the next step to secure free, open and secure cyberspace. This
means we need a movement, movement from public/private partnership to public/private participations. And
challenges for public-private participation atre finding this mutual and individual interests, finding the right
balance between regulation and self-regulation, cooperation and also information sharing. This means having a

common understanding of how and under what circumstances to share information.

The second movement is moving from structures to networks and Coalitions. Like five years ago, in the
Netherlands we started with all kind of building up all kind of structures. Now they are in place and now it's
about working together. And the step is not only working together but building a Coalition of certain topics or

certain problems.

It's also the movement from being aware to becoming skillful, and from having a national focus to being

internationally focused; national is international.

And last, having a risk-based approach. Then last, if we talk about international cooperation, like I said, actually
we should also, we should talk about international participation. Public/ptivate patticipation wortks if people
really work together. So this is what we do for example at the GCE. The Global Forum of Cyber Expertise is
about capacity-building on a worldwide scale. It is about working together. It is an informal Forum that was
launched at GCCS in April 2015. The core concept is initiatives for parties within the multistakeholder setting
to work together on specific topics, to share best practices. Examples of topics are awareness-raising,

responsible disclosure, Cybetcrime, etcetera.

On these topics, practical results, best practices are achieved and shared with the global community. So again,
to conclude, the key of international cooperation is participation. Again, key elements are identifying shared
interests, bring transparence, trust, work together on the base of equality and most important get results.
Thank you.

>> PAUL BLAKER: Thank you very much. I invite Willian Check, Vice-President of NCTA to speak. Thank

you.

>> WILLIAN CHECK: Thank you. Good morning. I'm speaking from the perspective of ISPs and private
industry, and a key challenge is the fact that Cybercrime doesn't have any borders. This makes it difficult for
law enforcement to be able to address cyber crimes. A second issue is something I call economic asymmetry of

Cybercrime.

The cost to defend against Cybercrime is disproportionately larger than the cost of performing the Cybercrime
or attack. For example, for little money, you can get into the Cybercrime business, but to defend against it is

much more costly.

Often, economic incentives for implementing the necessary security are misaligned. For example, some
technical approaches to reduce cyber attacks will benefit traffic flowing out of a network, but not on your own
network.

Because of that, the financials of Cybersecurity are often difficult to justify within an organization. That is a
challenge. Another issue is education. It's critical that people, companies, countties, have the tools and

understanding needed to address Cybersecurity issues. Education is one of the most significant challenges.

In the U.S., with a partnership between private sector and the Government, something called a Cybersecurity
framework was developed. Notably, it's a voluntary framework for private industry, based on existing cyber

standards, guidelines and practices for reducing cyber risk to critical infrastructure.
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It's applicable to telecommunications networks, but also other critical infrastructure systems, and it's not one

size fits all, but the ability to tailor it to fit the need.

We also recognize that Cybersecurity is everyone's problem and there is no silver bullet. Cybersecutity is no
different than any other security problem, other than it happens in the cyber world.

The entry point for cyber threats is still at the intersection between the cyber world and the physical world. So
we need to do a few things to addtess that. One, raise everyone's awareness that they need to take preventative
measures when interacting with the cyber world. That is no different than making sure that, for example,

someone doesn't sneak in behind you into a secured building.

Second, we need the designers and developers of cyber products and services to think about security from the
beginning. Thirdly, we need everyone to understand that the Internet and the cyber world are potentially
dangerous places and that no one is policing all of the traffic all the time; therefore, not to connect a critical

system to the Internet in an insecure way.

This is where I think organizations that promote developing cyber best practices and collaboration are critical.
We will be talking about multistakeholder organizations later. But I did want to raise one multistakeholder
organization, MBAAWG, which stands for messaging malware and mobile anti abuse working group. It's a
group of ISPs, E-mail service providers, mobile network operators, telecommunications companies and
infrastructure vendors, and anti-spam vendors, basically a group of security experts that get together on a
global basis to talk about best practices, Whitepapers, and really an opportunity for professionals to share

abuse informations and their experience with peers.

There is a lot of challenges with Cybersecurity. But by talking in this Forum is a great first step for global

cooperation. Thank you.
>> PAUL BLAKER: Thank you very much. The next panelist is Mr. Bob Hindon of ISOC. The floor is yours.

>> BOB HINDON: Thank you very much. I think so far I'm pretty much agreeing with what has been said.
But I think I have a slightly different cut at it. I've been involved in the Internet since the very early days, and

even did some early security work.

This is a topic that many people have opinions on, and but there are a few comprehensive solutions. There is
no simple solutions. There is not one solution that will do everything. Of course, the Internet is not static. It's

not like the phone network that hasn't changed a lot.

It evolves every day. So, the security challenges, Cybersecurity challenges are going to, it's a moving target,
both the good guys trying to protect individuals and the bad guys. It's not, you know, it requires I think a new
kind of thinking. We don't have, we don't, I don't know that we have much a really good model for this based

on our previous experiences.

I'll go through some specific topics, because all of the parts have pluses and minuses. We have encryption. It's
a very good technology to keep your data private. Other people can't read it. If you are worried about petrvasive
monitoring, then encrypt your data. But there is also, there is legitimate reasons why, like the work that he
mentioned about doing spam filtering. How would you look at the inside of the E-mail, if it's encrypted?

We all know the risks of trying to share keys or having back doors, that's not the way to have real security.

We have identity and trust. How do you know who you are talking to? Can you trust the other side? I think this
is not, I don't think we need to go as far as knowing who the person is, but I think it's more important to know
that you are talking to the same entity or person that you talked to before, so you have some assurance that it's

consistent.
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We want to be private, we want to be anonymous, but we have seen recently with some of the gamer gate stuff,

how attacks on women latgely, you know, if you can do this in a anonymous way, it's very hard to stop it.

And I don't know what the, where the trade-off is there, but it's like many of these, it's a difficult solution. We
have a variety of bad actors. We have some states sponsored. We have individuals, we are seeing large scale
denial of setrvice attacks for political reasons, for commercial reasons, for I guess just being disruptive. They

don't like the policy of the person or organization they are attacking,.

We heard about spam. I think about this in two different categories. One is, it started with getting
advertisements for stuff you don't care about. But now it's turned into a way of spreading malware doing
phishing attacks.

I actually, getting an ad I didn't request is annoying, but carrying a phishing attack and clicking on some link
that you thought was from your friend and having it get your computer infected, that is a more serious
problem.

I think, and there is not a single entity or Government or company who is going to solve this problem. I think
there are roles for governments, for network operators, for companies, but also for individuals. I think we all
need to be more responsible about this. We need to be careful, when we use our systems, that they are the
latest ones, have the latest patches and running, having security built in them, not keeping old unsupported

things around that easily get infected.

One thing that I think is the best sort of structure is for more collaboration between people to really talk about
attacks, talk about solutions, talk about what works today, and continuing to evolve that. ISOC has a program
called collaborative security which is that sort of thinking, and I think we will need to do a lot more of that
before this is done.

>> PAUL BLAKER: Thank you very much. Now I'd like to move to our next panelist, Ambassador David
Gross.

>> DAVID GROSS: Thank you for the honor and privilege of being here. I'm impressed we have such a large
audience. There is obviously a lot of excellent programs going on here at IGF this morning, but obviously large
numbers of people understood this is the place to be because this is the most interesting of all of the sessions

this morning. I appreciate that very much.

I'm also privileged and honored to be following Bob. It's great to be on the same panel with someone who has
given so much and participated so widely in the Internet, and certainly the organization that he now chairs,
ISOC has been an extraordinarily important part of the Internet ecosystem and working on the many of the

problems we are talking about this morning.

There are some things that are easy when it comes to the issues we are talking about this morning. There are
some things that are hard. Some things ate so hard that I don't think they are going to be solved until we have
a new technology that replaces the Internet. But that should not keep us from focusing on those things that we
can and should be doing.

One of the things that I think is often overlooked and may arguably be easy, but I recognize that there are
batriers, are things that individuals can do. It is extraordinaty to me, and I have to say that often I'm involved
in this as well, we are all human, there are so many things that we can do in enabling the technology we use
both individually and in the organizations we are, to enhance our own security. There are security functions in
the software. There is security things that you can do in your own home, in your own organizations that are

often not done.
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In so doing that, you can live a much more secure cyber life. Those are things individuals can do. They ate
empowered, and they are not particularly difficult. The area of cloud computing is extraordinarily important in
this area.

It used to be just a few years ago, when everyone just lived on their desktop, or your PC, and you
interconnected with the Internet, that you had to have all your own security. The cloud allows people to have
security of the world class type, regardless of where you live, regardless of your economic circumstances. I
think those proposals that would inhibit the growth of the cloud through data localization and otherwise are
greatly going to have an impact on what could be a much safer cyber world.

Similarly, those who seek to have uniform technology I think often undercut Cybersecurity. The diversity of

operating systems, the diversity of technologies, often are a way in which we live a safer cyber life.

The importance of this is obvious, but I would also point out that for those who are committed to Connecting
the Next Billion, the next billion are not necessarily just the poor people. Rather, in all the world, including the
developing, developed world, there are millions and millions of people who choose not to get online, and part
of the reason they choose not to get online is their fear because of Cybersecurity. Taking these steps, making
the availability, new technologies in new ways, will enhance the ability of people to get online, even those who
can afford it, even those who have technically access, but who are too afraid because of what they read in the

paper every day. Thank you very much.

>> PAUL BLAKER: Thank you. Before we open up questions to the floot, I'd like to invite one final speaker
on this agenda item, that is Mr. Rahul Gosain, Director of Data from the Government of India.

>> RAHUL GOSAIN: Good morning, Excellencies and my dear friends here. Taking off from what Bob said,
he made an important point that Cybersecurity is a key area where multistakeholder cooperation is required. It

is not like one agency or one set of people can solve the problem.

Given that practically all of the important online services that most of us access, and the services which most
of us use are provided by identities, no one stakeholder holds all the answers to all the problems. That is an

important point I think.

Given that governments are ultimately held responsible by the public and are indeed accountable to the public
for all security related issues, so one cannot but help underscore the central role of governments in this area.
That is the constituency from which I come from, I come from the Government of India. That is why I speak

from that perspective.

But given the segregated nature of the Internet, trust is central to the operation and continued growth of the
Internet. Each of us must have faith that the data stored in the cloud will remain secure, and that common

status transacted on line is based on enforceable contracts.

That is a very vital point. Trust is the currency of today. Digital trust is the currency of the digital world.
Evidence based critical assessment of systems, institution and threats is essential to devising effective
Cybersecurity strategies, and nation states could think of conducting stress tests that assess the performance of
systems and processes, under various scenarios. This would be a effective way of assessing strengths and

weaknesses and help determine where efforts would need to be made to move forward.

This is not saying that this is not already being done, but this could be possibly planned to be done more
effectively. This is particularly crucial in assessing the resiliency of critical network infrastructure and the

continued growth of Internet, if I may say so.

Such stress should be conducted at many levels beginning from the local to the national and even international
levels. The interdependencies of computer networks means that the effects of Cybersecurity related event can
easily percolate both upstream and downstream, meaning that broad-based tests are essential.
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Effective tools to shate learning from such tests has already been brought up in the discussions today.
Cooperative action to implement corrective actions would go along with building trust in the digital economy.

Apart from that, I would also like to emphasize that Cybersecurity is a very important focus area for India,
given our flagship based India program which depends heavily on Cybersecurity, and there is a lot of emphasis
on training in Cybersecurity professionals to meet not only the current but future needs for India.

Apart from this, possibly some of the key challenges which we are facing is the rapid advancement in
technology has made the world smaller, but not necessarily, the physical and political boundaries between

states have sort of been blurred.

It has thrown up key legal challenges, such as determining jurisdiction, ambiguity in whether the sovereigns
have power to exercise their will beyond the territorial jurisdiction, and each nation having their own set of

rules; crossborder issues dealing with regard to Cybercrime has gained paramount importance.

We need to go a long way in this direction. We need to create capacity and build capacity so that there is

greater awareness, number one, and then there is data preparedness to tackle these issues. Thank you.

>> PAUL BLAKER: Thank you very much. I'd now like to open up the discussion to questions and
comments from the floor. If you would like to make a contribution, please line up at the microphone in the

traditional way, not the microwave unless you are hungry (chuckles).

I think while people are thinking of questions, I'd like to thank our panelists for setting a broad agenda of key
issues. We heard about the importance of building trust between stakeholders, about moving from
public/ptivate partnership toward public/ptivate participation. I find that idea very interesting.

We heard about the economic asymmetry that there is in Cybercrime, about the importance of education, a

range of issues around encryption that we can talk about.

We heard about, a number of panelists speaking about individual responsibilities in this area, and also about
the role of governments, importance of stress testing, the importance of crossborder cooperation. There is
already a very rich and full agenda for us to think about this morning and other issues as well which I haven't

mentioned.

If there are any comments from the floor, either questions to our panelists, or additional issues that you would
like to put on the agenda, now is the time. Please, could you keep your interventions to one minute and please,
could you make sure that you say who you are and where you come from. Thank you. Our first question.

Maybe technical help with the microphone, please.

>> AUDIENCE: Can you hear me? Yeah, okay. I'm Mobhit Saraswat, Internet Society Ambassador. I think
first of all, I want to commend all the speakers who have raised these important points. It's important that we
get into this dialogue, and ensure that those are raised. But if I interpreted correctly, there is one key issue
which has been missing, is the data transfer between the consumer and the organization who are building a lot

of platforms and apps.

There is too much of data transfer which is happening. While there might be a good reason for economy, for
example, to position the ads better, position the product better, but at the end what happens is, I mean these
data which is not required can also be used for wrong reasons.

So it is also important that we have a control on the data transfer between the consumer and the app provider,
patticularly when the mobile is on, and I'm not in for regulations because informed consent becomes a
challenge in itself, but it's important that the multistakeholder comes together and ensure to come with a

standards which has security by design in it.

That has to be enforced on the new generations of app developer. Thank you.
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>> PAUL BLAKER: Thank you. Any further questions from the floor? Yes, sir.
>> AUDIENCE: Can I speak in Portuguese? Okay.

My name is Luccas Augusto da Cunna Silva. I study engineering at the Federal University of Alagoas, part of
IGF's youth program. In keeping on with what's been said, I think the panel has brought some very important

issues.

But now, we are dealing with software vulnerability. And in the databases where we see the level of
vulnerability of some systems, some systems have shown a very high vulnerability system. So hackers can just
access these systems' Administrator, thereby they can have access to the microphone, to the camera, to all the

data and everything that you have inside a computer, notebook, for example.

So in this environment, we have to think that we need to develop a system, you are developing something like
a car. When you design a car, you need to resort to technical standards, safety standards, so people can drive

safely and survive.

We know that information and the virtual environment that we live in, in the Internet, leads to real damages.

How far can the companies go or how far do they have a responsibility regarding information responsibility.
(no audio).
>> PAUL BLAKER: I will ask if there is any remote participation, contributions. You have the floor.

>> AUDIENCE: Hi, Mubashir Sargana from Pakistan. And my question, but I think it's a comment, I think
Google, Yahoo!, Bing, they also make people vulnerable, like indexing and archiving their public data as well as
private data, without even their consent. For example, if someone's data gets leaked, is posted on a Web site,

someone else can easily search it out to any search engine. Thank you.

>> PAUL BLAKER: Thank you very much. Could I ask, are there any questions or points from remote
participants? (pause).

Okay. I think that is a no for now. But there will be later stages during the conversation where remote

participants are welcome to make contributions.

There are three questions there, thank you, one around data transfer, one around the vulnerability of systems,

and another about consent and the use of data.

Before we move on to our next topic, I wonder if any of our panelists would like to respond to any of those

questions. Bob.

>> BOB HINDON: Yeah, two of the questions, comments. So, regarding data location, so my view on this,
it's not very important where the data is. But it's really what happens to it, who has access to it, the controls to
it, because the Internet is supposed to allow things to be in different locations. There is some delay reasons
why it's good to keep it close to you, but it's not, just keeping it close to you will not make it more secure. The

security problems are location independent. The bad guys know how to access stuff in any location.

The other thing about Google, Yahoo!, basically, I guess I'd say sometimes free is too expensive. When you use
a free service, you are definitely, you are paying for it by your own, by sharing your own information. And if
you don't, if you are not willing to do that, then don't use free services. Use a private E-mail server, where you
pay money, or whatever it is, and so it's the business model of these companies who provide these free services

to look at your information.
I think you can't expect them to do much more than that.

>> PAUL BLAKER: Thanks.
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>> WILLIAN CHECK: I think a couple interesting points here were made from some of the speakers.
Again when you look at cyber systems, it's the entry point of how attacks take place.

And the attacks take place between the cyber world and physical world. There are specific areas within the

cyber environment that you will see specific areas of ingress.

And because of that, I think the point that the one question came up on security by design is terribly important.
I think security by design cannot be overemphasized. It is critical for future design in software systems.

>> PAUL BLAKER: Please.

>> RAHUL GOSAIN: To reinforce the point Bob made regarding free services, I saw a line outside which

said succinctly, it says if you are getting it for free, then you are the product.

So, that I think says it. Apart from that, the point made regarding how a car is developed and safety standards
need to be developed, and technical standards need to be developed, I would like to inform that as our
colleague David had pointed out in the initiative of the Dutch in which they have a global security,
Cybersecurity related conference, or like the MBAAWG, 1 think a lot of work has already been done in that

direction.

I'm sure much more needs to be done. But the point is very well-taken, and we need to arrive at some kind of
globally accepted standards of Cybersecurity, which can sort of deter any cyber attacks or any problem from
the bad guys, you know, so that the products which we make to produce a more cyber secure wotld should be

consistent and should conform to certain set of standards which are mutually agreed upon.
Thank you.
>> PAUL BLAKER: Thank you. Intel.

>> AUDREY PLONK: To follow up on the standards point my colleague made, I agree on the global
standards front. I would take it further to say that as has been pointed out already in the panel, Cybersecurity is
a broad chapeau of issues. So having one single standatd or a small set of standatds that's going to cover all
these issues is both impossible and unreasonable. And so you have to look across the glo